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Abstract — Modern medical image infor-
mation systems can be subjected to malicious
attacks from the compromise of a valid user’s
account credentials, or even from the mali-
cious use of an internal authorized user re-
ferred to as an insider. These types of attacks
can be extremely difficult to detect due to the
attacker employing the use of valid user cre-
dentials. It is important to the privacy of pa-
tient information that methods to detect unau-
thorized access to private health data are de-
veloped and implemented in the industry. This
paper reviews a range of literature on a vari-
ety of user account compromise and user be-
havior anomaly detection techniques. The
methods proposed in the literature covered
here include both supervised and unsuper-
vised approaches. In turn, in this paper we
propose a supervised learning-based tech-
nique in a novel approach to user account
compromise and insider threat detection
within medical image information systems.
Our proposed system is a first of its kind in
medical information systems and achieved a
detection accuracy of 0.90. Furthermore, the
proposed system can be used for consumer
networking systems.

Keywords — Machine learning, cybersecu-
rity, supervised learning, user compromise de-
tection, insider threat detection, medical imag-
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I. INTRODUCTION

The security of modern medical information
systems is a considerable challenge for
healthcare cybersecurity professionals. The in-
formation contained within these systems is ex-
tremely private in nature and protected under
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federal laws like the Health Information Portabil-
ity and Accountability Act (HIPAA) of 1996 [1].
In addition to the federal HIPAA law, most states
have implemented their own privacy laws mod-
elled after HIPAA to further enforce the privacy
and security of their citizens medical information
managed and stored by healthcare organizations
around the country. The threat posed by both ex-
ternal and internal malicious actors is greater than
ever. According to the Ponemon Institute, in its
2023 Cost of Insider Risks Global Report [2],
71% of companies are experiencing between 21
and more than 40 incidents per year. This is an
increase from 67% in 2022. Furthermore,
Ponemon estimates the cost of credential threat to
organizations increased 65% from $2.79 million
in 2020 to $4.6 million in 2022. Detection of a
malicious actor utilizing compromised user cre-
dentials is very difficult. The detection of an in-
ternal user accessing certain information within a
system is equally difficult to detect. Much re-
search is being carried out to provide reliable
anomalous user detection capabilities to today’s
organizations. Much of this research is focused
on employing machine learning techniques for
detection mechanisms.

Private electronic health records have be-
come a prime target for hackers around the world
seeking to profit from the stolen information. In
2022 alone, there were 658 reported data
breaches of electronic health record systems af-
fecting some 49.6 million Americans [3]. In a se-
curity event publicized in 2021, hackers were
able to successfully compromise user credentials
associated with Monongalia Health System and
because of the successful Account Takeover
(ATO) attack, numerous payments were redi-
rected by the hackers resulting in financial losses
for the healthcare organization. Fortunately, the
compromised credentials did not provide



electronic medical record system access to the
threat actors [4]. However, an insider attack that
occurred at Montefiore Medical Center in New
York City in 2013 did result in the compromise
of 12,517 patients’ electronic private health in-
formation. It was later determined that an em-
ployee had stolen the patients’ health information
and sold it to an identity theft ring. As a result of
the medical center’s loss of information, it was
forced to settle a fine of $4.75 million levied by
the US Department of Health and Human Ser-
vices Office of Civil Rights (OCR) [5]. Recently,
the University of lowa Hospitals and Clinics re-
ported that five employees had inappropriately
accessed the electronic medical records of thir-
teen University of [owa football players [6]. This
is a classic example of the common types of in-
sider threats occurring in today’s healthcare sys-
tems.

This paper provides a review of several ma-
chine learning approaches utilized by a collection
of researchers. The approaches covered here seek
to leverage user behavior analysis to extract user
behavior patterns and in turn attempt to identify
anomalous user activity. Following a review of
the current research literature on the issue of user
anomaly detection, this paper presents a proposed
detection system utilizing supervised learning to
detect unapproved or malicious use of valid user
credentials within a medical image information
system. To our knowledge, this is a novel explo-
ration of user behavior anomaly detection applied
to a medical image information system using ma-
chine learning-based detection. Furthermore, the
proposed system can be used for consumer net-
working systems.

II. RELATED WORK

In this section, several works are reviewed on
the topic of user anomaly detection for the pur-
pose of detecting either insider threats and/or user
account compromise by an outside rogue actor.
Some papers presented utilize unsupervised
learning while others employ supervised ma-
chine learning (ML) techniques depending on the
approach taken by the researchers.

In [8], the authors leveraged threat detection
recall as the performance metric in their paper.
Their results showed that the Long Short-Term
Memory-Recurrent Neural Network (LSTM-
RNN) approach suggested outperformed k-Near-
est Neighbor, Isolation Forest, Support Vector
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Machine, Principal Component Analysis based
threat detection methods.

Another approach to provide user log anom-
aly detection based on Isolation Forest was pro-
posed in [9]. Their approach combined the ad-
vantages of rule-matching and isolation forest.
Their approach achieved a Receiver Operating
Characteristic-Area Under Curve (ROC-AUC) of
0.89 while the next closet technique using Robust
Covariance only achieved a ROC-AUC of 0.83.
For their input data, the authors built an applica-
tion access log collection software module that
gathered a set of features including operating sys-
tem, name, group, IP, URL, port, VLAN-port,
gateway, and timestamp. The authors claim their
approach could easily be applied to a real-time
enterprise user log system.

For supervised ML approaches, some re-
searchers have leveraged boosting algorithms to
improve the performance of their overall solu-
tions. Boosting involves combining several in-
stances of traditional ML models such as Deci-
sion Trees into a series structure. The authors fo-
cused on social media compromised account de-
tection in [ 10]. They applied three machine learn-
ing-based boosting algorithms namely Ada-
Boost, XGBoost, and CatBoost. The dataset used
was a real-world Twitter dataset and the results
of their testing showed that all three boosting al-
gorithms outperformed the Compromised Ac-
count Detection using Authorship Verification
(CAD-AV). CatBoost yielded an accuracy of
94%, XGBoost produced 93% accuracy, and
AdaBoost achieved 90% accuracy.

An array of algorithms including AdaBoost,
Naive Bayes, Logistic Regression, KNN, Linear
Regression, and SVM were presented in [11].
Among these, AdaBoost performed the best with
98.3% Accuracy and 0.983 ROC-AUC. Their
work focused on emails as the dataset used to de-
tect compromised accounts. Naive Bayes per-
formed the worst at 73.7% Accuracy and ROC-
AUC of 0.48. The dataset used was the TWOS
dataset which was collected at the March 2017
Singapore University of Technology and Design
competition.

n [12], the researchers presented how they
compared their Isolation Forest approach to a col-
lection of supervised learning techniques, namely
XGBoost, Random Forest, Decision Tree, and
KNN. Results showed Isolation Forest produced
an accuracy of 98% and an f-score of 99. The re-
searchers used the CERT r4.2 Insider Threat da-
taset for their model evaluation.



Table 1: Related Works Algorithm Comparisons

AUC ‘ Accuracy

Paper Algorithm

Isolation
[7] Forest 0.890 n/a
(7] | RobustCo- |5, n/a
variance
[8] AdaBoost n/a 0.900
[8] CatBoost n/a 0.940
[9] AdaBoost 0.983 0.983
[9] Naive Bayes | 0.480 0.737
Isolation
[10] Forest n/a 0.980

1. PROPOSED SYSTEM

In this section, we present a solution we de-
signed which makes use of a supervised learning
approach to user account compromise detection
for medical image information systems. The aim
of the system is to determine instances where the
behavior of a user account’s activity does not
match the normal behavior of the true user. Such
a detection could point to a potential compromise
of the actual user’s credentials. A collection of
six synthetic, labelled datasets comprised of a set
of user activity log entries in the medical image
system was generated and utilized for this re-
search. These synthetic datasets were generated
by a python script we developed that generates
datasets modelled after a real-world user activity
log from a real-world PACS utilized within a
real-world medical imaging facility. These da-
tasets followed the healthcare industry standard
Integrating the Healthcare Enterprise (IHE) Yr4
XML audit log schema [13]. The IHE user activ-
ity log schema is utilized by all commercially
available PACS solutions so our proposed system
could be modified quickly to be compatible with
a wide range of PACS used in today’s modern
healthcare environments. The six synthetic da-
tasets were generated with their feature distribu-
tions matching that of a base dataset which was
modelled after the real-world dataset to prevent
bias. Both histograms and boxplots of each of the
features contained within the six datasets were
generated and compared that those of the base da-
taset.

We evaluated supervised learning classifica-
tion algorithms to find the best performing tech-
nique for the proposed system including Logistic
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Regression, Naive Bayes, Decision Tree, Ran-
dom Forest, and Support Vector Machine
(SVM).

A decision tree binary classifier was selected as
the model for the proposed system. A decision
tree classifier is based on a very commonly used
data structure in computer science known as de-
cision trees [14]. As the name suggests, the algo-
rithm performs the process of reaching determi-
nations or decisions utilizing a branching mecha-
nism which when visualized resembles a tree
comprised of two types of entities referred to as
nodes and leaves. The nodes in essence represent
a question to be answered while the leaves repre-
sent decisions or outcomes.

Table 2: ML Performance Analysis

ML Accu- Preci- Re-
Model AUC racy sion  call
Logistic
Regres- 0.75 0.72 0.72 | 0.72
sion
Naive | 561 | 062 | 062 | 0.62
Bayes
Decision |6 o7 1 990 | 091 | 0.90
Tree
Random | o7 |\ g9 | 091 | 0.90
Forest
SVM 0.80 0.75 0.77 0.75

The design of the proposed system seeks to
employ the use of modern web application pro-
gramming interface (API) technologies to ensure
efficient application response times with a light-
weight footprint from a resource perspective.

DICTs

PACS API

ML Model

Figure 1: Detection System Diagram

The API serves as a service endpoint to an
external medical imaging information system
known as a Picture Archiving and Communica-
tion System (PACS) [15] where clinical users



authenticate and interact with the PACS to access
and view patient examinations comprised of
medical image sets.

Since the API is a well self-contained applica-
tion with no external dependencies, the API is de-
signed to easily facilitate being implemented in a
distributed architecture for a highly scalable so-
lution. Web server load balancing could also be
employed to increase the functional capacity of
the detection API-based system. The API was
implemented using the Python FLASK library
[16].

The proposed system was evaluated against all
six synthetic datasets each containing a total of
five features including weekday, hostname,
username, duration, and bodypart. A single label
named compromise that contained yes, or no was
also included. The duration feature provided a
length of time in minutes that a given medical im-
aging examination was viewed by the specified
user.

IV. RESULTS

All five supervised machine learning algo-
rithms mentioned in section 3 were trained,
tested, and evaluated for their suitability to detect
both user account compromise and insider threat
detection. A series of ten experiments was per-
formed to valid the performance and accuracy of
the detection sub-system. We created six user ac-
tivity logs each containing 5,000 user activity en-
tries to train and test the models.

A Microsoft Surface Pro computer contain-
ing an Intel Core 17 3.0 GHz CPU and Nvidia
GPU was used as the hardware testbed. The re-
sults of our experiments confirmed the accuracy
of the detection system at 0.90.

While Logistic Regression delivered the fast-
est prediction time, its accuracy was considerably
lower than that of the Decision Tree-based algo-
rithms. Both the Decision Tree and Random For-
est classifiers achieved an accuracy score of 0.90
in the testing. In addition, both produced a Re-
ceiver Operating Characteristic Area Under
Curve (ROC-AUC) 0f 0.97 and accuracy score of
0.90. However, the prediction time of the Deci-
sion Tree was observed to be 87.5% more effi-
cient than that of Random Forest. This is due to
the fact that a single prediction is made in Deci-
sion Tree where as multiple predictions must be
made in Random Forest. Despite the potential of
overfitting often found with the use of Decision
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Tree, we found that our experimental results did
not suffer from such behavior.

Table 3: Algorithm Prediction Time and Accu-
racy

Prediction
Time
(msec)

Classifier

Accuracy

Logistig Regres- 750 072
sion
Naive Bayes 11.43 0.62
Decision Tree 15.55 0.90
Random Forest 124.57 0.90
SVM 328,908.38 0.75

V. CONCLUSION

In this paper, the cybersecurity threats of user
account compromise and insider threat were con-
sidered. Various research works were presented
and discussed. Several supervised machine learn-
ing classification algorithms were implemented
and tested to determine the most suitable, best
performing classifier for the user account com-
promise and insider threat detection system. Our
findings showed that the Decision Tree Classifier
algorithm produced the best performance among
the supervised machine learning binary classifi-
ers we tested. Finally, a potential solution devel-
oped in Python was proposed that incorporated
supervised machine learning techniques to detect
whether a user’s activity events are normal or
anomalous in nature as a first of its kind approach
in medical image information systems. Due to the
fact that our proposed solution contains an API,
the task of integrating our solution with an exist-
ing PACS would prove to be much simpler than
without the API architecture of the proposed de-
tection system. The results presented in this paper
suggest that detection of anomalous user account
behavior potentially related to user account com-
promise can be effectively employed against
these threats. The contributions provided in this
paper should promote increased confidence in the
public’s faith in the future security of medical im-
age information systems. This will become in-
creasingly important as the proliferation of med-
ical information systems continues to increase
both across the United States and around the
world.



REFERENCES

[1] U.S. Department of Health and Human
Services, "Summary of the HIPAA
Privacy Rule," [Online]. Available:
https://www.hhs.gov/hipaa/for-
professionals/privacy/laws-
regulations/index.html. [Accessed 15 3
2024].

[2] Ponemon Institute, "Cost of Insider
Threats Global Report 2023," [Online].
Available:
https://ponemonsullivanreport.com/2023/1
0/cost-of-insider-risks-global-report-
2023/. [Accessed 16 3 2024].

[3] R. Southwick, "Chief Healthcare
Executive," 15 February 2023. [Online].
Available:
https://www.chiethealthcareexecutive.com
/view/nearly-50-million-americans-
impacted-by-health-data-breaches-in-
2022. [Accessed 12 11 2023].

[4] J. Davis, "Mon Health phishing attack,
account takeover impacts data of 398K
patients," 28 12 2021. [Online]. Available:
https://www.scmagazine.com/analysis/mo
n-health-phishing-attack-account-
takeover-impacts-data-of-398k-patients.
[Accessed 11 11 2023].

[5] US Department of Health and Human
Services, "HHS’ Office for Civil Rights
Settles Malicious Insider Cybersecurity
Investigation for $4.75 Million," 6
February 2024. [Online]. Available:
https://www.hhs.gov/about/news/2024/02/
06/hhs-office-civil-rights-settles-
malicious-insider-cybersecurity-
investigation.html. [Accessed 30 3 2024].

[6] H. Sharghi and K. Sartipi, "A User
Behavior-based Approach to Detect the
Insider Threat in Distributed Diagnostic
Imaging Systems," in IEEE 29th
International Symposium on Computer-
Based Medical Systems, 2016.

[7] F.Meng, F. Lou, Y. Fu and Z. Tian,
"Deep Learning based Attribute
Classification Insider Threat Detection for
Data Security," IEEE Third International
Conference on Data Science in
Cyberspace, pp. 576-581, 2018.

99

[8] F.Janjua, A. Masood, H. Abbas and I.
Rashid, "Handling Insider Threat Through
Supervised Machine Learning

Techniques," Procedia Computer Science
177, pp. 64-71, 2020.

[9] T. Al-Shehari, M. Al-Razgan, T. Alfakih,
R. Alsowail and S. Pandiaraj, "Insider
Threat Detection Model Using Anomaly-
Based Isolation Forest," IEEE Access DOI
10.1109/ACCESS.2023.3326750, Vols.
11,2023, pp. 118170-118185, 2023.

[10] B. Sharma, P. Pokharel and B. Joshi,
"User Behavior Analytics for Anomaly
Detection Using LSTM Autoencoder -
Insider Threat Detection," in ACM
14172020, Bangkok, Thailand, 2020.

[11] Z. Yang, H. Li, X. Yang, H. Peng, J. Shi,
M. Peng, H. Wang and H. Bai, "User Log
Anomaly Detection System Based on
Isolation Forest," in 2nd International
Joint Conference on Information and
Communication Engineering (JCICE),
2023.

[12] N. Papez, "The art of MFA Bypass: How
attackers regularly beat two-factor
authentication," Menlo Security, 25 April
2023. [Online]. Available:
https://www.menlosecurity.com/blog/the-
art-of-mfa-bypass-how-attackers-
regularly-beat-two-factor-authentication/.
[Accessed 12 11 2023].

[13] Integrating the Healthcare Enterprise,
"IHE Home Page," 2020. [Online].
Available: https://www.ihe.net/.
[Accessed 24 October 2020].

[14] W. T. Edgar and O. D. Manz, Research
Methods for Cyber Security, Cambridge,
MA: Elsevier Inc., 2017.

[15] Wikipedia, "Picture archiving and
communication system," 8 December
2017. [Online]. Available:
https://en.wikipedia.org/wiki/Picture_arch
iving_and_communication_system.
[Accessed 18 2 2024].

[16] Pallets, "Flask Open Source Project,"”
2010. [Online]. Available:
https://flask.palletsprojects.com/en/3.0.x/.
[Accessed 18 2 2024].



