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Abstract—Quantum networks enable end-to-end
quantum communication by leveraging inherently
probabilistic processes, such as distributing entangle-
ment between distant nodes and performing entangle-
ment swapping at intermediate repeater nodes. Ex-
isting work has focused on maximizing the entan-
glement path success probability under link failures.
However, the occurrence of physical node failures poses
a significantly greater challenge to maintaining stable
entanglement connections. To tackle this problem, it
is necessary to develop a path provisioning routing
design model that can preserve a high end-to-end en-
tanglement success probability despite the occurrence
of node failures. This paper proposes a routing design
model to determine node- disjoint entanglement paths
in quantum networks, which takes into account both
the link-level transmission success probabilities and the
node-level entanglement swapping success probabilities
at nodes. The proposed model aims to maximize the
entanglement path success probability for survivability
under node failure. We express the proposed design
model in the form of an integer linear programming
problem. Numerical results show that the proposed
model attains greater survivability compared with the
baseline algorithms.

Index Terms—Quantum network, entanglement,
path route design, survivability, node failures

I. INTRODUCTION

Quantum communication leverages the uncertainty
principle of quantum mechanics to guarantee that in-
formation cannot be leaked. At its core lies quantum
entanglement, where two or more qubits share strong cor-
relations that persist independently of physical separation.
One of the most prominent methods based on entangle-
ment is quantum teleportation [}, [2]. In this process, an
entangled pair is first shared between two remote nodes.
The sending node holds another qubit whose quantum
state needs to be conveyed. By performing a Bell-state
measurement on its qubits, the sender obtains a result,
which is then communicated to the receiving node over
a classical channel. With this information, the receiver
applies the appropriate quantum operation, thereby re-
producing the sender’ s original quantum state.

Distributing entanglement directly across long distances
is difficult because of transmission losses [3], [4]. Quan-
tum networks address this limitation through entangle-
ment swapping, as depicted in Fig. [Il. At a repeater
node, performing a Bell-state measurement on two qubits
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generates a new entangled pair linking the distant end
nodes, effectively extending the entanglement range [b], [0]
Both the propagation of entangled qubits through optical
channels and the entanglement swapping operations at
repeater nodes are inherently probabilistic due to physical
constraints in photon transmission and measurement. The
overall success probability of such a path is determined by
the combined probabilities of successful transmission on
each link and successful swapping at the repeater nodes [[],
[8]. To manage this uncertainty, heralding protocols are
employed to verify whether entanglement distribution has
succeeded or failed, enabling entanglement swapping steps
to be carried out appropriately.
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Fig. 1: Process of quantum swapping.

Efficient utilization of quantum network resources has
motivated the development of path routing design mod-
els [1], [9]-[14]. Comprehensive surveys [1], [9] review_en-
tanglement routing techniques, while studies such as [[L0]—
[12] modeled throughput enhancement by incorporating
the probabilistic success of entanglement paths and the
number of transmitter—receiver pairs. Algorithms pre-
sented in [13], [14] further improve end-to-end success
probabilities, thereby increasing throughput and reducing
quantum memory usage. These studies collectively ad-
dressed the probabilistic nature of entanglement routing
under the assumption of available physical links.

As quantum networks move toward deployment, they
are envisioned for critical infrastructures such as inter-city
backbones. Even brief link and node failures can degrade
the availability of secure communication, underscoring
the need for survivable networks with high transmission
success probability.

The work in [15] introduced a survivable routing de-
sign model to identify link-disjoint entanglement paths
between a source-destination node pair in quantum net-
works, considering both link-level transmission success
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probabilities and node-level entanglement swapping suc-
cess probabilities. The study maximizes the entanglement
path success probability with tolerance for up to a given
number of link failures (EPSPF). EPSPF quantifies the
survivability of an entanglement path for a given source-
destination pair subject to a bounded number of link
failures. However, no prior study has explored a survivable
routing design model to maximize EPSPF against node
failures. This raises a natural question: can we develop
such a model that tolerates up to a given number of node
failures to maximize EPSPF?

This paper proposes a survivable routing design model
to find node-disjoint entanglement paths for a source
and destination node pair in quantum networks, con-
sidering both link-level transmission success probabilities
and node-level entanglement swapping success probabili-
ties. The proposed model is to maximize EPSPF, which
expresses the survivability of an entanglement path for
a given source—destination pair subject to a bounded
number of node failures. The proposed routing design
model constructs one additional node-disjoint path beyond
the number of tolerated node failures; that is, when the
network is designed to withstand up to y node failures, it
identifies v + 1 node-disjoint paths. This approach ensures
that at least one entanglement path with a high success
probability remains operational even in the presence of
up to 7y failing nodes, thereby enhancing the probability
of successful entanglement transmission. We express this
design as an integer linear programming (ILP) problem.
Numerical results indicate that the proposed model out-
performs baseline algorithms in terms of EPSPF.

II. PROPOSED PATH ROUTING DESIGN MODEL

We present our proposed path routing design model,
along with its problem definition and formulation. We
model a quantum network as a directed graph G = (V, E),
where V is the set of quantum nodes and E is the set of
physical links connecting them. For a source—destination
(SD) pair (s,d), let N denote the indices of node-disjoint
paths planned between s € V and d € V. Each link
(u,v) € E has a transmission success probability p,, for
an entangled qubit, satisfying 0 < p,, < 1. Additionally,
each node u € V has an entanglement swapping success
probability ¢,, where 0 < g, < 1.

The goal of the proposed routing design model is to
maximize EPSPF, defined as the minimum end-to-end en-
tanglement success probability across the designed node-
disjoint paths, under the assumption that up to y node
failures may occur, where the number of paths is given
by |N| = y + 1. We introduce the following variables to
formulate this optimization problem. Binary variable x”
specifies whether link (u,v) is used as part of path n. xI},
is set to omne if link (u,v) is used as part of path n and
zero otherwise. Similarly, z) is a binary variable indicating
whether node u performs entanglement swapping on path
n, determined by the inclusion of neighboring links within

that path. z} is set to one if node u performs entanglement
swapping on path n and zero otherwise. To eliminate
cycles, an auxiliary integer variable 4, assigns a topological
ordering to the nodes along each path. Finally, ¢ repre-
sents the minimum success probability among all designed
paths, which corresponds to EPSPF in the optimization
problem.

max ¢ (1a)
1 if u=-s,
s.t X, = X, =4-1 ifu=d,
veV:(u,v)eE veV:(vu)e & 0 otherwise,
Yne N (1b)
D <1, Vv eE (1c)
neN
x, <1, YueV\{sd} (1d)

neN veV:(uyv)eE
W—h>1- V|-

c< ]

Y(u,v)e E,ne N (le)
(1)

M v

1_[ q,, YneN

(uy)eE:x=1 ueV:z=1
d= > A, WweV\{sdneN (lg)
ueV:(uyv)eE
W'=0, VYneN (1h)
X e{0,1}, Yuv)eEneN (1i)
ne{0,1}, YueV,neN (1j)
ceR. (1k)

Equation (@) defines the objective, which maximizes
the minimum success probability among all entanglement
paths. Equation (| imposes the flow conservation con-
dition. Equation ([ld) enforces link-disjointness, ensuring
that no two chosen paths share the same physical link.
Equation ({ld) enforces node-disjointness, so that paths do
not overlap at intermediate nodes. Equation ([Llg) prevents
the formation of cycles. Equation ([Lf) restricts the variable
¢ to be no greater than the minimum end-to-end success
probability over all paths. Here, the right-hand side corre-
sponds to the success probability of path n, expressed as
the product of the link-level transmission probabilities and
the entanglement swapping probabilities along that path.
Equation () activates the swapping variable zi whenever
path n includes node v. Finally, @)—(@) specify the
conditions for the variables /%, x! , 7', and c, respectively.
To linearize the nonlinear constraint in (B), we apply a
logarithmic transformation to both sides, yielding:

loge < Z w 1og puy + Z Z x,, log gy,
(uyv)eE veV\{s,d} ueV:(uy)eE
¥ne N. (2)
As maximizing ¢ is equivalent to maximizing logc, we

define a new variable ¢’ = logc.

We reformulate the @timization problem in (@é(@),
(

where we replace ¢ in (|la)) with log c and (@) with (B), and
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add ¢’ € R. The reformulated optimization problem forms
an ILP problem, which can be solved using standard ILP
solvers such as CPLEX [16] or Gurobi [17].

III. BASELINE ALGORITHMS TO FIND NODE-DISJOINT
PATHS

To provide reference points for comparison with the
proposed routing design model, this section presents two
baseline entanglement path routing algorithms: MaxSP G-
ND, which greedily selects node-disjoint paths to maxi-
mize the immediate success probability, and MaxSPA-ND,
which optimizes the overall success probability considering
all candidate node-disjoint paths.

A. MazSPG-ND algorithm

The MaxSPG-ND algorithm is a heuristic designed to
generate multiple node-disjoint paths between a source
and a destination using a sequential greedy strategy. It
constructs the set of node-disjoint paths, N, by repeatedly
applying Dijkstra’s algorithm and removing links associ-
ated with nodes already included in previously discovered
paths [1§]-[21].

To adapt Dijkstra’s algorithm for quantum networks,
we modify it to account for the probabilistic nature of
entanglement distribution and swapping. The end-to-end
success probability of a path is calculated as the product
of link success probabilities and the success probabilities
of entanglement swapping along the path. Applying the
logarithmic transformation as in (f]), the problem reduces
to minimizing the sum of link and node costs. Each link
(u,v) is assigned a weight —log p,,, while each node u is
assigned —logg,. Since Dijkstra’s algorithm only handles
link weights, half of each node’ s cost is distributed to its
incident links, giving the effective link weight:

1
—log puy — E(log q. +loggq,). (3)

Regarding computational complexity, each iteration of
Dijkstra’s algorithm has a cost of O((E| + |V])log|V]),
leading to a total complexity of O(IN|(E| + |V|)log|V])
for MaxSPG-ND. The path search dominates the compu-
tation, while eliminating links routed on the previously
found paths contributes negligibly in terms of asymptotic
complexity.

MaxSPG-ND follows a greedy selection procedure,
choosing paths one after another without coordinating
globally among the |N| node-disjoint paths. After selecting
a path, all links connected to its nodes are removed from
the graph, and the next shortest path is found indepen-
dently in the remaining graph. Consequently, the last
path constructed, the |N|th path, generally has the lowest
end-to-end success probability among all paths. Denoting
the success probability of the ith path as g;, the greedy
selection ensures: g; > g2 > -+ > gjy. While MaxSPG-ND
is straightforward to implement, the greedy strategy can
lead to a reduction in EPSPF.

B. MaxzSPA-ND algorithm

The MaxSPA-ND algorithm serves as a path routing
design approach that identifies |N| node-disjoint paths to
maximize the overall success probability. For the special
case of two node-disjoint paths (|[N| = 2), MaxSPA-ND
can be_efficiently implemented using Suurballe’s algo-
rithm [[1§], [22], which is an algorithm to find link-disjoint
paths while minimizing the total link cost.

We explain how MaxSPA-ND finds two node-disjoint
paths. Suurballe’s algorithm is a classical method for
computing a pair of link-disjoint paths that minimizes
their total link cost. It begins by applying Dijkstra’s algo-
rithm to find the first minimum-cost path on the original
graph. Using the found minimum-cost path, we transform
the original graph into a modified graph for finding the
overall success probability [18]. The graph transformation
involves splitting each node on the found path into two
nodes and reassigning the original links to the split nodes,
while adjusting the link directions. Next, for the modified
graph, it reweights all link costs and reverses the directions
of the links on the first path according to:

w (u,v) = w(u, v) + d(u) — dv), (4)

where w(u,v) is the link cost and d(u) is the minimum
accumulated cost from the source to node u. Dijkstra’s
algorithm is then executed on the modified graph to find
the second path. The resulting paths are combined by
removing any overlapping links, yielding a pair of node-
disjoint paths.

When more than two paths are required (|N| > 3), the
above procedure for finding two node-disjoint paths while
minimizing the total link cost can be extended to generate
IN| node-disjoint paths in polynomial time [18]. In this
setting, the objective is to minimize the total sum of end-
to-end path costs over all |N| paths. As with MaxSPG-ND,
the logarithmic cost transformation is applied to adapt the
algorithm to quantum networks.

Regarding computational complexity, each iteration of
Dijkstra’s algorithm requires O((|E| + |V]) log |V]) time [23],
and since it is executed |N| times, MaxSPA-ND has an
overall complexity of O(IN|(|E| + |V[)log|V|). The path
search dominates the computation, while splitting each
node routed on the previously found paths into two nodes
and reassigning the original links to the split nodes while
adjusting the link directions, contributes negligibly in
terms of asymptotic complexity.

MaxSPA-ND produces a set of node-disjoint paths that
minimizes the total cost, which is equivalent to max-
imizing the product of end-to-end success probabilities
across all paths. However, minimizing the total cost does
not guarantee balanced success probabilities among the
paths. Since our objective is to maximize the minimum
success probability across the |N| paths, MaxSPA-ND,
despite improving the overall success probability, may
yield suboptimal results in terms of EPSPF when the
success probabilities of selected paths are uneven.
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IV. NUMERICAL RESULTS

This section assesses the EPSPF values, namely the en-
tanglement path success probabilities that remain achiev-
able under a given number of node failures, as produced
by the proposed model in comparison with the baseline
algorithms MaxSPG-ND and MaxSPA-ND. We also re-
port their computation times. We solve the optimization
problem defined in (@)7(@) with CPLEX [16] after trans-
forming it into an ILP problem as described in [J. The
experiments are conducted on a machine equipped with an
Intel Xeon Gold 6314U running at 2.3 GHz with 32 cores
and 128 GB of RAM. We develop the implementation in
Python.

The assumptions and notation for our evaluation are as
follows. We allow at most one node failure in the network,
so each source-destination (SD) pair is provisioned with
IN| = 2 node-disjoint paths. We generate random network
topologies using the method in [24], with |V| nodes and
average degree D. Links are placed uniformly at random,
ensuring that every node has at least two neighbors. We
do not execute SD pairs that cannot support |N| disjoint
paths. For each link (u,v) € E, the transmission success
probability p,, is drawn uniformly from [0.7, 1.0], and each
node u € V is assigned an entanglement swapping success
probability g, of 0.9. Ty p denotes the set of topologies
generated with parameters |V| and D, and for each ¢ €
Tiv.p, C; is the set of valid SD pairs.

To highlight the distinctions between the proposed
model and the baseline algorithms, we measure the de-
viation of the EPSPF obtained by each baseline from that
of the proposed model. We introduce the deviation metric
o(|Vl], D) as:
pro

IR

teTyp ceC; Pt

1
o(V),D) = ——
|TvplICl

where pP° and p? represent the EPSPF values obtained
by the proposed model and a given baseline algorithm for
SD pair ¢ € C; in topology t € Tyy|p, respectively.

We repeat each evaluation multiple times to estimate
both EPSPF and computation time. For EPSPF, we
ensure that the 95% confidence interval for each trial does
not exceed 5% of its sample mean. The results reported are
the average EPSPF values and computation times across
all trials.

Figure E shows the EPSPFs for all path routing design
approaches depending on the average node degree D with
V] = 15. Across all approaches, the EPSPFs increase as
D grows from 3.5 to 5. This is because, as illustrated in
Fig. B, a higher average node degree reduces the number
of hops in the worst paths, leading to fewer link success
probabilities and entanglement swapping operations being
multiplied along the paths, which in turn raises the EP-

S%@ure @ shows the deviation of the EPSPFs of
MaxSPG-ND and MaxSPA-ND from the proposed model,
depending on the average node degree, D, with the number

of nodes, |V| = 15 and 30. The deviation of the EPSPFs
of MaxSPA-ND is smaller than that of MaxSPG-ND over
all average node degrees, D. This means that MaxSPA-ND
has a value of the EPSPF closer to the proposed model and
a higher value than MaxSPG-ND. For both MaxSPG-ND
and MaxSPA-ND, the deviations with |V| = 30 are larger
than those of |V| = 15 over all values of D. When [V| in-
creases, the effectiveness of the proposed model enhances;
the proposed model gets more flexibility.

Figure f shows the computation time of the proposed
model, MaxSPG-ND, and MaxSPA-ND depending on the
number of nodes, |V|, with D = 10. The computation time
of each approach increases as |V| gets large. The proposed
model takes at most 217 times longer than MaxSPG-ND
and MaxSPA-ND in our examined cases. The maximum
computation time of the proposed model is 5.95 seconds
with |V| = 100. The proposed model is still practical.

V. CONCLUSIONS

This paper proposed a routing design model to deter-
mine node- disjoint entanglement paths in quantum net-
works, where it incorporates both the link-level transmis-
sion success probabilities and the node-level entanglement
swapping success probabilities at nodes. The objective of
the proposed model is to maximize the entanglement path
success probability for survivability under node failure.
We formulated the proposed design model as an ILP
problem. Numerical results observed that the proposed
model obtains higher survivability compared with the
baseline algorithms. Whereas the proposed model requires
up to 217 times more computation time than the baselines,
it remains practical.
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