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Abstract—Cyber-physical systems (CPSs) collect heterogeneous
sensor streams over wide area networks (WANs), combining
diverse latency targets—from sub-100 ms alerts to 1 s bulk
telemetry—with high aggregate volumes. Beyond bandwidth
limits, the collection server’s CPU overhead becomes a mate-
rial bottleneck, motivating a latency-aware, low-CPU collection
architecture. Remote Direct Memory Access (RDMA) lowers
CPU cost, yet it degrades in WANs where data center mech-
anisms such as Priority Flow Control (PFC) are impractical.
QOur prior RDMA transmission control method (RDMA-TCM)
enables WAN RDMA without conventional congestion control
but ignores traffic priority. We present Priority-based RDMA-
TCM (P-RDMA-TCM), a priority-aware, per-endpoint scheduler
that enqueues send requests by priority and serves higher
priority first, protecting latency-critical traffic while sustaining
throughput for delay-tolerant flows. We implemented P-RDMA -
TCM on real hardware and evaluated it under mixed workloads
with budgets of < 100 ms (critical) and < 1 s (tolerant). Up to
66% offered load relative to system capacity, P-RDMA-TCM
keeps both classes within deadline and cuts the critical flow
end-to-end P95 latency by >50% versus RDMA-TCM, without
sacrificing tolerant-flow throughput. These results suggest that,
even without PFC, WAN RDMA can support low-CPU-overhead
CPS data collection while meeting diverse latency requirements.

Index Terms—RDMA, RoCE, CPS, Data collection, Priority
control, CPU load reduction

I. INTRODUCTION

Modern CPS integrate large numbers of heterogeneous sen-
sors—e.g., cameras and lidars—and stream latency-sensitive
data over WANSs. In the area-management use case of the
Innovative Optical and Wireless Network (IOWN), up to
100,000 cameras are envisioned within a 1 km? area (Fig.
1), increasing both per-device capability and overall sensor
density. These streams exhibit diverse latency targets, from
sub-100 ms alerts for intrusion or wildlife detection to 1 s
delay-tolerant telemetry.

At this density, the aggregate ingress at the collector be-
comes substantial. As a result, not only do WAN capacity
constraints matter, but the CPU cost of receive-side processing
also emerges as a bottleneck. Meeting these requirements
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Fig. 1: Overview of Cyber-Physical Systems

across geographically distributed endpoints calls for a latency-
aware, low-CPU-overhead collection architecture.

RDMA is attractive because it reduces CPU overhead by
bypassing the kernel and avoiding redundant copies. To further
improve responsiveness, network devices can apply priority
control—e.g., Strict Priority Queuing (SPQ)—to preferentially
handle latency-critical traffic. However, RDMA typically de-
pends on PFC or Explicit Congestion Notification (ECN) to
provide lossless or near-lossless behavior. In WANSs these
mechanisms are often unavailable or impractical, so relying
only on network-level priority can lead to congestion losses
and severe performance degradation.

To enable efficient RDMA communication over WANs
without PFC/ECN, our prior work proposed the RDMA-
TCM [2], in which a centralized controller coordinates send
timing to achieve low CPU load and high network efficiency.
A limitation of RDMA-TCM is that it serves transmission
requests strictly in arrival order (FIFO), preventing latency-
aware collection; urgent data can be blocked behind low-
priority traffic.

This paper proposes the P-RDMA-TCM. P-RDMA-TCM
assigns transmission priorities according to application la-
tency requirements and schedules send requests accordingly,
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prioritizing latency-sensitive data used for real-time analysis
over latency-tolerant data such as log collection. Our goal is
to satisfy heterogeneous latency targets while preserving the
low CPU overhead of RDMA in WAN environments without
PFC/ECN.

We evaluate P-RDMA-TCM on real hardware in a WAN-
emulated setting. Our evaluation focuses on: (1) packet loss
and CPU utilization rate, (2) end-to-end latency from data
generation to transmission completion, and (3) the proportion
of data that meets its latency target The contributions are:

1) Design: We present P-RDMA-TCM, a priority-aware
RDMA transmission framework for latency-aware CPS
data collection over WANS.

2) Effectiveness: We show that P-RDMA-TCM satisfies
diverse latency requirements, handling both latency-
sensitive and latency-tolerant traffic.

3) Efficiency: We demonstrate stable throughput and low
CPU overhead in WAN environments without relying
on PFC or ECN.

II. RELATED WORK

A. Ingesting high volumes from many devices in CPS/WAN

The Data Plane Development Kit (DPDK) [3] delivers high-
throughput TCP/UDP I/O via busy polling [4], but dedicat-
ing cores to polling increases receive-side CPU utilization
and becomes a bottleneck under extreme fan-in. Similarly,
kernel-optimized alternatives such as io_uring x and AF_XDP
x have been investigated. While io_uring can block on
eventfd/io_uring_enter() and AF_XDP can rely on interrupt-
or NAPI-driven operation at low load, at high ingress both
converge to tight completion/submission (CQ/SQ) or ring
polling, driving receive-side CPU utilization toward busy-
polling levels.

B. RDMA for large-fan-in reception inside data centers

Within data center (DC) networks, RDMA has been widely
applied to lower communication overhead and improve sys-
tem and application performance—for example, in streaming
frameworks (e.g., Apache Storm [5]), in containerized de-
ployments through placement and network optimization [7],
and in blockchain transaction processing [8]. RDMA-aware
scheduling further couples big data job placement with a high-
performance transport, increasing aggregate throughput [11].
RDMA has also been used to offload metric collection in
monitoring systems [6].

C. RDMA beyond the DC for WAN operation

Extending RDMA over Converged Ethernet (RoCE) across
WAN segments is complicated by PFC-induced deadlocks
under ring or tree topologies [10] [11] [12]. DCQCN [13]
mitigates congestion via ECN but retains PFC and offers no
deadlock guarantees for WAN topologies. To avoid PFC on
lossy networks, iWARP [14] (RDMA over TCP) and IRN [15]
(a PFC-free redesign of RoCE) have been proposed; however,
shifting reliability and ordering into the NIC increases NIC-
side processing costs and complexity, which may limit sus-
taining line-rate processing under extreme fan-in.
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Fig. 2: Overview of RDMA-TCM

D. Summary

A. indicates that DPDK and similar technologies are insuf-
ficient at CPS/WAN scale and motivates considering RDMA;
B. demonstrates RDMA ’ s DC-side benefits; and C. outlines
the challenges of making RDMA WAN-ready, motivating a
PFC-free, WAN-oriented design focus.

III. PROPOSED METHOD
A. RDMA-TCM

As shown in Fig. 2, the proposed RDMA-TCM [2] consists
of a Data Source (DS) that senses data, a data collection
server that collects sensing data from the DS, and a controller
that manages the currently available bandwidth and responds
to a request from the DS for transmission. The controller
manages the bandwidth available in the entire system, refers
to the bandwidth information managed by itself, and returns
a response to the DS after reducing the bandwidth from the
bandwidth information managed if there is any remaining
bandwidth that can accept a transmission request.

Data to be transmitted by RDMA-TCM is assumed to
be transmitted when moving object detection, abnormality
detection, or a certain amount of log data is accumulated.

By this operation, data transmission by RoCE can be
realized in a finite bandwidth, and as a result, CPU resources
required for data reception can be reduced.

B. Priority-based RDMA-TCM

Fig. 3 shows the priority control function of the RDMA-
TCM controller. In this function, data requiring data trans-
mission at a preset low latency is allocated to a high-priority
allocation standby queue, and data requiring no problem even
if the latency increases, such as simple collection of log data, is
allocated to a low-priority allocation standby queue. By this
priority allocation control, data transmission from a specific
data source can be started with priority, and it is possible to
reduce the latency of latency-sensitive data such as analysis
without increasing the latency of the whole system.

In P-RDMA-TCM, transmission priority is controlled at the
flow level rather than the packet level. Once a transmission
permission is granted, the data source sends the entire frame
using RDMA WRITE without interruption. This design fol-
lows the nature of RDMA ’ s zero-copy mechanism, where

818



RDMA-TCM

Transmission Request Transmission Request Queue

P-RDMA-TCM
c High Priority o
o Transmission Request Queue £
® 3
. o jou]
Transmission Request | & Ie]
- 2 >
R e iori =
........ O Low Priority o
> Transmission Request Queue 0:.
= -
= =
o n
Fig. 3: Priority control function in controller
Server }
Bandwidth Bandwidth
management management
Reply Reply
Controller
DataSource
Transmission RDMA WRITE Release
Data request request Data
generate generate
Sensor

Fig. 4: Data transmission flow

mid-transfer preemption would break memory consistency and
increase CPU overhead. Therefore, flow-level non-preemptive
scheduling is adopted to maintain RDMA ’ s low-latency and
low-overhead characteristics.

Fig. 4 shows that the transmission procedure follows a
controller-mediated RDMA WRITE sequence, in which each
data source requests transmission permission, receives band-
width allocation, transmits data, and releases resources upon
completion.

IV. EXPERIMENT

A. Experimental environment

In this experiment, as shown in Fig. 5, 1 data collection
server and controller and 12 DSs are used. ROCE communica-
tion is realized by PCle connection of ConnectX of Mellanox
to each device. In addition, to create congestion in the network,
a 20G shaper was configured on the port to which the server
was connected.

In this experiment, event-driven data transmissions such
as motion or anomaly detection and log accumulation were
emulated using a Poisson process. Among 12 data sources
(DSs), one generated high-priority traffic and the remaining
eleven low-priority traffic. High-priority events (e.g., danger-
ous object detection) transmitted a single 4K uncompressed
frame (~ 25 MB) per event, while low-priority ones trans-
mitted 15 aggregated frames to emulate tolerant workloads.
Each request was classified into high and low priority queues
based on DS ID, and the controller scheduled transmissions
using Priority Queuing (PQ) to serve high-priority requests
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: 2 Controller
: Low Priority
Data
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= 100GbE

Fig. 5: Experimental system

first. ROCE communication was implemented using librdmacm
[16].

As for the amount of data in the experiment, the value
of A (Average number of events per second) in the Poisson
distribution of high-priority DS and low-priority DS was
changed so that the occurrence rate of high-priority data was
about 10%. Also, the amount of data generated by all DSs for
the available bandwidth of 20Gbps is defined as the offered
load, and the change in the amount of data transmitted within
the latency requirement is evaluated when the offered load is
increased.

In this experiment, each DS requests 10Gbps bandwidth
to the controller. The controller returns a response to the DS
with a reduction of 10Gbps if the total amount managed at the
time of the request is greater than or equal to 10Gbps. If it is
less than 10Gbps, the request is queued. Upon receiving the
response, the DS transmits the data to the server by RDMA
WRITE, and requests the controller to release the resource
after the data transmission is completed.

B. Evaluation item and method

In this paper, we evaluate the number of packet losses,
the delay, and the amount of data completed within the
delay requirements when data is transmitted from the DS to
the server. The measurement methods for each endpoint are
described below.

1) Packet Loss: The number of packet losses is determined
by using the counter value of the port to which the server
of the switch used in this experimental system is connected.
Specifically, the "TX discard packets” value of the L2 switch
to which the server is connected was used. The counter value is
acquired before and after the test and evaluated as the number
of packet losses by taking the difference.

2) Latency: In the latency measurement in this experiment,
the latency was measured as a time difference from the start of
transmission of frame data to the completion of transmission
at the DS side. In this case, if a retransmission occurs due to
a packet collision or the like, the time until the retransmission
is completed becomes a latency. The reason for measuring the
latency on the sending side is that if the latency is measured
by the time from the start of data transmission on the sending
side to the completion of data reception on the receiving side,
This is because the latency error increases depending on the
accuracy of time synchronization.

3) Accepted Load: Accepted Load denotes the fraction of
generated bytes delivered within each latency target: 100 ms
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Fig. 6: Latency of high-priority data
(95 percentile value, left; Median, right)

[17] for urgent and 1 s for tolerant data. It quantitatively
represents the ratio of successfully collected data satisfying
latency requirements beyond simple throughput.

V. EVALUATION

In this experiment, we evaluate the number of packet losses,
the latency from data generation to transmission completion,
and the percentage of data that can be transmitted within a
specified time by using three methods, RDMA with SPQ,
RDMA-TCM, and P-RDMA-TCM.

A. Packet Loss and CPU Utilization Rate

Table I shows the number of packet-loss events under a
light offered load (Offered Load = 0.09), well below the link
capacity. As shown in the table, packet loss occurs in RDMA
with SPQ. In WANSs without mechanisms such as PFC or ECN,
traffic classes that lack priority control contend at bottlenecks
and are dropped, leading to loss. By contrast, RDMA-TCM
exhibits no packet loss: by controlling transmission timing
so that bursts do not exceed the available bandwidth, it
avoids contention and thereby prevents packet loss. Turning
to CPU usage, both methods show consistently low utilization
regardless of the Offered-Load level, because RDMA bypasses
the kernel and eliminates OS-level memory copies.

On the other hand, in the RDMA-TCM which performs
priority control with the RDMA-TCM, packet loss has never
occurred. In RDMA-TCM, by controlling the transmission
timing so that burst traffic exceeding the available bandwidth
does not occur, traffic collision can be avoided and packet loss
can be prevented.

B. Latency

For the three methods—RDMA with SPQ, RDMA-TCM,
and P-RDMA-TCM—Fig. 6 shows the median and 95th-
percentile latency values of the high-priority DS, and Fig. 7
shows those of the low-priority DS. In these graphs, the hori-
zontal axis represents the Offered Load, and the vertical axis
represents the latency from data generation to transmission
completion.

Focusing on the high-priority DS, the latency ranks as
RDMA with SPQ < P-RDMA-TCM < RDMA-TCM in both
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Fig. 7: Latency of low-priority data
(95 percentile value, left; Median, right)

median and 95th-percentile values. This is because RDMA
with SPQ can transmit data without additional overhead by
using the switch * s built-in priority control. P-RDMA-TCM,
on the other hand, incurs an overhead for allocating resources
during transmission. At an Offered Load of about 0.9, the
latency is approximately 45 ms, about 20 ms higher than
RDMA with SPQ, but it is still significantly lower than that
of RDMA-TCM. This improvement occurs because the con-
troller processes high-priority allocations before low-priority
requests, reducing queueing time in the controller.

For the low-priority DS, both the median and 95th-
percentile latency values are nearly the same for RDMA-
TCM and P-RDMA-TCM. This is because the high-priority
DS generates data less frequently than the low-priority DS,
so the impact of prioritizing high-priority traffic is limited. In
contrast, RDMA with SPQ exhibits large latency due to the
strict-priority control of SPQ and resulting packet loss.

C. Accepted Load

Fig.8 shows the accepted load of high-priority data and low-
priority data. If we focus on the high-priority Accepted Load,
both RDMA with SPQ and the proposed P-RDMA-TCM
achieve high values. In contrast, RDMA-TCM shows a sharp
drop in the range where the Offered Load is high. In other
words, RDMA with SPQ and P-RDMA-TCM can achieve
data collection with a high deadline satisfaction rate regardless
of the amount of data generated, due to their function of
preferentially transmitting urgent data. However, in RDMA-
TCM, data transmission that satisfies the latency requirement
becomes difficult as the amount of generated data increases,
because data is transmitted in the order of generation.

Focusing on the low-priority Accepted Load, RDMA-TCM
and the proposed P-RDMA-TCM remain high, while RDMA
with SPQ is low. In RDMA with SPQ, priority is given to
urgent data, which limits the bandwidth available for low-
priority data. Frequent packet collisions and retransmissions
exceed the retransmission limit of 1ibrdmacm [16], causing
the operation to fail. On the other hand, in RDMA-TCM
and P-RDMA-TCM, since transmission timing is controlled
by the controller, packet collisions do not occur, and data
can be transmitted without operational failures. As a result,
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TABLE I: Number of Packet loss and CPU utilization rate

Number of packet loss
(Offered Load = 0.09)

CPU utilization rate
(Offered Load = 0.09)

CPU utilization rate
(Offered Load = 0.66)

RDMA with SPQ 1359405504 0.029 0.049
RDMA-TCM 0 0.027 0.222
P-RDMA-TCM 0 0.027 0.234
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Fig. 8: Accepted Load of high-priority data(left) and
low-priority data(right)

the Accepted Load is higher than that of RDMA with SPQ.
However, when the Offered Load is about 0.66 and the amount
of generated data exceeds approximately 13.2 Gbps in this
experimental system, it becomes difficult to satisfy the 1-
second latency requirement. This is because the overhead
and data volume of RDMA-TCM increase, causing a large
number of transmission requests to arrive at the controller and
lengthening the response time.

These results show that the P-RDMA-TCM can be used to
achieve data collection that satisfies the latency requirement
even for low-priority data when the Offered Load is up to
approximately 0.66.

VI. CONCLUSION

In this paper, we propose P-RDMA-TCM, which applies
priority control to transmission timing control in a controller,
as a data collection method considering various latency re-
quirements in WAN environments. By using this scheme,
the end-to-end P95 latency can be reduced by about 50%
compared with the conventional RDMA-TCM, and the degree
of achievement of the latency requirement can be increased
regardless of the priority if the load is up to 66% relative
to the system capacity. Thus, it is possible to realize efficient
data collection with low CPU overhead even in an environment
where urgent data such as detection of dangerous animals and
abnormality detection and data tolerant to latency such as a
log monitor are mixed.
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