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Abstract—Deepfake technologies have rapidly advanced due to
recent progress in deep generative models, enabling the creation
of highly realistic synthetic facial images and videos. Although
these techniques have demonstrated significant potential in enter-
tainment, digital human creation, and content production, they
also pose substantial risks, including privacy violations, misin-
formation, and social manipulation. The continuous evolution
of generative models—from early autoencoder-based approaches
and GAN-driven methods to the latest diffusion models—has not
only improved visual fidelity but also broadened the accessibility
of deepfake creation tools. In parallel, deepfake detection has
emerged as a critical research area. Detection methods span
a wide spectrum, including biological-signal analysis, artifact-
based forensics, learning-based classification, and multi-modal
fusion. Despite steady improvements, ensuring robustness against
unseen manipulation techniques and next-generation generative
models remains a major challenge. The growing diversity of self-
supervised and unsupervised training models for detection will
be promising solutions. This paper provides a comprehensive
overview of the current landscape of deepfake generation and
detection. It summarizes technological foundations, representa-
tive methods, and recent advances.

Index Terms—Deepfake, generative models, diffusion models,
deepfake detection, digital media security

I. INTRODUCTION

Deepfake technology has existed for many years, but around
2020 it underwent a major breakthrough. Since then, the qual-
ity of synthetic media has rapidly advanced to the point where
ordinary viewers can no longer reliably distinguish real content
from fabricated content, and user-friendly tools have made
such technology accessible to the general public. As a result,
the misuse of deepfakes for misinformation and disinformation
has become an increasingly serious social concern.

Deepfake technology refers to computational methods that
synthesize images or videos of a person—mimicking the
appearance and behavior of a real individual. The term “deep-
fake” has been invented, because these techniques rely on deep
networks.

Deepfakes can be broadly categorized into four primary
classes: (1) Face Swap, (2) Face Reenactment, (3) Entire Face
Generation, and (4) Face Editing. These specific explanations
and the description of deepfake generation methods are dis-
cussed in Section II.

Deepfake technology has been expected to contribute pos-
itively to society in many fields. In the arts, it enables the
creation of novel visual expressions; in commercial media
production, it dramatically increases efficiency—for example,

in producing posters or marketing materials. In filmmaking,
tasks that traditionally required extensive manual effort can
now be automated. Moreover, technology enables the con-
struction of realistic virtual avatars, potentially allowing indi-
viduals to increase their productivity in virtual environments.
However, when deepfake technology is used to fool people, it
poses a significant threat to social stability. Indeed, the U.S.
Government Accountability Office (GAO) warned in its 2024
report that “malicious use of deepfakes could erode trust in
elections, spread disinformation, undermine national security,
and empower harassers.” [1]

In response to these risks, deepfake detection technologies
have been extensively studied. Such techniques determine
whether a given image or video of a person is real (captured
from an actual individual) or fake (computer-generated). De-
tection methods correspond to the four categories of face swap,
face reenactment, entire face generation, and face editing.

When understanding detection methods, it is easier to grasp
the approach by classifying them based on how they extract
features from images rather than which category of deep-
fakes they detect. Broadly speaking, these methods fall into
two categories: cue-based detection, where humans identify
artificial artifacts not present in real images and attempt to
detect them, and data-driven detection, which uses machine
learning to find artificial artifacts across numerous examples.
Data-driven methods have become the mainstream approach
in recent years. This paper explains these methods in greater
detail in Section III.

Deepfake detection and deepfake generation are evolving
in a competitive race to outdo each other, showing no signs
of stopping. The current challenges and future outlook, as
understood from benchmarks and technological trends, are
discussed in the final Section IV.

The purpose of this article is to provide researchers and
practitioners in information technology fields, who may not
specialize in deepfake generation or detection, with a clear
overview of deepfake detection technology. Rather than pre-
senting an exhaustive survey, this article focuses on repre-
sentative deepfake generation techniques, their corresponding
detection methods, and major evaluation benchmarks. We
also explain the current open problems and discuss future
perspectives. For more comprehensive surveys, readers are
referred to recent review papers [2] [3] [4] [5] [6].
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II. DEEPFAKE TECHNOLOGIES

Deepfake technology is a computational method using deep
neural networks to synthesize non-existent images or videos
that mimic the appearance and behavior of real individuals.
However, the technology to create non-existent images and
footage has existed since the invention of photography. Fig. 1a
shows a fake image produced using masking and multiple
exposures when transferring a photograph onto a dry plate.
Only those who mastered advanced photographic techniques
could create such artistic works. By the 1990s, image editing
software like Photoshop emerged, but manipulating another
person’s face still required considerable operational knowl-
edge. Around the same time, research was conducted on
processing static images of human faces into videos where
they appear to speak, synchronized with audio [7]. This was
achieved using a model-based approach: extracting facial land-
marks, statistically learning the movement of each landmark
relative to the audio, and then deforming the face image
accordingly (see Fig. ??. At the 2007 Tsukuba World Expo,
the Future Cast System [8] was demonstrated. This system
3D-scanned visitors’ faces and synthesized them onto movie
characters. In both cases, only researchers and engineers with
advanced expertise could master these facial manipulation
techniques. The invention of the Variational Autoencoder [9]
in 2013 and the Generative Adversarial Network (GAN) [10]
in 2014, it became possible to generate new images from
existing ones using these deep neural networks [11]. Research
applying this to facial images emerged, marking the beginning
of modern deepfakes (See Fig. 3 [12]). Even today, many
deepfakes utilize techniques based on GANs.

(a) (b)

Fig. 1: Artificial generated face image and videos. (a): Photo-
graphic fake face ”Io+Gatto” (Wluz 1932) [13], (b): Talking
statue of Jefferson in Voice Puppetry (Brand 1999) [7]

Subsequently, diffusion models (DM) were used in gener-
ative models to generate facial images [14] [15], achieving
improved resolution and clarity, allowing the creation of more
realistic facial images. Furthermore, the fusion of diffusion
model-based techniques with Large Language Models led to
the cloud-based release of AI tools like DALL-E, SORA,
Stable Diffusion, and Midjourney. These image generation
tools, which create images and videos from prompts and
reference images, have made deepfakes accessible to anyone
with ease.

Current deepfake technology can be classified into five
types, as shown in Figure 4, based on the survey paper [6].

Fig. 2: Future Cast System: the 3D scanned audience face is
imposed into the character in the movie. (2008) [8]

Fig. 3: The first face manipulation with GAN (2016) [12]

These are referred to as Face (identity) swap (FS), Face
Reenactment (FR), Cross-Modal Manipulation (CMM), Entire
Face Synthesis (EFS), and Face (attribute) Editing (FE). In
the latest benchmark paper DF40 [16], deepfake are classified
into four types; Cross-Modal Manipulation is included in Face
Reenactment.

Face Swap (FS) is a type of deepfake that replaces the facial
region of a source person with that of a target person. Early
FS methods involved setting a mask over the facial region of
the source person’s image and replacing the image within the
mask with the target person’s facial image. Only the facial
region was replaced; the background remained unchanged.
Variational Autoencoders (VAE) and Generative Adversarial
Networks (GAN) were used as models to edit the target facial
image geometrically and photometrically to match the source.
Deepfake datasets generated using this method include Celeb-
DF [17] and DFDC [18]. More recently, methods have been
used that do not employ masks. Instead, the source image
is encoded into a latent space, and the encoding information
of the target face is added to this latent space. The entire
image is then decoded using an image generation model. A
representative example is UniFace [19].

Face reenactment is a type of deepfake that replaces the
expressions and movements of a source person with those of
a target person. To achieve this, the source person’s facial
image is segmented into feature points and a mesh with those
points as vertices. The source facial image is then modified
to align with the feature point coordinates generated from
the target person. The model used for such transformations
is the 3DMM [20]. Recently, NeRF [21] and 3D Gaussian
Splatting [22] are frequently employed as 3D facial models,
while some examples still utilize DM.

Cross-Modal Face Manipulation (CFM) is a type of Face
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Fig. 4: Illustration of different DeepFake face types: Identity (Face) Swap, Face Reenactment, Entire Synthesis, Attribute
Manipulation, and Cross-Modal Manipulation. This figure is quated from Xie 2026. [6]

Fig. 5: General deepfake detection pipeline. This figure is
quoted from Masood 2023 [25]

Reenactment (FR) and is sometimes called Talking Head
Generation. Instead of providing expressions or facial poses as
parameters, it uses input from different modalities like speech
audio or text. In this case, the model learns the temporal
relationship between the audio/text and facial deformations,
then uses the same techniques as FR to generate images of
the face speaking.

Entire Face Synthesis, also called Face AIGC (AI Generated
Contents), generates facial images without mimicking specific
individuals using GAN-based methods like StarGAN [23]
or DM-based methods like Stable Diffusion [24]. This is
currently the most actively developed area, showing significant
improvements in resolution and fidelity.

Face Manipulation involves altering attributes such as age
or gender in facial images, or adding elements like makeup,
glasses, or beards. Techniques used include GANs and DM.

Fig. 6: Taxonomy of deepfake detection method

III. DEEPFAKE DETECTION TECHNOLOGIES

Deepfake detection is a binary classification problem, where
a test image or video is input, and it is determined whether
it is real or generated (fake). When the subject is a face, as
shown in Figure 5, pre-processing involves cropping the face
region, extracting features from it, and then using a classifier to
distinguish real/fake. The methods for extracting these features
differ. As shown in Figure 6, they can be broadly classified into
cue-based methods and data-driven methods. Cue-based meth-
ods extract features by identifying human-defined cues specific
to fakes. These can be categorized into four approaches:
Biophysical cue, Spatial domain cue, Temporal domain cue,
and Frequency domain cue. In contrast, data-driven methods
derive these features through machine learning from training
samples, rather than having them designed by humans. Data-
driven methods can be categorized into Generic networks, Data
augmentation-based methods, Multi-modal based methods,
and Multi-supervision-based methods. Each is explained in
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more detail below.
Biophysical-based cues are human-designed feature ex-

traction methods for identifying biological characteristics of
human faces that deepfakes cannot fully replicate. Examples
include blink frequency and speed, iris color differences be-
tween eyes, facial color changes due to pulse, and other behav-
ioral characteristics. Spatial domain cues focus on extracting
features where deepfake generators exhibit artificial traces
(artifacts) in the spatial characteristics of images, differing
from real images. Particularly in face swaps (FS), since the
central face image is swapped while the periphery remains
from the source image, many methods detect differences
between the center and periphery. Examples include local
noise, unique patterns (fingerprints) inherent to the generator,
differences in image quality, and the resolution or fidelity of
facial components (eyes, lips, teeth). These too are becoming
increasingly difficult to detect due to advances in DM gener-
ators.

Temporal domain cues perform fake detection based on
consistency and motion characteristics between video frames.
Examples include consistency of motion vectors (optical flow),
naturalness of dynamic facial changes, consistency between
speech and lip movements, and continuity of overall facial
motion.

Frequency domain cues perform spatial and temporal do-
main cues in the frequency domain. They map images or
videos to the frequency domain using FFT and utilize fre-
quency domain features. Examples include comparing Fourier
spectra (especially differences between central and peripheral
regions in the FS), high-frequency texture components, statis-
tics of local features, and phase spectra.

These cue-based methods align with human intuition, pro-
viding good interpretability for classification results. Further-
more, since they rely on features independent of the deepfake
generation technique, they remain effective against unknown
generation methods different from those used during training.
On the other hand, many deepfake generators, from VAE
to GAN, were unable to accurately reproduce the features
emphasized by cue-based methods. However, recent DMs have
significantly improved in resolution and fidelity, making it
increasingly difficult to detect deepfakes using such human-
designed features. Consequently, the latest state-of-the-art
deepfake detection has shifted from cue-based methods to the
data-driven methods described next.

Next, we discuss data-driven approaches. Generic net-
works employ general deep learning networks (RNN, CNN,
Transformer) that take images as input and output real/fake
classification results. For still images, CNNs are typically
used, while for video, features are extracted frame-by-frame
and processed by an RNN. Recently, influenced by Vision
Transformers, examples using Transformers have become in-
creasingly common. A representative example of such methods
is XceptionNet which remains a baseline reference in this field.
The structure of XceptionNet is similar to Fig. 5, without audio
input/output and with the Xception model as its backbone.
Generic networks fundamentally require a large number of

training samples annotated as real/fake, and the effort to
secure the data is excessive. Therefore, the data augmentation
and non-fully supervised methods described next have proven
effective. Data augmentation generates similar samples from
a small number of samples through augmentation, instead
of preparing numerous fake samples. Among these, the self-
blending method SBI [26] generates pseudo-fake samples
by applying variations likely to occur in fake generation to
real samples. It demonstrates high detection capability against
unknown deepfake generators.

Fig. 7: An example of data augmentation (Shiohara 2022) [26]

Multi-modal approaches for audio-video face reenactment
combine audio and video features for detection, rather than
detecting fakes separately for each modality. Non-fully su-
pervised approaches replace supervised learning with weak
supervised, self-supervised, and unsupervised learning for
generic networks. For example, when multiple people appear
in an image but only some are fake, or when only a portion
of a video is fake, accurately annotating exactly what is fake
is extremely difficult. Therefore, only the information “a fake
exists within this” is annotated. This is called weak supervised
learning, and it allows for the preparation of a much larger
amount of data. On the other hand, SBI, which modifies real
samples rather than generating fake samples using actual deep-
fake tools, can be considered a self-supervised approach. One
self-supervised method involves training reconstruction using
only real samples through encode-decode with VAE or DM,
then exploiting the large reconstruction error in fake samples.
Representative methods include OC-FakeDect using One Class
VAE [27] and DIRE using DM [28]. Fig. 8 illustrates how
the vectors representing real and fake input images in DIRE
are mapped through reconstruction. For real images, the DM
process causes significant movement, whereas fake images,
having already undergone the DM process, exhibit minimal
movement. Thus, DIRE demonstrats strong performance in
detecting DM-generated deepfakes.

Meanwhile, methods like [29] [30] have been proposed
that start with pseudo real/fake labels and gradually update
them to correct labels without any real/fake annotations. These
methods have garnered attention for their high detection per-
formance against the latest DM-based deepfakes and unknown
deepfakes.

According to the latest benchmarking [16], cue-based meth-
ods and methods using Generic Networks demonstrate suffi-
ciently high detection performance of 0.99 or higher against
VAE- and GAN-based deepfake detection methods published
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Fig. 8: Illustration of the difference between a real sample and
a generated sample from DIRE perspective (Wang 2023) [28]

Fig. 9: An example of unsupervised learning based deepfake
detection (Qiao 2024) [29]

around 2022. These methods achieve this performance using
AUC 1 values above 0.99 for VAE- and GAN-based deepfakes
published before 2022. However, their detection performance
for newly released DM-based deepfakes peaks at 0.7, and in
some cases even below 0.4. In contrast, self-supervised and
unsupervised data-driven methods achieve performance above
0.7 even against DM-based deepfakes, suggesting promising
future progress.

IV. OPEN PROBLEMS AND FUTURE DIRECTIONS

Even in the latest deepfake detection, the following issues
remain unresolved. First, improving detection accuracy against
DM-based deepfakes. Detection performance against VAE-
and GAN-based deepfakes has already reached a sufficient
level. However, the realism and fidelity of DM-based image

1AUC is the area under the Receiver Operator Curve (ROC), calculated
by varying the detection threshold as a parameter, where the ROC is defined
as the sum of the False Negative Identification Rate and the False Positive
Identification Rate. The closer this value is to 1.0, the higher the detection
performance.

generation to real images are steadily improving, making de-
tection performance enhancement an urgent task. Furthermore,
detection performance against unknown generation methods
different from those used in training—i.e., improving general-
ity—and enhancing explainability (specifying which features
at which locations led to the fake determination) are also
necessary. Additionally, since deepfakes can spread via social
media, robust detection against post-processing like image
compression and resolution conversion used on social media
is required.

As shown in Figure 10, from 2000 to 2025, Large AI
Models trained via self-supervised learning on large datasets
using Transformers emerged one after another, with image
and video generation among their applications. Correspond-
ingly, numerous detection models have also been proposed.
Specifically, for improving detection accuracy: Progress in
learning models through self-supervised/unsupervised learning
and the scaling up of datasets have been pursued. Follow-
ing the development of large language models through self-
supervised learning on vast amounts of text, fake detection is
likely to advance by improving accuracy through learning on
large volumes of images without annotations. Unfortunately,
increasing the scale of training data leads to higher training
costs. Solutions to this issue will likely require waiting for
general technological advancements, such as reducing the
training costs of large language models. Furthermore, it is
also expected that explanations for fake determinations can be
provided, such as identifying which image patch generated the
signal indicating a fake or comparing predicted fake images
with the target image. As discussed, the emergence of DM
image generation has dramatically increased the difficulty of
deepfake detection. However, new technologies are emerging,
and the co-evolution of generation and detection will likely
continue.
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