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Abstract—The integration of Internet of Things technology into
agricultural systems has enabled the development of advanced
farming platforms that improve productivity, sustainability, and
food security through real-time monitoring, automation, and data
analytics. However, this extensive connectivity also introduces sig-
nificant security vulnerabilities and privacy concerns. To mitigate
these risks, this work presents a novel authentication framework
specifically designed for resource-constrained agricultural IoT
environments. The proposed approach ensures mutual authenti-
cation between devices, provides efficient key management, and
defends against various cyber threats while maintaining minimal
computational and communication overhead. Beyond compar-
ative analysis with existing methods, the framework undergoes
comprehensive security validation through both informal analysis
and formal verification using the Tamarin Prover, confirming
its robustness against standard adversarial models. The results
demonstrate that the solution achieves an optimal balance of
security and efficiency, which makes it particularly suitable for
deployment in smart farming applications.

Index Terms—Authentication, Key Agreement Protocol, Smart
Farming, Tamarin Prover, Security and Privacy.

I. INTRODUCTION

The use of Internet of Things (IoT) in agriculture has
accelerated the emergence of smart farming systems that
enhance productivity, sustainability, and food security. IoT-
enabled sensors, unmanned aerial vehicles, and wireless sensor
networks facilitate precision agriculture by enabling real-time
monitoring of soil, crops, livestock, and logistics. Prior studies
demonstrated the applicability of IoT to agricultural monitor-
ing, greenhouse and aquaculture systems, drone-assisted crop
management, and precision environmental sensing [1], [2].

As smart farming systems expand, the volume and sensi-
tivity of agricultural data grow, demanding solutions that are
not only reliable but also scalable and resource-efficient. The
dynamic nature of agricultural environments requires protocols
that support interoperability among heterogeneous devices
while ensuring real-time responsiveness. At the same time, the
deployment of IoT in rural and resource-constrained settings
necessitates lightweight mechanisms that conserve energy and
bandwidth without compromising trust and reliability [3], [4].

Cybersecurity aspects of smart farming are yet to recieve
necessary attention. For example, in our discussion with a
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subject matter expert at a dairy farm, one comment was partic-
ularly telling “Who is going to hack my cow?.” In this context,
this paper proposes a secure lightweight authentication scheme
for IoT-enabled smart farming. The scheme ensures secure
mutual authentication, efficient key management, and sus-
tainable performance across diverse deployment scenarios. Its
correctness and robustness are validated through both informal
analysis and formal verification using the Tamarin Prover. By
combining efficiency with strong assurance guarantees, this
scheme provides a scalable and resilient foundation for next-
generation agricultural systems.

II. RELATED WORK

The related work section reviews prior studies aimed at
enhancing the security and efficiency of IoT-enabled smart
farming systems. Ali et al. [5] proposed a remote user au-
thentication scheme for agricultural monitoring, validated with
BAN logic and AVISPA. Chen et al. [6] strengthened this
design with anonymity, untraceability, forward secrecy, and
resistance to insider, DDoS, and impersonation attacks. Chae
and Cho [7] presented a lightweight scheme for greenhouse
peer-to-peer farms, though limited to resisting dictionary and
brute-force attacks. Rangwani et al. [8] developed an elliptic
curve–based scheme but without anonymity, untraceability,
or dynamic node addition. Wu and Tsai [9] introduced a
private blockchain-based scheme, but its bilinear pairings
incurred high computation and left it vulnerable to offline
guessing and ephemeral secret leakage. Vangala et al. [10]
applied blockchain and IoT to food supply chain security
and later proposed smart contract–based key agreement for
smart farming, followed by a blockchain-enabled scheme for
vehicle-assisted precision agriculture with optimized elliptic
curve operations [11]. While these approaches highlight the
growing role of IoT, blockchain, UAVs, and deep learning in
agriculture, most incur high overheads or remain attack-prone,
limiting practicality. Our scheme addresses these gaps by
providing secure lightweight authentication with low resource
consumption and robust mutual authentication.

III. SMART FARMING SCHEME MODELS

The proposed scheme uses network and threat models.
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A. Network Model

The proposed smart farming scheme uses a network model
that consists of five core entities that collectively enable se-
cure and reliable data collection, transmission, and processing
(Figure 1). IoT-enabled smart farms serve as the primary
data sources, comprising agricultural fields and dairy farms
equipped with IoT sensors and devices. Agricultural sensors
capture parameters such as soil moisture, temperature, light,
and nutrient levels, whereas dairy farms utilize monitoring de-
vices to track livestock health, milk yield, and feeding patterns.
Each farm is connected to a gateway, which authenticates IoT
devices, validates and aggregates sensed data, and securely
forwards the information to the cloud server. The cloud server
acts as the central authority responsible for secure storage,
large-scale analytics, and system management, generating ac-
tionable insights and issuing configuration updates to gate-
ways as needed. Communication within the model uses two
channels: a wireless link between IoT devices and gateways,
which is more susceptible to eavesdropping and jamming, and
a wired connection between gateways and the cloud server to
ensure reliable and secure backhaul transmission [12].

Fig. 1. Proposed Communication Scheme for Smart Farming.

B. Threat Model

A threat model is essential for systematically identifying
adversarial behaviors and vulnerabilities in order to design
a secure authentication and key management scheme. We
consider a combination of the Dolev–Yao (DY) model [13], the
Canetti–Krawczyk (CK) adversary model [14], and physical
capture scenarios. The DY model, widely used in commu-
nication security, assumes that entities communicate over an
insecure medium where adversaries can eavesdrop, intercept,
modify, delete, or replay messages, treating IoT devices as
potentially untrusted endpoints. The CK model extends these
assumptions by allowing the adversary to access internal
session states, such as ephemeral credentials and session

keys, thereby capturing more realistic threats in resource-
constrained IoT environments. Additionally, in smart farming
systems, physical capture of devices is a significant risk since
they cannot be continuously monitored [15]. Through side-
channel techniques such as power analysis, an attacker may
extract private data and use it to launch replay, impersonation,
privileged-insider, or man-in-the-middle attacks [16].

IV. PROPOSED SCHEME

The proposed scheme is structured into the following
phases: (A) Initialization, (B) Gateway Registration, (C) IoT
Device Registration, (D) Mutual Authentication and Key
Agreement, (E) Dynamic Gateway Addition , and (F) Dy-
namic IoT Device Addition Phases. The notations employed
throughout the text are summarized in Table I.

TABLE I
THE NOTATIONS EMPLOYED THROUGHOUT THE TEXT.

Symbol Description

GW , d Gateway, IoT device
IDGWi , IDdi Identity of ith Gateway and device
SK Session key
SKGWi ith Gateway long-term secret key
PUGWi , PRGWi ith Gateway public/private key pair
Rdi , n1, n2, n3 Random numbers
H(.) One-way hash function
∥,⊕ Concatenation, XOR operations
Æ Adversary

A. Initialization Phase

The Cloud Server (CS) generates the global system param-
eters and secret values required for secure communication:

1) The CS selects a collision-resistant one-way crypto-
graphic hash function H(.).

2) The CS chooses a long-term private key SKGWi
, which

is securely stored and never disclosed.

B. Gateway Registration Phase

Each gateway GWi, which serves as a critical intermediary
between IoT devices and the control server, must undergo
registration with the CS over a secure channel:

1) The gateway GWi selects its unique identifier IDGWi

and transmits a registration request containing IDGWi

to the CS.
2) Upon receiving the request, the CS computes

KGWi
= H(IDGWi

∥ SKGWi
) and records the

pair (IDGWi ,KGWi) in the gateway registration table
TGW .

3) The CS then generates a public/private
key pair (PUGWi

, PRGWi
) for the gate-

way, stores them securely, and delivers
< KGWi , H(SKGWi), PUGWi , PRGWi > to the
gateway.
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C. IoT Device Registration Phase

This phase enables IoT devices deployed in smart farming
environments to register securely with the CS through a trusted
channel:

1) Each IoT device di selects an identifier IDdi and a
random number Rdi

∈ Z∗
p . It then computes PIDdi

=
H(IDdi

∥ Rdi
) and Ydi

= Rdi
⊕ H(IDdi

), before
sending < PIDdi

> to the CS.
2) The CS verifies the uniqueness of PIDdi .It then com-

putes: QS = H(PIDdi ∥ KGWi), RS = QS ⊕ PIDdi ,
WS = H(PIDdi

∥ SKGWi
), Cdi

= H(PIDdi
∥ WS).

The server stores < IDGWi
, RS > in the IoT regis-

tration table Td and maintains < PIDdi
, Cdi

, Tdi
>

in the verification table TC . Finally, the CS delivers
< WS , Tdi , H(SKGWi) > to the device.

3) Upon receiving the response, the IoT device di
computes XS = WS ⊕ PIDdi

and Cdi
=

H(IDdi
∥ WS). It replaces WS with XS and stores

< XS , Ydi
, Tdi

, Cdi
, H(SKGWi

) > in its tamper-proof
memory for subsequent authentication.

D. Mutual Authentication and Key Agreement Phase

When an IoT device di intends to transmit sensed data or
request services in the smart farming environment, it must
first establish trust with the registered gateway GWi through
a secure mutual authentication and key agreement procedure:

1) The device di computes the following values: Rdi
=

Ydi
⊕ H(IDdi

), PIDdi
= H(IDdi

∥ Rdi
), WS =

XS ⊕ PIDdi . It then verifies the consistency of Cdi =
H(PIDdi ∥ WS). If the verification holds, the device
continues; otherwise, the execution is aborted.

2) The device derives QS = RS ⊕ PIDdi
, selects a fresh

random nonce n1 ∈ Z∗
p , and computes: Bdg = PIDdi

⊕
H(IDGWi ∥ n1 ∥ H(SKGWi)), Ddg = H(PIDdi ∥
QS ∥ n1).

3) The device then transmits the login request M1 =
⟨Bdg, Ddg, n1⟩ to the gateway GWi.

4) Upon receiving M1, the gateway GWi recovers
PIDdi

= Bdg ⊕ H(IDGWi
∥ n1 ∥ H(SKGWi

)) and
validates whether Ddg = H(PIDdi ∥ QS ∥ n1). If the
verification succeeds, GWi authenticates di; otherwise,
the process is terminated.

5) The gateway GWi selects a fresh random nonce n2 ∈
Z∗
p and derives the session key: SK = H(PIDdi

∥
n1 ∥ n2 ∥ QS). It further computes the authentication
token Edg = H(SK ∥ IDGWi ∥ n1 ∥ n2) and responds
with M2 = ⟨Edg, n2⟩ to di.

6) On receipt of M2, the device recomputes SK =
H(PIDdi

∥ n1 ∥ n2 ∥ QS) and verifies Edg =
H(SK ∥ IDGWi

∥ n1 ∥ n2). If the verification holds,
di authenticates the gateway; otherwise, the process
terminates. The device then computes Fdg = H(SK ∥
IDGWi

∥ n1 ∥ n2) and transmits M3 = ⟨Fdg⟩ to GWi.
7) Finally, the gateway verifies the correctness of Fdg =

H(SK ∥ IDGWi
∥ n1 ∥ n2). Successful verification

reconfirms the authenticity of the device. At this point,
both di and GWi securely establish and share the
session key SK, which will be employed for subsequent
encrypted communications.

E. Dynamic Gateway Addition Phase
In this phase, a new gateway GWnew can join the smart

farming system by sending a registration request to CS. Once
registered, the information of GWnew is securely shared with
all previously registered IoT devices and gateways to maintain
synchronization:

1) The new gateway GWnew initiates the process by send-
ing a registration request containing its identity IDnew

GWi

to the CS.
2) Upon receiving the request, the CS computes

Knew
GWi

= H(IDnew
GWi

∥ SKnew
GWi

) and stores the
entry ⟨IDnew

GWi
,Knew

GWi
⟩ in the gateway registration table

TGW .
3) The CS then generates a public/private key pair

(PUnew
GWi

, PRnew
GWi

) for the newly added gateway, stores
them securely, and delivers ⟨Knew

GWi
, PUnew

GWi
, PRnew

GWi
⟩

to GWnew.
4) To synchronize with existing IoT devices, the CS re-

trieves the stored values ⟨PIDdi
, Cdi

⟩ of all registered
IoT devices, and computes Qnew

S = H(PIDdi
∥

Knew
GWi

). The CS delivers Qnew
S securely to each IoT

device and updates ⟨PIDdi
, Cdi

⟩ in the verification
table TC . Each IoT device then computes Rnew

S =
Qnew

S ⊕ PIDdi and stores it in its local table Td.

F. Dynamic IoT Device Addition Phase
This phase enables the secure registration of a new IoT de-

vice dnewi within the smart farming system through interaction
with the CS:

1) The IoT device dnewi selects an identifier IDnew
di

and
chooses a random number Rnew

di
∈ Z∗

p . It then computes:
PIDnew

di
= H(IDnew

di
∥ Rnew

di
), Y new

di
= Rnew

di
⊕

H(IDnew
di

). The device transmits ⟨PIDnew
di

, Y new
di

⟩ to
the CS for registration.

2) The CS verifies the uniqueness of PIDnew
di

and then
computes: Qnew

S = H(PIDnew
di

∥ KGWi
), RS =

Qnew
S ⊕ PIDnew

di
, WS = H(PIDnew

di
∥ SKGWi).

The CS stores ⟨IDGWi , RS⟩ in the IoT device registra-
tion table Td, and also records ⟨PIDnew

di
, Cnew

di
, TR=1⟩

in the verification table TC . Finally, it delivers
⟨WS , Td, H(SKGWi

)⟩ securely to dnewi .
3) Upon receiving the response, the IoT device dnewi com-

putes XS = WS ⊕ PIDnew
di

and Cnew
di

= H(IDnew
di

∥
WS). The device replaces WS with XS and securely
stores ⟨XS , Y

new
di

, Td, C
new
di

, H(SKGWi
)⟩ in its tamper-

proof onboard memory for future authentication and
communication.

V. SECURITY ANALYSIS

A. Informal Security Analysis
We provide an informal security analysis of the pro-

posed scheme (Propositions 1–8), demonstrating its robustness
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TABLE II
MUTUAL AUTHENTICATION AND KEY AGREEMENT PHASE

IoT Device di Gateway GWi

Computes Rdi
= Ydi

⊕ H(IDdi
),

PIDdi
= H(IDdi

∥ Rdi
),

WS = XS ⊕ PIDdi
and verifies Cdi

= H(PIDdi
∥ WS).

di → GWi: M1 = ⟨Bdg, Ddg, n1⟩
Generates Bdg = PIDdi

⊕ H(IDGWi
∥ n1 ∥ H(SKGWi

)),
Ddg = H(PIDdi

∥ QS ∥ n1).
Computes PIDdi

= Bdg ⊕ H(IDGWi
∥ n1 ∥ H(SKGWi

)),
verifies Ddg = H(PIDdi

∥ QS ∥ n1).
Selects n2 ∈ Z∗

p ,
computes SK = H(PIDdi

∥ n1 ∥ n2 ∥ QS),
Edg = H(SK ∥ IDGWi

∥ n1 ∥ n2).
GWi → di: M2 = ⟨Edg, n2⟩

Computes SK = H(PIDdi
∥ n1 ∥ n2 ∥ QS),

verifies Edg = H(SK ∥ IDGWi
∥ n1 ∥ n2).

Generates Fdg = H(SK ∥ IDGWi
∥ n1 ∥ n2).

di → GWi: M3 = ⟨Fdg⟩
Verifies Fdg = H(SK ∥ IDGWi

∥ n1 ∥ n2),
confirms authenticity of di .

Result: Both di and GWi establish shared session key SK.

against a range of critical security threats in smart farming
environments. The analysis outlines how the proposed scheme
preserves confidentiality, integrity, and privacy while maintain-
ing efficiency.
Proposition 1: Prevents IoT device impersonation attacks.

Proof: Case 1: To impersonate a legitimate device di, an
adversary Æ must construct a valid login request M1 =
⟨Bdg, Ddg, n1⟩. However, the login procedure requires the
device to compute PIDdi

= H(IDdi
∥ Rdi

), Ydi
=

Rdi
⊕ H(IDdi

), WS = XS ⊕ PIDdi
, and validate

Cdi
= H(PIDdi

∥ WS). Without the correct credentials
(IDdi , Rdi), Æ cannot proceed. The probability of successful
guessing is negligible.

Case 2: The device di never discloses its true identity to
any GWi. The pseudo-identity PIDdi

is only obtained by the
gateway during authentication as PIDdi

= Bdg⊕H(IDGWi
∥

n1 ∥ H(SKGWi
)). Even if a compromised gateway attempts

impersonation, it must still compute QS = H(PIDdi ∥
KGWi), where KGWi = H(IDGWi ∥ SKGWi). Since QS

is unique for each gateway, impersonation remains infeasible.
Proposition 2: Prevents gateway impersonation attacks.

Proof: Suppose an adversary Æ intercepts M1 and tries
to impersonate a legitimate gateway by forging a response
MÆ

2 . Without access to PIDdi
and the correct QS , Æ cannot

compute the session key SK = H(PIDdi ∥ n1 ∥ n2 ∥ QS) or
the authentication token Edg = H(SK ∥ IDGWi ∥ n1 ∥ n2).

If Æ transmits a forged MÆ
2 = ⟨EÆ

dg, n2⟩, the device
computes its own Edg and detects the mismatch (EÆ

dg ̸= Edg).
Thus, impersonation attempts by adversaries posing as gate-
ways are unsuccessful.
Proposition 3: Resistant to man-in-the-middle attacks.

Proof: During authentication, di and GWi exchange M1,
M2, and M3 over an open channel. Although Æ may capture
these messages, each value is derived using secure one-way
hash operations, e.g., Bdg = PIDdi

⊕ H(IDGWi
∥ n1 ∥

H(SKGWi
)), Ddg = H(PIDdi

∥ QS ∥ n1), Edg = H(SK ∥
IDGWi ∥ n1 ∥ n2). Because QS and SK are session-
dependent and never transmitted, an adversary cannot extract
sensitive data or forge valid responses. Hence, these attacks
thus succeed only with negligible probability.

Proposition 4: Prevents replay attacks.
Proof: An adversary may attempt to reuse an earlier login

message M1. However, each gateway records (PIDdi
, n1) for

every session. If the same message is replayed, the mismatch
in nonces causes the gateway to reject the request. Similar
verification prevents replay of M2 and M3. Since fresh nonces
(n1, n2, n3) are employed in every session, replay attacks are
effectively mitigated.
Proposition 5: Withstands privileged insider attacks.

Proof: During registration, the device di never transmits raw
identifiers or passwords. Instead, it submits pseudo-identifiers
such as PIDdi = H(IDdi ∥ Rdi) and Ydi = Rdi ⊕H(IDdi),
where Rdi is a random nonce. Since the server does not store
sensitive tables (e.g., plaintext password databases), insiders
cannot reconstruct original credentials. Authentication relies
solely on verification of dynamic values such as Ddg =
H(PIDdi

∥ QS ∥ n1). Hence, insider attacks are prevented.
Proposition 6: Ensures device anonymity & untraceability.

Proof: The true identity IDdi is never revealed during
communication. Instead, PIDdi

= H(IDdi
∥ Rdi

) is used as
a pseudo-identity. Additionally, session values (M1,M2,M3)
are randomized using fresh nonces, making each session
unlinkable. Due to the one-way property of hash functions,
adversaries cannot trace or correlate di across multiple ses-
sions. Thus, anonymity and untraceability are preserved.
Proposition 7: Achieves forward secrecy.

Proof: Forward secrecy requires that compromise of long-
term keys does not affect past session keys. Here, the session
key is derived as SK = H(PIDdi ∥ n1 ∥ n2 ∥ QS). Even
if n1 and n2 are exposed, Æ cannot reconstruct SK without
knowledge of PIDdi

and QS . Since these values are derived
with randomness and not stored, past sessions remain secure.
Proposition 8: Mitigates denial-of-service attacks.

Proof: An adversary may attempt to overload a gate-
way with invalid messages. The proposed scheme employs
lightweight operations such as hashing, XOR, and concatena-
tion, enabling GWi to quickly discard illegitimate messages.
This reduces the computational burden and prevents service
degradation. While physical jamming remains outside scope,
the scheme effectively mitigates computational DoS attempts.

612



Fig. 2. Tamarin verification result.

B. Formal Security Analysis with Tamarin Prover

Tamarin is a state-of-the-art formal verification tool de-
signed for analyzing the security properties of cryptographic
protocols. It is highly versatile and supports the modeling of
complex cryptographic operations through built-in equational
theories. For example, elliptic-curve cryptographic operations
such as point multiplication are natively supported by the
function pmult [17], highlightsing the expressiveness of the
tool. Another distinguishing feature of Tamarin is its ability to
test protocols against user-defined adversarial capabilities, set-
ting it apart from many other formal verification frameworks.
Furthermore, the tool allows the modeling of global mutable
states, making it suitable for the analysis of a wide spectrum
of protocols ranging from simple authentication schemes to
complex group-key protocols.

Security properties to be verified are expressed in first-order
logic. When a property holds, Tamarin outputs a confirma-
tion of verification; otherwise, it reports a falsification and
generates an attack graph to illustrate the adversarial strategy
leading to the violation. This graphical output enhances the
interpretability of failed verifications. A comprehensive de-
scription of the tool and its functionalities is available in the
official manual [18].

We use the Tamarin prover to verify that the proposed
scheme meets essential security goals, including mutual au-
thentication, known-key secrecy, forward secrecy, session key
freshness, anonymity, unlinkability, resistance against mas-
querading, replay, and man-in-the-middle attacks Figure 2.

VI. COMPARATIVE STUDY

We compare the proposed scheme with several widely cited
approaches, including those of Chen et al. [6], Ali et al. [5],
Chae and Cho [7], and Rangwani et al. [8]. The comparison
considers both communication and computation costs, as well
as core functional and security features, to provide a balanced
assessment of the proposed scheme’s effectiveness.

A. Communication Cost

To evaluate the communication costs of the proposed
scheme in comparison with existing schemes, the following
assumptions are adopted: the identity size is 160 bits, the
random number is 160 bits, the hash output (using SHA-256)
is 256 bits, and the timestamp is 32 bits. For a point on an
elliptic curve of the form P = (Px, Py), where Px and Py

represent the x and y coordinates, respectively, the size is

TABLE III
COMPARISON OF COMMUNICATION COSTS.

Scheme No. of messages Total cost (in bits)
Rangwani et al. [8] 5 4128
Chen et al. [6] 4 4960
Chae and Cho [7] 4 12896
Ali et al. [5] 5 5504
Vangala et al. [11] 2 2240
Proposed work 3 1344

calculated as (160+160) = 320 bits. This assumption is based
on the observation that a 160-bit elliptic curve cryptosystem
(ECC) offers a security level approximately equivalent to that
of a 1024-bit RSA-based public key cryptosystem [19].

Table III compares the communication costs of existing
schemes in terms of message exchanges and total bits. The
proposed scheme requires only three messages and 1344 bits,
which is substantially lower than all other methods, including
Vangala et al. [11] (2240 bits) and Chae and Cho [7] (12896
bits). This efficiency underscores its suitability for resource-
constrained smart farming environments.

B. Computational Cost

The computation costs of the proposed scheme are system-
atically compared with those of Ali et al. [5], Chen et al. [6],
Chae and Cho [7], Rangwani et al. [8], and Vangala et al. [11].
To ensure clarity and consistency, the following notations
are adopted: Th, Tem, Tea, Tep, Tfe, and Tenc/dec, denoting
the execution times of the one-way hash function (SHA-
256 producing a 256-bit digest, elliptic curve multiplication,
elliptic curve addition, modular exponentiation, fuzzy extractor
operation for biometric authentication schemes, and symmetric
encryption/decryption using AES-128, respectively.

The computation time estimates are based on experimental
benchmarks reported in [20], measured in milliseconds. The
corresponding values are: Tem ≈ 13.405 ms, Tea ≈ 0.081
ms, Th ≈ 0.056 ms, and Tep ≈ 2.249 ms. Additionally,
Tfe ≈ Tem, while Tenc/dec ≈ Th. Table IV compares compu-
tation costs across schemes. The proposed scheme achieves
the lowest overhead, requiring only 16Th (0.896 ms), far
outperforming others such as Chae and Cho [7] (107.85 ms)
and Vangala et al. [11] (134.99 ms), confirming its efficiency
for smart farming environments.

C. Security Features

Table V compares the security and functionality properties
of several representative schemes. The results clearly show
that the proposed scheme offers the most comprehensive pro-
tection, surpassing all baseline approaches. Rangwani et al. [8]

TABLE IV
COMPARISON OF COMPUTATION COSTS.

Scheme Total cost In ms
Rangwani et al. [8] 15Th + 6Tem 81.27
Chen et al. [6] 3Th 2.07
Chae and Cho [7] 8Th + 8Tem + 2Tea 107.85
Ali et al. [5] 19Th + Tfe + Tem + Tenc/dec 14.92
Vangala et al. [11] 14Th + Tem + 2Tea 134.99
Proposed Work 16Th 0.896
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TABLE V
COMPARISON OF SECURITY AND FUNCTIONALITY ATTRIBUTES.

Scheme SF1 SF2 SF3 SF4 SF5 SF6 SF7 SF8 SF9 SF10

Rangwani et al. [8] × ✓ ✓ ✓ ✓ ✓ × × ✓ ×
Chen et al. [6] ✓ ✓ ✓ ✓ ✓ × × ✓ ✓ ✓
Chae et al. [7] × × ✓ × × × × × ✓ ×
Ali et al. [5] × × ✓ ✓ ✓ × × × ✓ ×
Vangala et al. [11] ✓ ✓ × ✓ ✓ ✓ ✓ ✓ ✓ ×
Proposed ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Ten security and functional properties — SF1: Anonymity; SF2: Device impersonation attack; SF3: Gateway impersonation attack; SF4: Replay attack;
SF5: Man-in-the-middle attack; SF6: Privileged insider attack; SF7: Forward secrecy; SF8: Dynamic device addition; SF9: Mutual authentication; and

SF10: Denial-of-service (DoS) attack. (✓: scheme is secure or supports the feature; ×: scheme is insecure or does not support the feature.)

fails to achieve SF1 (anonymity) and SF7–SF8, while Chen et
al. [6] omits SF6 (insider attack resistance) and SF7 (session
key secrecy). Chae et al. [7] is significantly weaker, lacking
SF1, SF2, SF4–SF8, and SF10. Similarly, Ali et al. [5]
does not support SF1, SF2, SF6–SF8, and SF10. Although
Vangala et al. [11] achieves broader coverage, it still misses
SF3 and SF10. In contrast, the proposed scheme satisfies all
properties (SF1–SF10), establishing its superiority as a secure
and practical solution for IoT and CPS environments.

VII. CONCLUSION

This work addressed the critical need for secure and ef-
ficient authentication in IoT-enabled smart farming systems.
While prior approaches have contributed to advancing data-
driven agriculture, many suffer from high computational and
communication costs or remain vulnerable to security threats,
limiting their practicality. The proposed lightweight scheme
overcomes these shortcomings by ensuring secure mutual
authentication, robust key management, and resistance against
diverse attacks, while maintaining minimal resource consump-
tion. Comparative analysis confirms that the scheme achieves
an effective balance between security and efficiency, making
it well-suited for resource-constrained agricultural IoT en-
vironments. Furthermore, the design principles underpinning
this work provide a foundation for extending lightweight,
secure communication frameworks to broader cyber-physical
systems, with future directions including blockchain, post-
quantum security to enhance resilience.
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