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Abstract—The rapid growth of online gaming has been ac-
companied by a significant rise in cheating, fueled by a market
for third-party tools that give users unfair advantages through
cheating add-on software developed and distributed by game
hackers. Unlike traditional malicious hackers who aim to disrupt
target systems, game hackers operate parasitically. Their profits
depend on the sustained viability of the game ecosystem. However,
excessive cheating degrades gameplay quality, driving regular
players away and ultimately reducing the profitability of cheat
software. This study develops a game-theoretic model to examine
the dynamics of cheating in online games and reveal how game
hackers strategically exploit gaming ecosystems through the
pricing of cheat software. The model incorporates three network
effects: (1) a positive direct effect, where gameplay becomes
more enjoyable as the number of regular players increases; (2) a
negative indirect effect, where the prevalence of cheating reduces
enjoyment for regular players; and (3) a positive indirect effect,
where the value of cheating increases with the number of regular
players. We model a Stackelberg game in which the game hacker
acts as a leader, setting prices while anticipating the strategic
responses of heterogeneous players. Our numerical analyses show
that stronger network effects lead the game hacker to set higher
prices, resulting in fewer cheaters. Conversely, when network
effects are ignored, the hacker tends to set lower prices, reducing
profits while increasing the risk of detection due to a larger
number of buyers.

Index Terms—Games, cybersecurity, network externality, pric-
ing

I. INTRODUCTION

Driven in part by the COVID-19 pandemic, online games
have transitioned from niche hobbies to mainstream platforms
for social interaction. This expansion has also made them a
profitable attack surface for game hackers who create and
distribute cheats. Game cheating refers to the use of various
methods to gain an unfair advantage beyond standard game-
play [1]. It is one of the most widespread forms of man-at-
the-end attacks [2]. Common techniques include third-party
software that alters game mechanics and bots that automate
tasks. Many players view them as shortcuts to success, offering
competitive edges, social status, or personal satisfaction. This
demand has fueled a market where game hackers profit by
selling these tools to potential customers.

Unlike destructive hacks such as data theft and distributed
denial-of-service (DDoS) attacks, game cheating is parasitic.
Cheaters exploit the game but rely on its continued functional-
ity and the presence of honest players. If cheating becomes too

widespread, the game’s integrity erodes, regular players leave,
and the entire ecosystem begins to collapse. This ultimately
harms the game hackers themselves, as fewer players mean
fewer customers. Despite its practical and ethical implications,
game cheating as a parasitic, profit-driven form of hacking has
been largely overlooked in cybersecurity game research. Prior
studies typically portray game hackers as purely destructive,
ignoring cases where game hackers rely on the continued
success of the systems they exploit. To address this gap, we
model game hackers as parasitic hackers making strategic
pricing decisions: how to price and distribute cheats in a way
that maximizes profit without ruining the game.

The key challenge lies in understanding how different types
of network effects influence both player behavior and game
hackers’ pricing strategies: (1) First, a positive direct network
effect exists in gaming, where the appeal of a game grows
with the number of regular players. More players enhance
competition and social interactions, which in turn, boost player
retention and attract new users [3], [4]; (2) Second, there is a
negative indirect network effect when cheating is available:
as the number of cheaters grows, the game becomes less
fun and fair, leading to lower engagement and higher churn
[5], [6]; (3) Finally, a positive indirect network effect exists,
such that the value of cheating increases as more players
follow the rules. However, as cheating becomes widespread, its
benefits diminish: advantages are diluted, detection becomes
more likely, and the overall appeal declines [7]. Ultimately,
both the values of the game and cheating depend on player
distribution, highlighting the dynamics between fair play and
exploitation in gaming. These variations, along with the player
heterogeneity in terms of how they value the game and
cheating, as well as the impacts of cheat software price in
reshaping market shares, make it difficult to fully understand
the landscape of cheating-related hacks in online games and
their impact on overall market outcomes.

To endogenously capture player segmentation and reveal the
parasitic nature of cheating-related hacks in online games, we
develop a Stackelberg game framework to model the interac-
tion between a game hacker and players. Our analysis shows
that the interactions among heterogeneous players significantly
reshape the gaming ecosystem in ways that cannot be intu-
itively predicted without a structured, game-theoretic analysis.
The insights from this study can help game developers better
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grasp the broader impact of hacking, design more effective
anti-cheat strategies, and maintain a fair, enjoyable gaming
experience for all players.

The remainder of the paper is organized as follows. Section
2 reviews the relevant literature. Section 3 introduces the
model and analyzes the players’ strategic decisions. In Section
4, we explore the market dynamics and the resulting equi-
librium. Section 5 studies the game hacker’s optimal pricing
strategy. Finally, Section 6 provides concluding comments and
directions for future research.

II. RELATED WORK

Game hacking and network effects within online games are
ongoing research topics that have a strong connection to each
other, yet they are often researched primarily independently
from one another. In this section, we will be diving deeper
into the two topics that our model ties together.

A. Cheating Hacks

Game cheating is viewed as a form of man-at-the-end
attack against online games, supported by a lucrative, profit-
driven gray market [2]. Research on online game hacking
has mainly focused on developing models for detecting and
preventing cheating. Approaches such as Dynamic Bayesian
Networks [8], Cheat Signatures [9], and Machine Learning
methods [10] [11] aim to achieve scalable detection with
minimal false positives. Interestingly, [12] characterizes cheat
development as an ongoing ‘“arms race” in which hackers
are constantly adapting their technique to evade detection.
While these models improve detection accuracy, they largely
overlook the economic mechanisms underlying the cheating
ecosystem. In particular, they treat the supply and pricing of
cheats as exogenous. As a result, although detection methods
can mitigate cheating, they do not address the incentives
behind cheat production and consumption in the cheat supply
chain. Incorporating economic analysis, including the pricing
decisions and the strategic interactions between developers and
players, provides deeper insight into the evolution of the threat
landscape.

In exploring the economic dimensions of game hacking,
[13] provides a qualitative analysis of cheating in role-playing
games, showing that game hackers engage in various business
practices to manage market relationships. A closely related
study is [14], in which they investigate the relationship be-
tween the game developer and the game hacker. Their model
focuses on identifying effective countermeasures to curb the
use of cheating add-ons but overlooks how cheating affects the
experience and satisfaction of regular players, as well as how
regular players quitting the game due to excessive cheating
could eventually backfire on the game hackers themselves.
In contrast, our Stackelberg model incorporates three network
effects, allowing the hacker’s pricing decisions and the state
of the player base to influence each other, thereby capturing
more realistic dynamics of the cheating ecosystem.

B. Network Effects in Games

Research on network effects in games has examined various
types of relationships. Prior studies have explored indirect
network effects between game developers and platforms [15],
and positive direct network effects among players in online
multiplayer games [16]. [17] finds that the number of core
avatars and network density positively influence in-game cur-
rency prices, whereas network closure has a negative impact.
[18] identifies strong peer effects in individual game adoption,
indicating that friends’ prior adoption and usage behavior
substantially affect a player’s own purchase and play decisions.
[19] studies four connected network effects in online free
games involving players and accessory sales, showing how
the game and its accessories influence each other’s value.
Furthermore, Rong et al. [20] explores the determinants of
network effects of the two-sided online games market, using
Massively Multiplayer Online Role-Playing Games industry
as the empirical context.

However, the network effects among players in the context
of game cheating have not been fully explored, not to mention
the potentially nested effects that may arise between regular
players and cheaters. Therefore, our study bridges this gap by
examining the interconnected effects between regular players
and cheaters to provide new insights into how the game market
evolves in the presence of hacking behavior.

III. MODEL

We consider an online gaming environment where a game
hacker creates cheat software by exploiting vulnerabilities
or manipulating the game’s code. These cheats, which pro-
vide players with unfair advantages, are sold through a
subscription-based model. The game hacker first sets the
subscription price, and players then decide whether to purchase
the cheats. While cheating benefits the players who use it,
it harms regular players by undermining fairness and reduc-
ing overall enjoyment. As a result, both cheaters and non-
cheaters may reevaluate their continued participation based on
the prevalence and consequences of cheating. In this paper,
we examine the dynamic behaviors of players influenced by
cheating and the profit-driven decisions of the game hacker,
particularly how pricing strategies for cheat software are deter-
mined. Through an economic analysis, we aim to understand
the value of cheats from both the game hacker’s and the
players’ perspectives. The insights from this study can help
game developers better grasp the broader impact of hacking,
design more effective anti-cheat strategies, and maintain a fair,
enjoyable gaming experience for all players.

A. Player Utility Model

Each player decides whether to play the game and whether
to purchase the cheats to obtain unfair advantages. A player
can choose one of the three options (denoted by s):

e (i) s =n: Do not play the game;

e (ii)) s = r: Play the game without cheating;

e (iii)) s = e: Play the game and cheat.
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Without loss of generality, we normalize the total number of
potential players to one, as it has been widely adopted in the
marketing literature [14], [21]. The player population can be
divided into three segments according to their choices. Let
7ns denote the fraction of players with choice s. Therefore, we
have >~ _ 7, = 1. The game hacker’s market share is referred to
as the fraction of players with choice s = e, denoted as 7., and
the proportion of regular players is denoted as 7,.. Each user
is rational and makes a choice that maximizes their payoff.
The payoff function of a potential player is defined as the
difference between the utility gained and the cost of playing
the game, along with the difference between the advantages
obtained from cheating and the cost of subscribing to the cheat
software. The discussion of players who prioritize ethics and
oppose cheating is beyond the scope of this paper.

We denote vy as the baseline utility a player derives from
playing the game. In addition to this base value, a player’s
utility is influenced by two types of network effects: (1) Pos-
itive direct network effect: The utility of gameplay increases
with the number of regular (non-cheating) players. As more
players engage in fair play, the overall experience becomes
more balanced and enjoyable, enhancing the perceived value of
participation. (2) Negative indirect network effect: The utility
decreases with the number of cheating players, as cheating
disrupts game balance, reduces fairness, and diminishes the
enjoyment for honest participants. To capture these effects,
we use the function f(-) to represent additional utility gained
from the presence of regular players, capturing the positive
network externality. The function g(-) represents the reduction
in utility caused by the presence of cheating players, reflecting
the negative network externality. Hence, the utility of playing
the game is given by

T:’Uo‘|‘f(77r>_g(ne)~ (1)

We assume 7' > 0 for all feasible values of 7, and 7.
The specific forms of f(-) and g(-) may vary depending on
the game’s design. For generality, we assume both functions
are continuous, differentiable, and strictly increasing, with
baseline conditions f(0) = g(0) = 0.

In addition to network effects, players vary in the utility
they derive from the game. To account for this heterogeneity,
we introduce the parameter o« € [0,1], which reflects a
player’s individual valuation or virtual utility factor. Player
¢’s utility from playing the game is thus given by a;7T. The
parameter « captures variations in enjoyment due to personal
interest, gameplay preferences, social interaction, prior gaming
experience, satisfaction from progressing through in-game
challenges, and enjoyment from competitive play. In addition,
external factors such as peer influence along with social and
cultural expectations can shape a player’s perception of value
[22] [23] [24]. For analytical tractability, we assume « is
exogenously determined and uniformly distributed over the
interval [0, 1], where a = 0 denotes no enjoyment and o = 1
denotes maximum enjoyment. Using a uniform distribution to
approximate heterogeneity in consumer (or player) valuation
is common in economic modeling (e.g. [25]-[28]). The con-

sideration of more general distributions often does not change
the main insights.

For a cheating player, the benefit they get from using cheat-
ing add-ons depends on how many other players are playing
fairly. When most players follow the rules, cheating gives
a bigger competitive advantage, making it more attractive.
But if many others are also cheating, that advantage shrinks.
Therefore, a positive indirect network effect is also considered
in our model: the more regular (non-cheating) players there
are, the greater the benefit a cheating player can gain. We
follow the setup in [14], where the advantage of cheating for
player 7 is given by 6,0 + n,. Here, ¢ is the basic reward
or benefit a player gets from cheating (such as gaining higher
status or more in-game rewards); 37, captures how this benefit
increases with the number of regular players. The term 6,
reflects player 4’s individual preference for using cheating
tools. Note that players vary in how much they value cheating:
those who focus on competition or account progression may
see cheating as a useful way to gain an edge [29]; while
others, who play primarily for enjoyment or has moral in
differences with cheating, may place little value on it [5].
These differences are captured by the parameter 6, which
represents the heterogeneity in players’ motivations and play
styles. The distribution of 6 is given exogenously in our model.
Without loss of generality, we also assume 6 follows a uniform
distribution over the range [0, 1] for analytical tractability.

Therefore, the payoff of player ¢ with parameters («;,0;)
can be written as

0 if s =n,
a;T — ¢ if s =1, 2)
o T+60,64+p8n—c—p if s =e.

T, =

Where p is the price of cheating add-ons, and c is the cost
of the game, which is assumed uniform across all players. In
addition, to ensure that at least some players are willing to
participate even in the presence of widespread cheating, we
assume that vy — g(1) > c.

B. Player Choices

Based on (2), the optimal choice of a player with parameters
(a;, 0;) can be derived as

n if 0 > max{q;T — ¢, ;T + 0,0 + Bn,. — c — p},

st=¢ r if T —c>max{0,,T + 0,0 + Bn, — c — p},
e if ;T +6;6+ pn. —c—p>max{T — ¢, 0}.

3

From (3), the condition of a player ¢ with parameters («;, 0;)
to be a regular player can be written as:

& - T
0>, 0, < 2200 (4)
The condition of a player ¢ to be a cheating player is:
p— B

;T +0;0 > p+c—pn, 0; > . )

)

Under the assumption that both « and 6 follow standard
uniform distributions, players are distributed over the unit
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Fig. 1. Examples of market shares

square. This setup allows us to graphically illustrate the entire
population and their choices, which can be segmented by
three key lines on this square: o; = %, 6; = p_f - and
;T + 0;0 = p+ ¢ — PBn,. These lines divide the unit square
into three regions, each representing a different choice. Let

M =p+c— B, (6)

we will have eleven possible configurations or cases, each rep-
resenting a distinct way the three lines intersect and divide the
unit square, leading to different patterns of player decisions:

o Case l: p—fn. >0, 7 > 1, andM>1
.CaseZ:p—,@nTZO,%Zl and0< 1 <1

e Case3: p—fn, >0,0< % <1, and0<M<1

e Case4: p— 1, >0,0< % <1, andM>1

e Case 5:p— fn, <0, %<1 andM>1

o Case 6: p—fn, <0, 7 <1, and0< 5 <1

o Case 7: p—fn, <0, 7 > 1, E>1and0< <1
e Case 8: p—fn, <0, % >1, 5 >1, andM>1

o Case9:p—fn, <0, 7 210<5<1and0<1\7<1
o Case 10: p — Bnr<0,;210<M<1and >1

e Case 11: p— 1. <0, M <0

As illustrated in Fig. 1, which presents two examples corre-
sponding to Cases 3 and 4, players with higher values of «;
are more likely to play the game, as the resulting benefits
outweigh the cost ¢ of participation. Similarly, players with
lower values of 6; are less likely to cheat, since the benefits
of cheating do not justify the price.

IV. MARKET ANALYSIS

A. Market Dynamics

Let n;[t] (s = n,r,e) denotes the fraction of population
with choice s in period ¢. For each of the eleven cases, we can
compute the population fractions in period ¢ + 1 as functions
of the market segmentation observed in period t:

_ _c \p=Bn:[t]
nr[t+1}:{ (()1 )

Case 3, 4;
Case 1,2,5 —11
(7

1— T[t] 2+ 2T[t] Case 5,7
1M [[tt]] . Case 6,9
M[t])-T[t M[t]—5
11— MY H) (1 — T[[]t] ) Case 1,8
neft+1] =< 1 _ % + [ ] Case 2,10
- [t]ﬁ c?
1— 5= TS Case 3
-[t]8 2c+p—n,-[t]B—0

(1 7””[])(1*%) Case 4

1 Case 11
(®)

The formulations above show how player behavior changes
over time. It is based on the assumption of naive (or static)
expectations [30], where players assume that the benefits of
playing the game or using cheats will stay the same in the
next period. With this belief, they decide whether to play the
game and whether to use the cheating add-on.

B. Market Equilibrium

If we denote the difference in terms of market share between
time step ¢ and t — 1 by An,, then Ans > 0 indicates that
more players choose option s at time ¢ than at time ¢ — 1. The
market equilibrium is achieved when An, = 0:

Definition 1 (Market Equilibrium). (0}, n?) is an equilibrium
point of the market share if it satisfies 0% = ns[t] = ns[t — 1]
for both s € {r,e}.

Once equilibrium is reached, the fractions of regular and
cheating players remain constant. In the following analysis,
we characterize two possible equilibrium outcomes: one with
a relatively high proportion of cheating players when the price
p is low, and the other with a relatively low proportion of
cheating players when p is high.

Theorem 1 (High-cheater Equilibrium). 7o sustain a relatively
high proportion of cheating players at market Equilibrium, i.e.,
> (11— ﬁ"’” )(1 — 5%), the price of the cheating add-on,
p, should sansfy

p<pB+d—c 9)

The equilibrium satisfies

— c _Bnr.
me = (1= ) =5
: o2 (10)
{ Ne=1—2 g'r'ﬂ_

270"

Proof: Firstly, Cases 5-11 cannot represent a market equi-
librium. From Equation (7), these cases imply 7, = 0, yet they
also require p — 51, < 0, which becomes p < 0 when 7, = 0.
Hence, the equilibrium cannot lie in Cases 5-11. Similarly,
Cases 1 and 2 are infeasible. They require % > 1 (i.e., ¢ > T)),
but when 7, = 0, we have T' = vy — g(n.) > vo — g(1) > ¢,
making this condition impossible. Therefore, the only feasible
equilibrium cases are Case 3 and Case 4.

In Case 3, the conditions 0 < % <landp—pn >0
imply "+° 8 < < £ and ¢ < 4. Since 0 < 7, < 1, it
follows that p*g 8 <1, [ |

Similarly, in Case 4, we always have 7, < I’Jr‘%‘s. We show
in Theorem 2 the market equilibrium when there is a relatively
low proportion of cheating players:

515



Theorem 2 (Low-cheater Equilibrium). 7o sustain a relatively
low proportion of cheating players at the market Equilibrium,
ie, nf < (1-— %)( — 55 ), the price of the cheating
add-on, p, should satisfy

p>0—c (a1
The equilibrium satisfies
— c\p—Bnr.
e = (1= ) 5=
-7 ctp—n,B— (12)
{ ne = (1 — %)(1_ 2”2%).

We use Algorithm 1 to numerically identify the equilibrium,
applying a small convergence threshold (e.g., € = 10~%). The
algorithm iteratively updates 7, and 7. simultaneously within
each period until convergence is achieved.

Algorithm 1: Market Equilibrium

Input: Cheat price p, base value of cheating 4, cost of
playing the game c, indirect network effect 3,
base value of playing vy, network effects
functions f(-) and g(-)

Output: 0, n;

1 Initialize t =0, n. =0, . € [0, 1];

2 repeat

3 t+—t+1;

4 Calculate M [t] and T'[t] based on (6) and (1);
5 Determine the case number;

6 Update 7,-[t] and 7. [t] based on (7) and (8);

7 until |7, [t] — e[t — 1] < e & [net] — nelt — 1] < e
8 0y = 0.t n = nelt].

V. GAME HACKER’S OPTIMAL PRICE

Considering the market response, the game hacker deter-
mines the price p that maximizes their payoff, denoted by IIj.
The profit function is derived from the revenues generated by
selling the cheat software to players who choose to cheat.
Since the market share 7.[t] evolves over time (as in (8))
and depends on the price p, we focus here on the game
hacker’s steady-state profit function, evaluated at the market
equilibrium 7}:

1, = piy = p(1 — % - #2*6) Case 3
" c p(1— 2220y (1 — 2C+p2_:,f7;‘5_5) Case 4
(13)

where T* = vg + f(n;) — g(n}). This profit maximization
problem can be solved through Algorithm 2.

For illustration purposes, we investigate the results under
quadratic network effects, i.e., f(n,) = kin? and g(n.) =
kgng where k; and ko determine the magnitude of network
effects. The values of the base parameters are randomly chosen
asp=1 0=3, c=225 B =.5 vg=3.5. Fig. 2 shows
that IIj first increases with p, reaching its maximum at the
price p = 1.38, and then gradually decreases.

Besides, we’re interested in how network effects impact
the optimal price and what happens when the game hacker

Algorithm 2: Algorithm for Optimal Cheating Price

Input: Base value of cheating J, cost of playing the
game c¢, indirect network effect 3, base value
of playing vy, network effects functions f(-)
and g(-)
Output: II;, p*
1 Generate sets V), by discretizing [0,0] with N, = |V,|;
2 Initialize II} = 0,p* = 0;
3 for pp €V, ke {l,...,N,} do
4 Calculate n} by substituting p = py, into Algo. (1);
5 Compute II;, = pyn}; if II;, > II; then
6 | I« s p* < p;

Q case3
04 \

o,
0.3
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Fig. 2. Game hacker’s expected profit II5 v.s. p

overlooks the network effects. Taking the positive network
effects as an example, Fig. 3 compares the results assuming no
positive network effect, denoted by the subscript — f. It can be
seen that if the hacker ignores this network effect, they tend
to choose a lower price and profit less, even if more players
end up using the cheat software. Additionally, the true optimal
price and II} increase with the positive direct network effect
k1. This suggests that the hacker charges a higher price and
earns greater profits when the game involves stronger interde-
pendence among players, such as through cooperation, trading,
or active communities. In other words, stronger positive direct
network effects lead to higher profitability, even though there
are fewer cheating players. This implies that games with more
pronounced positive network effects may be more attractive
targets for hackers, offering higher profits while involving
fewer cheaters, which may reduce the risk of detection.

VI. CONCLUSIONS

Cheating, as a form of hacking in the gaming industry,
represents a significant cybersecurity challenge that threatens
revenue, reputation, and game development [31]. In this pa-
per, we analyze the cybersecurity game between the cheat
developer, who acts as the game hacker, and the players who
represent the victim or passive participants affected by mali-
cious actions. We first examine the market equilibrium with
various network effects, which introduces new dimensions
to characterize player behavior related to both cheating and
game participation. We then analyze the game hacker’s optimal
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Fig. 3. Impacts of ignoring positive direct network effect f(-)

pricing decision for cheat software. This study represents a
novel effort to understand the parasitic nature of game cheating
as a unique form of hacking, incorporating the complex
interactions among different players.

Future work could explore how game developers strategi-
cally respond to the presence of cheat software. Since cheating
does not always reduce the total number of players, developers
might choose to tolerate a certain level of cheating if it helps
expand the overall player base. Additionally, it will be inter-
esting to examine dynamic pricing strategies while accounting
for the entry costs associated with cheat development.

[1]

[2]

[3]

[5]

[6]

[7]

[8]

REFERENCES

Wikipedia contributors, “Cheating — Wikipedia, the free encyclopedia.”
https://en.wikipedia.org/w/index.php?title=Cheatingoldid=1294610865,
2025. [Online; accessed 30-June-2025].

S. Collins, A. Poulopoulos, M. Muench, and T. Chothia, “Anti-cheat:
Attacks and the effectiveness of client-side defences,” in Proceedings of
the 2024 Workshop on Research on offensive and defensive techniques
in the context of Man At The End (MATE) attacks, pp. 30-43, 2024.
Forte, “Networks, part 2: Network effects.”
https://medium.com/community-economics-by-forte/networks-part-
2-network-effects-faa0a8fbfefe, 2021. [Online; accessed 30-June-2025].
J. Tudén, “Distilling network effects from steam,” Quantitative Market-
ing and Economics, vol. 20, no. 2, pp. 293-312, 2022.

Y. Wu and V. H. H. C. and, “Understanding online game cheat-
ing: Unpacking the ethical dimension,” International Journal of Hu-
man—Computer Interaction, vol. 34, no. 8, pp. 786-797, 2018.

S. J. Lee, E. J. Jeong, D. J. Kim, and J. Kong, “The influence of
psychological needs and motivation on game cheating: insights from
self-determination theory,” Frontiers in Psychology, vol. 14, p. 1278738,
2023.

L. Chapel, D. Botvich, and D. Malone, “Probabilistic approaches to
cheating detection in online games,” in Proceedings of the 2010 IEEE
Conference on Computational Intelligence and Games, pp. 195-201,
IEEE, 2010.

S. Yeung, J. Lui, J. Liu, and J. Yan, “Detecting cheaters for multiplayer
games: theory, design and implementation[1],” in CCNC 2006. 2006 3rd
IEEE Consumer Communications and Networking Conference, 2006.,
vol. 2, pp. 1178-1182, 2006.

J. Veldthuis, Detection of cheating in Multiplayer Online Games with
knowledge representation and inference. PhD thesis, Faculty of Science
and Engineering, 2016.

[10]

(11]

[12]

[13]

[14]

[15]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

[23]
[24]

[25]

[26]

[27]

[28]

[29]

(30]

[31]

517

U. P. Singh, B. Kumari, D. Goyal, and M. Afrid, “Exploring novel
machine learning approaches for cheat detection in competitive gam-
ing,” ICIMMI ’23, (New York, NY, USA), Association for Computing
Machinery, 2024.

A. J. Flynn, B. D. Tischer, J. D. Mandujano, and M. A. Pisano, “An
analysis of methodologies for the prevention and mitigation of cheating
in online gaming using artificial intelligence and its ethical impact,” in
Proceedings of the ISCAP Conference, vol. 10, (Baltimore, MD, USA),
pp. 1-9, Information Systems and Computing Academic Professionals
(ISCAP), 2024.

H. Kiinstner, M. H. Olsen, and S. Skejg-Andresen, “From exploit to
enforcement: Dissecting the evolution of video game cheating and anti-
cheat technologies,” master’s thesis, Aalborg University, 2024.

S. De Paoli and A. Kerr, ““we will always be one step ahead of them”
a case study on the economy of cheating in mmorpgs,” Journal For
Virtual Worlds Research, vol. 2, 02 2010.

J.-H. Jhang-Li and I. R. Chiang, “Strategies for online game publishers
to counter third-party cheats,” Electronic Commerce Research and
Applications, vol. 64, p. 101364, 2024.

A. Srinivasan and N. Venkatraman, “Indirect network effects and plat-
form dominance in the video game industry: A network perspective,”
IEEE Transactions on Engineering Management, vol. 57, no. 4, pp. 661—
673, 2010.

INFO 2040 course blog contributor, “Network effects in online mul-
tiplayer games.” https://blogs.cornell.edu/info2040/2016/11/25/network-
effects-in-online-multiplayer-games/, 2016. Networks Course Blog for
INFO 2040/CS 2850/Econ 2040/SOC 2090, Cornell University.

X. Xu, X. Yang, J. Lu, J. Lan, T.-Q. Peng, Y. Wu, and W. Chen,
“Examining the effects of network externalities, density, and closure
on in-game currency price in online games,” Internet Research, vol. 27,
no. 4, pp. 924-941, 2017.

R. Murrian, P. A. Raschky, and K. Ackermann, “Friends, key play-
ers and the adoption and use of experience goods,” arXiv preprint
arXiv:2409.14351, 2024.

C.-C. Wu, Y.-J. Chen, and Y.-J. Cho, “Nested network effects in online
free games with accessory selling,” Journal of Interactive Marketing,
vol. 27, p. 158-171, 08 2013.

K. Rong, Q. Ren, and X. Shi, “The determinants of network effects:
Evidence from online games business ecosystems,” Technological Fore-
casting and Social Change, vol. 134, pp. 45-60, 2018.

B. Jiang and L. Tian, “Collaborative consumption: Strategic and eco-
nomic implications of product sharing,” Management Science, vol. 64,
no. 3, pp. 1171-1188, 2016.

N. Yee, “Motivations for play in online games,” CyberPsychology &
Behavior, vol. 9, no. 6, pp. 772-775, 2006.

N. Yee, “Player segments based on gaming motivations,” Aug. 2020.
B. P. Lange, P. Wiihr, and S. Schwarz, “Of time gals and mega
men: Empirical findings on gender differences in digital game genre
preferences and the accuracy of respective gender stereotypes,” Frontiers
in Psychology, vol. 12, p. 657430, 2021.

N. Shetty, G. Schwartz, and J. Walrand, “Internet qos and regulations,”
IEEE/ACM Transactions on Networking, vol. 18, no. 6, pp. 1725-1737,
2010.

Y. Luo, L. Gao, and J. Huang, “Mine gold to deliver green cognitive
communications,” IEEE Journal on Selected Areas in Communications,
vol. 33, no. 12, pp. 2749-2760, 2015.

H. Yu, M. H. Cheung, L. Gao, and J. Huang, “Public wi-fi monetization
via advertising,” IEEE/ACM Transactions on Networking, vol. 25, no. 4,
pp. 2110-2121, 2017.

L. Duan, J. Huang, and B. Shou, “Pricing for local and global wi-
fi markets,” IEEE Transactions on Mobile Computing, vol. 14, no. 5,
pp- 1056-1070, 2014.

S. J. Lee, E. J. Jeong, D. Y. Lee, and G. M. Kim, “Why do some users
become enticed to cheating in competitive online games? an empirical
study of cheating focused on competitive motivation, self-esteem, and
aggression,” Frontiers in psychology, vol. 12, p. 768825, 2021.

Encyclopedia.com, “Expectations, static.”
https://www.encyclopedia.com/socialsciences/applied-and-social-
sciences-magazines/expectations-staticA, n.d. [Online; accessed

6-May-2025].

K. S. Szatméry, “Cybersecurity of the gaming industry,” in 2024
IEEE 22nd Jubilee International Symposium on Intelligent Systems and
Informatics (SISY), pp. 000441-000446, 2024.



