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Abstract—Large Language Models (LLMs) are advanced neu-
ral networks pre-trained on massive datasets, enabling them to
perform a wide range of natural language processing tasks with
exceptional generalization and adaptability. Federated learning
(FL) enables fine-tuning of LLMs across distributed clients while
preserving data privacy, making it ideal for sensitive domains
with diverse datasets. However, full fine-tuning (FFT) of LLMs in
FL environments presents significant challenges, including high
communication overhead, data privacy concerns, and low per-
formance with heterogeneous client data. This paper introduces
Private Low-Rank Adaptation (PrivLoRA), a novel privacy-
preserving FL algorithm designed to address these challenges.
PrivLoRA combines Low-Rank Adaptation (LoRA), an efficient
parameter-efficient fine-tuning (PEFT) technique, with a novel
layer-wise fine-tuning strategy and Singular Value Decomposition
(SVD)-based initialization to mitigate performance degradation
in highly heterogeneous data settings. The proposed framework
incorporates advanced privacy mechanisms, including homo-
morphic encryption (HE) and differential privacy (DP), to
ensure robust data protection while maintaining strong model
performance. Extensive experiments demonstrate that PrivLoRA
achieves superior accuracy and communication efficiency com-
pared to state-of-the-art baselines, particularly in heterogeneous
data environments. This research offers a significant advance-
ment for privacy-preserving, communication-efficient LLM fine-
tuning in collaborative and sensitive applications.

Index Terms—Large language models, differential privacy,
federated learning, LoRA

I. INTRODUCTION

The rapid growth in the parameter scale of LLMs has
significantly enhanced their generalization capabilities and in-
troduced new application possibilities. Pre-trained LLMs have
shown impressive performance even in zero-shot settings [1].
Despite these advancements, LLMs often require fine-tuning
for optimal performance on specialized downstream tasks such
as law, finance, and healthcare. However, fine-tuning LLMs
in sensitive domains requires protecting data privacy while
enabling collaborative model improvements. FL [2] offers
a promising solution, allowing models to be trained across
distributed devices or organizations without sharing raw data,
thus minimizing direct data exposure. However, FL presents
new challenges: 1) High communication costs are a significant

challenge in FL, particularly as the sizes of LLMs have
recently expanded dramatically—from 330 million parameters
in BERT [3] to 540 billion in PaLM [4]. This growth has made
full fine-tuning (FFT) highly resource-intensive, particularly
in FL environments where client resources are often limited.
2) Potential privacy risks of sensitive information exposure
through model updates [5], [6]. Addressing these challenges
is crucial for enabling privacy-preserving and communication-
efficient fine-tuning of LLMs in collaborative environments.
Parameter-efficient fine-tuning (PEFT) methods [7] have been
introduced as a training approach that enables LLMs to
adapt to specific tasks by tuning only a subset of parameters
rather than the entire model, significantly reducing resource
demands. However, one of the biggest challenges in PEFT is
that, as the level of data heterogeneity increases, so does the
performance gap between FFT and PEFT methods [8], [9].
Among PEFT techniques, LoRA [10] has shown particular
promise for FL due to its reduced parameter requirements and
efficiency. Yet, it struggles with performance degradation when
client data is highly non-IID (Independent and Identically
Distributed). A primary challenge in such environments is the
slow convergence rate, which results from the initialization
process of the LoRA blocks. Specifically, when matrices
A and B are initialized with zero and random Gaussian
distributions, the model struggles to adapt effectively across
diverse client datasets [9], [11]. To address all these challenges,
we introduce Private Low-Rank Adaptation (PrivLoRA), an
FL algorithm that ensures privacy while significantly reducing
communication costs for LLMs. This research explores the
following core question: How can we ensure data privacy in
LLM fine-tuning using a practical federated learning approach
that minimizes communication overhead while maintaining
performance comparable to FFT, especially in highly heteroge-
neous data environments? PrivLoRA addresses three primary
issues:

• Ensuring Data Privacy: In the first stage of our scheme,
we utilize HE [12] to securely perform computations on
encrypted data without revealing sensitive information.
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For the second stage, PrivLoRA integrates DP using
a Gaussian mechanism [13], which introduces noise
into weight updates during training, ensuring that minor
changes in individual data points have a minimal impact
on the model output. This mechanism prevents attackers
from inferring private data details, and we demonstrate
that PrivLoRA adheres to (ε, δ)-differential privacy, a
robust privacy standard.

• Enhancing Performance in Highly Heterogeneous Data:
To mitigate the impact of non-iid data on LoRA’s perfor-
mance, we introduce a layer-wise fine-tuning approach
with SVD initialization [14]. This strategy enhances
performance by combining lightweight layer-wise fine-
tuning on the client side with SVD-based initialization
of the LoRA matrices A and B on the server side.

• Reducing Communication Overhead: Studies have shown
that within federated learning, PEFT can potentially re-
place FFT without sacrificing performance and with no-
tably reduced communication costs [15], [16]. We focus
on LoRA [10] as it stands out among PEFT techniques
for its ability to achieve similar or better performance
than FFT with fewer tunable parameters, making it highly
suitable for LLMs in diverse environments [8], [17].

PrivLoRA is designed to enable efficient, privacy-preserving
federated fine-tuning of LLMs, offering a robust solution
for privacy-sensitive applications in diverse and collaborative
settings. In summary, this article contributes in the following
ways:

• We introduce PrivLoRA, a privacy-preserving scheme for
fine-tuning LLMs in FL environments. This approach uti-
lizes HE and DP to protect sensitive data while ensuring
effective and efficient fine-tuning, significantly reducing
the risk of privacy breaches.

• We propose a novel layer-wise fine-tuning strategy com-
bined with SVD-based initialization of LoRA matrices A
and B. This two-step process enhances convergence and
model performance, particularly in highly heterogeneous
data settings, ensuring robust adaptability for real-world
FL applications.

• We leverage LoRA, a PEFT technique, to replace tradi-
tional FFT in FL. To further enhance efficiency, we im-
plement an alternating update mechanism where, in each
communication round, only one LoRA matrix is updated
while the other remains frozen. This innovative strategy
achieves comparable performance to standard LoRA fine-
tuning while effectively halving communication costs,
addressing a critical challenge in FL deployment.

• We conducted extensive experiments to evaluate
PrivLoRA across various datasets. The results
demonstrate that our approach outperforms other privacy-
preserving LoRA baselines in model performance while
maintaining equivalent privacy guarantees.

The remainder of the paper is structured as follows: Section
II covers the preliminaries. Section III introduces the proposed
PrivLoRA scheme, followed by a privacy analysis in Section

IV. Evaluations are detailed in Section V, and Section VI
concludes the paper.

II. PRELIMINARIES

A. Large Language Models

LLMs are advanced deep-learning models with billions to
trillions of parameters, designed to understand and generate
natural language [18]. They are built on the Transformer
architecture, introduced by Vaswani et al. [19] in 2017, which
utilizes parallel processing and attention mechanisms to sig-
nificantly enhance the efficiency of sequential data processing.
Transformers have driven the development of models such as
GPT [20], BERT [3], and other modern LLMs. LLMs have
three key stages: First, they undergo pre-training on vast,
diverse datasets, such as internet text, books, and academic
corpora, to acquire a broad understanding of language. Second,
fine-tuning is performed on smaller, task-specific datasets to
adapt to specialized domains. Finally, the inference stage,
where the fine-tuned model generates predictions or decisions,
such as automated responses or data analysis, effectively lever-
ages its learned knowledge to address real-world problems
[21]. This research addresses privacy issues in the fine-tuning
stage of LLMs, where the model is adapted to specific tasks
using private datasets. These datasets are often sourced from
sensitive domains, such as medicine or law, raising critical
concerns about protecting confidential information during the
fine-tuning process [6], [22], [23].

B. Transformer Architecture

The transformer architecture is a deep-learning model in-
troduced by Vaswani et al. [19] and is widely used in natural
language processing tasks. It consists of key components: an
input embedding layer that converts tokens into vector repre-
sentations with positional encodings, an encoder with multi-
head self-attention and feed-forward sub-layers to capture
relationships between tokens, and a decoder with masked self-
attention, multi-head attention, and feed-forward sub-layers for
generating contextually appropriate outputs. The final output
layer transforms the decoder output into probabilities in the vo-
cabulary, allowing the model to generate the final sequence of
tokens. Transformers are well known for their ability to capture
global interactions in inputs through self-attention layers [24]–
[26]. The self-attention mechanism operates in two steps: first,
it computes weight coefficients using the query and key vec-
tors, and second, it applies these weights to the value vectors to
produce the output. Recent studies highlight that self-attention
layers play a more critical role than other layers, demonstrating
greater robustness to distribution shifts and improving model
performance on heterogeneous data distributions [27]–[30].
These layers enable the model to evaluate the importance of
different parts of the input data, making them highly effective
in capturing complex relationships and dependencies, even
in diverse and heterogeneous datasets [19], [31]. Inspired by
these insights, we hypothesize that fine-tuning self-attention
layers before LoRA initialization can effectively address data
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heterogeneity in LLMs, and we conduct a detailed empirical
analysis to evaluate this hypothesis.

C. Low-Rank Adaptation

LoRA [10] is one of the most popular PEFT methods for
pre-trained LLMs. This method is based on the observation
that, when adapting pre-trained LLMs to specific tasks, the
intrinsic dimensionality of the weight update matrices is
much lower than their original dimensions [32]. Consequently,
projecting these matrices into a lower-dimensional space does
not result in significant information loss. The key idea behind
LoRA is to avoid fine-tuning the entire pre-trained weight
matrix W0 ∈ Rd×k, which is computationally expensive and
requires substantial GPU memory for LLMs. Instead, LoRA
decomposes ∆W into two small matrices B ∈ Rd×r and A
∈ Rr×k, such that:

W = W0 + αBA, (1)

Where r ≪ min(d, k), A and B are initialized with a
random Gaussian distribution and zero, respectively, α rep-
resents the scaling factor that controls the strength of updates.
The number of parameters in LoRA is r × (d+ k), which is
significantly smaller than d× k.

III. PROPOSED PRIVLORA SCHEME

A. PrivLoRA Algorithm

LoRA is vulnerable to membership inference attacks [33],
where an adversary can infer whether a particular data point
was included in the training dataset, potentially leading to pri-
vacy leakage. To defend against this, we adopt an honest-but-
curious model, ensuring that any shared information between
local clients and the server satisfies privacy guarantees via
DP [13]. In addition to robust privacy protection, PrivLoRA
enhances performance by utilizing layer-wise fine-tuning with
SVD-based initialization [14].

In centralized learning, LoRA has demonstrated consis-
tent and promising performance across various tasks, often
achieving results comparable to those of FFT [8], [17]. This
trend is also observed in FL when the data distribution is
homogeneous. However, when data is highly non-IID, LoRA
may struggle to achieve the same level of performance as
FFT or experience slower convergence [8], [9]. One of the
primary factors contributing to this issue is the initialization
of the LoRA blocks. According to Hu et al. [10], LoRA
initializes the B matrix with zeros and the A matrix with
random Gaussian values. While this initialization strategy is
effective in centralized settings with large, well-distributed
datasets, it may not be suitable for FL, particularly when the
data across clients is diverse and heterogeneous.

To address these challenges, we propose PrivLoRA, a
privacy-preserving, PEFT approach designed to enhance
LoRA for FL. Our method focuses on ensuring privacy protec-
tion, improving the initialization process, and enhancing model
performance, particularly in non-iid data scenarios, all while
reducing communication costs.

Algorithm 1: Overview of the PrivLoRA Algorithm
Input: T : FL rounds, N : Total number of nodes, W :

Model weights, SA Layer: self-attention layers,
E: number of epochs, J : Total number of
decryption nodes, r: LoRA rank parameter, σ:
noise scale, C: clipping norm, η: learning rate.

Output: [A,B]t : Updated model LoRA matrices after
t rounds.

//Stage 1:
if t = 1 then

for n = 1 to N do
∆Wn ← train(W0, SA Layers,E);
[[∆Wn]]← Enc(pk,∆Wn);

[[Agg ∆W ]]← aggregate([[∆W1, . . . ,∆WN ]]);
for j = 1 to J do

[Agg ∆W ]j ← PartDec(skj , [[Agg ∆W ]]);
Agg ∆W ← FullDec([Agg ∆W ]1, . . . , [Agg ∆W ]J);
W1 ←W0 +Agg ∆W ;
[A,B]1 ← SVD(W1, r);

//Stage 2:
else

for t = 2 to T do
for n = 1 to N do

if t%2 == 1 then
g(Bn

t )← trainLoRA([B]t−1, E);
g(Bn

t )←
g(Bn

t )
max(1,∥g(Bn

t )∥2/C) ;
g̃(Bn

t )← g(Bn
t ) +N(0, σ2C2I) ;

B̃n
t ← Bn

t − η(g̃(Bn
t )) ;

B̃t ← aggregate(B̃t
(1,...,N)

);

else
g(An

t )← trainLoRA([A]t−1, E);
g(An

t )←
g(An

t )
max(1,∥g(An

t )∥2/C) ;
g̃(An

t )← g(An
t ) +N(0, σ2C2I);

Ãn
t ← An

t − η(g̃(An
t ));

Ãt ← aggregate(Ãt
(1,...,N)

);

In PrivLoRA, we have N nodes, each holding a local dataset
Dn with Sn samples, which are never shared with the server
or other nodes. The total number of samples across all nodes
is denoted as S =

∑N
i=1 Si. Initially, each node shares the

same model weights, which are the pre-trained LLM weights
W0. To ensure privacy, the updates are subject to differential
privacy using the DP-SGD algorithm. Privacy guarantees are
controlled by parameters such as the noise scale σ, the clipping
norm C, the number of iterations T , the learning rate η, and
the batch size b.

As outlined in Algorithm 1 and illustrated in Fig. 1, the
PrivLoRA algorithm consists of two main stages:

1) Stage 1: Layer-Wise Fine-Tuning with SVD-Based Ini-
tialization: This stage combines lightweight layer-wise fine-
tuning on the client side with the SVD-based initialization of
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Fig. 1. An overview of the PrivLoRA scheme.

the LoRA matrices A and B on the server side.
• Layer-Wise Fine-Tuning: Each node receives the initial

pre-trained LLM weight W0 from the server and performs
layer-wise fine-tuning on a specific layer (such as self-
attention layers) for a small number of epochs (e.g.,
three epochs). After fine-tuning, each node encrypts the
weight updates (∆W ) using the PK algorithm, and the
encrypted updates are sent back to the server.

• SVD-Based LoRA Initialization: Upon receiving en-
crypted updates from multiple nodes, the server aggre-
gates the fine-tuned layer updates and sends the encrypted
aggregated result to a set of nodes t. Each node computes
its decryption share and returns it to the server. Once all
decryption shares are received, the server decrypts the
aggregated ciphertext and updates the pre-trained model
weights with the aggregated result (W1 = W0 +∆W ).
The server then performs SVD on the adjusted weight
matrix W1, which is used to initialize the LoRA matrices
A and B. These matrices are then distributed to the nodes
to serve as the starting point for LoRA fine-tuning. The
decomposition of W1 through SVD [34] is represented
as:

W1
SVD−−→ UΣV T . (2)

Then the weight matrices A and B are initialized with a
rank r as follows:

A =
√

Σ[: r, : r] · V T [:, : r],

B = U [:, : r] ·
√
Σ[: r, : r].

2) Stage 2: LoRA Fine-Tuning: At this stage, nodes fine-
tune the model using the initialized matrices A and B, while
the global model parameters W0 remain fixed during the fine-
tuning process. Nodes alternate the fine-tuning of matrices A
and B in odd and even rounds. The PrivLoRA algorithm is
as follows:

1) Broadcast: The server sends the initialized LoRA
weights A and B to all nodes.

2) Local Training: Every node n selects Sn samples
from its local dataset Dn and uses the clipped gradient
to update the local weights An

t or Bn
t based on the

communication round. In odd communication rounds, all
nodes freeze An

t and update Bn
t . In even communication

rounds, nodes freeze Bn
t and update An

t .

3) Add Noise: Gaussian noise en ∼ N (0, σ2) is added to
the weights An

t or Bn
t . The noise weights are denoted

as:
Ãn

t = An
t + en, B̃n

t = Bn
t + en.

4) Upload: Each node n uploads its updated weights Ãn
t

or B̃n
t to the server.

5) Aggregate: The server aggregates the noised weights
Ãn

t or B̃n
t from all nodes and computes the weighted

average as follows:
• Odd communication round:

1

N

N∑
n=1

B̃n
t =

1

N
(B̃1

t + B̃2
t + · · ·+ B̃N

t ).

The server distributes the aggregated B̃t back to all
nodes.

• Even communication round:

1

N

N∑
n=1

Ãn
t =

1

N
(Ã1

t + Ã2
t + · · ·+ ÃN

t ).

The server distributes the aggregated Ãt back to all
nodes.

IV. PRIVACY ANALYSIS

A. PrivLoRA Algorithm (Stage 1)

In the first stage, tMK-CKKS [12] provides robust security
against colluding and semi-honest nodes and servers, effec-
tively preventing information leakage from ciphertexts. The
security of PrivLoRA during this stage relies on the RLWE
problem [35], a well-established cryptographic framework
known for its resilience, even against quantum computing-
based attacks.

B. PrivLoRA Algorithm (Stage 2)

As outlined in stage 2 of Algorithm 1, PrivLoRA satisfies
(ϵ, δ)-differential privacy as follows:

The proof follows standard techniques from the differential
privacy literature, particularly those in Abadi et al. [13] for
moments accountants and the properties of DP. The FL setup
involves N nodes, each with a disjoint local dataset Dn,
collectively forming the global dataset D. Each client locally
updates the LoRA matrices (A and B) using DP-SGD. The
DP mechanism is applied during the local training phase using
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DP-SGD, with privacy noise scaled by σ, ensuring per-step
privacy. For each node n, where q represents the sampling
ratio, T is the total number of iterations, ϵ, and δ, the noise
scale σ is computed as:

σ = O

(
q
√
T log(1/δ)

ϵ

)
(3)

The training step in PrivLoRA involves three key steps:
1) Locally updating trainable LoRA matrices A and

B using DP-SGD: DP-SGD ensures that local updates
satisfy (ϵ, δ)-DP by adding Gaussian noise with variance
σ. The privacy loss for each step is composed using the
moments accountant as described in Abadi et al. [13].

2) Aggregating updates on the server using FedAvg: The
server averages client updates using FedAvg. This is a
post-processing operation, which does not introduce ad-
ditional privacy loss, as per the post-processing theorem
of DP.

3) Repeating Steps (1) and (2) for T communication
rounds: Over T communication rounds, the privacy
losses are composed using the moments accountant as
in Abadi et al. [13].

Finally, the moments accountant results are converted into
(ϵ, δ)-DP parameters using Theorem 1 from Abadi et al. [13],
providing the final guarantee for the entire training process.

V. EVALUATION

A. Evaluation Setup

We evaluated the performance of our system on downstream
tasks using RoBERTa [36] and LLaMA [37] models. We con-
ducted experiments focusing on natural language understand-
ing (NLU) tasks. We used the GLUE [38] benchmark, specif-
ically on MNLI, SST-2, QNLI, and QQP using RoBERTa-
Large (355M), a robust and versatile model widely adopted in
research [36]. We used the pre-trained model available in the
HuggingFace library [39]. For LLaMA-7B, we evaluated the
model on the SST-2 dataset.

All experiments are conducted using NVIDIA A100 GPUs.
We perform each experiment with five different random seeds
and report the average of the top 3 results. For a cross-silo
federated setting, we assume a total of 50 clients, with 10
participants per communication round. The learning rate is set
to η = 5e−4, and client data is randomly split to enforce strong
data heterogeneity across clients.

To implement the baseline methods, we utilize
FederatedScope-LLM [40], a federated framework designed
for fine-tuning LLMs. To ensure fair comparisons, we use a
consistent batch size b = 32, communication rounds = 500,
and 6 local update steps across all experiments. The LoRA
adapters are added to both the attention and feed-forward
layers with a rank r = 8.

For privacy-preserving settings, we use the following pa-
rameters: δ = 1e−5, privacy budget ϵ = 3, and clipping
threshold C = 10. Based on the sampling rate, total number
of iterations, and privacy requirement (ϵ, δ), we employ the

privacy accountant from Opacus [41] to calculate the noise
scale σ for all our experiments.

TABLE I
ACCURACY, COMMUNICATION COST (# TRAINABLE PARAMETERS), AND

COMPUTATIONAL COST (TRAINING TIME IN MIN.) OF DIFFERENT
ALGORITHMS FOR THE SST-2 DATASET ON THE LLAMA-7B MODEL.

Systems Accuracy Comm. Cost Comp. Cost
DP-LoRA 85.35 8.40 M 72
FFA-LoRA 86.67 1.60 M 40
PrivLoRA 88.51 1.60 M 47

B. Baselines

Our primary focus is on the accuracy of the final fine-tuned
LLM model. We also evaluate the communication cost and
training time for each algorithm. Our comparison covers three
methods across four GLUE datasets.

DP-LoRA [42]: In each iteration t, the node n fine-tunes
and adds noise to A and B using the DP-SGD algorithm and
sends the noisy updates Ãn

t and B̃n
t to the server. The server

then aggregates the updates by calculating Ãt = FedAvg(Ãn
t )

and B̃t = FedAvg(B̃n
t ).

FFA-LoRA [43]: In each iteration t, node n fine-tunes
and adds noise to B while keeping A fixed locally. Conse-
quently, the server only aggregates B̃n

t by calculating B̃t =
FedAvg(B̃n

t ).

C. Comparative Evaluation

In this section, we conducted a comprehensive evaluation
of PrivLoRA, DP-LoRA, and FFA-LoRA across three key
performance metrics: accuracy, communication cost, and com-
putational cost, using the SST-2 dataset on the LLaMA-7B
model. The results are summarized in Table I.

As shown in Table I, PrivLoRA consistently outperforms
both DP-LoRA and FFA-LoRA, achieving higher accuracy.
This can be attributed to Stage 1 of PrivLoRA, which enables
more efficient updates and improved convergence in hetero-
geneous and privacy-constrained environments. In terms of
communication efficiency, Table I illustrates the comparative
communication costs of each method. PrivLoRA and FFA-
LoRA exhibit similar communication overhead, both of which
are lower than DP-LoRA. This is because PrivLoRA and FFA-
LoRA update only one LoRA matrix per round, resulting
in fewer updates per round. On the other hand, DP-LoRA
transmits updates for both matrices, leading to higher commu-
nication demands. The PrivLoRA approach achieves stronger
model performance than both methods while incurring only
half the communication costs associated with LoRA.

Table I also provides an analysis of the computational cost
of each method. While the computational cost of PrivLoRA is
slightly higher than that of FFA-LoRA due to the additional
operations in Stage 1, this stage incurs a one-time overhead of
5.24 minutes, primarily attributed to HE and SVD initializa-
tion. However, since this stage is executed only once, it has a
negligible impact on the overall training efficiency. Moreover,
the SVD decomposition in this stage is efficiently handled by
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the server. The two-stage structure of PrivLoRA enables more
targeted fine-tuning, reducing the number of training iterations
needed to reach convergence. In fact, DP-LoRA’s dual matrix
updates, as well as FFA-LoRA’s limited fine-tuning of matrix
B, result in higher computational requirements to achieve the
same performance as PrivLoRA.

Overall, as summarized in Table I, PrivLoRA outperforms
DP-LoRA and FFA-LoRA in terms of accuracy, making it
a more suitable choice for privacy-preserving and resource-
efficient fine-tuning of LLMs in FL.

D. Ablation Studies and Design Validation

To validate our design choices, we conducted targeted
experiments isolating two key components: (a) self-attention
versus feed-forward fine-tuning in Stage 1, and (b) the com-
plete two-stage approach versus Stage 2-only fine-tuning. The
experiments were performed on the RoBERTa-Large model
using the MNLI dataset under a severely non-IID data setting.

TABLE II
ABLATION STUDY: DESIGN CHOICE VALIDATION

Variant Accuracy
Stage 1: Layer Selection

Self-Attention FT 73.81%
Feed-Forward FT 67.22%

Stage Configuration
Full PrivLoRA (Stage 1+2) 73.81%
Stage 2 Only 66.47%

1) Self-Attention vs. Feed-Forward Fine-Tuning: As shown
in Table II, fine-tuning self-attention layers in Stage 1 leads to
a 6.59% accuracy improvement over fine-tuning feed-forward
layers. This confirms that self-attention layers provide a more
effective foundation for SVD initialization in heterogeneous
federated environments.

2) Two-Stage vs. Single-Stage Approach: The complete
PrivLoRA scheme (Stage 1 + Stage 2) outperforms Stage
2-only fine-tuning by 7.34%, demonstrating that our layer-
wise fine-tuning with SVD initialization significantly improves
downstream task performance.

Taken together, these results strongly validate our core
design choices: prioritizing self-attention layers for Stage 1
fine-tuning and adopting a two-stage approach that combines
robust initialization with efficient LoRA adaptation, leading to
clear performance gains.

E. The Effect of Parameters

1) Effect of Data Heterogeneity: Table III presents the
performance of the RoBERTa model on the MNLI, SST-2,
QNLI, and QQP datasets, highlighting the impact of data
heterogeneity across different methods. PrivLoRA consistently
outperforms DP-LoRA and FFA-LoRA, achieving higher ac-
curacy in both IID and non-IID scenarios. This improvement
can be attributed to the first stage of our algorithm, where
a lightweight fine-tuning of the LLM’s self-attention layers
is performed for a small number of epochs. Then, LoRA is
initialized using an SVD technique based on the fine-tuned

TABLE III
PERFORMANCE COMPARISON ACROSS DIFFERENT DATA DISTRIBUTIONS

Data Distribution Method MNLI SST-2 QQP QNLI

IID
DP-LoRA 72.54 87.14 73.83 79.50
FFA-LoRA 75.13 87.58 74.96 80.64
PrivLoRA 77.49 89.27 75.55 82.20

Mild Het.
DP-LoRA 68.73 82.35 69.93 75.07
FFA-LoRA 73.18 83.67 70.61 76.23
PrivLoRA 75.97 88.51 75.06 81.11

Severe Het.
DP-LoRA 62.15 78.10 67.40 71.42
FFA-LoRA 68.65 82.22 69.12 73.37
PrivLoRA 73.81 87.24 74.83 77.70

TABLE IV
PERFORMANCE COMPARISON ACROSS DIFFERENT PRIVACY BUDGETS

Privacy Budget Method MNLI SST-2 QQP QNLI

Non-Private
DP-LoRA 77.24 88.14 76.83 82.74
FFA-LoRA 75.46 86.58 73.37 80.38
PrivLoRA 78.11 90.27 76.55 84.20

ϵ = 6
DP-LoRA 73.79 85.42 72.54 77.61
FFA-LoRA 74.95 84.10 71.12 78.14
PrivLoRA 76.93 89.72 75.82 82.38

ϵ = 3
DP-LoRA 68.73 82.35 69.93 75.07
FFA-LoRA 73.18 83.67 70.61 76.23
PrivLoRA 75.97 88.51 75.06 81.11

ϵ = 1
DP-LoRA 65.27 79.63 67.80 71.45
FFA-LoRA 72.43 81.11 69.82 73.28
PrivLoRA 74.12 87.97 74.34 78.49

model. This process enables the model to effectively adapt
to diverse client datasets, mitigating the negative effects of
heterogeneity and facilitating more efficient convergence.

2) Effect of Different Privacy Budgets: Table IV demon-
strates that PrivLoRA outperforms DP-LoRA and FFA-LoRA
in all tasks. Unlike DP-LoRA, which applies noise to both
LoRA matrices in every round and updates them simultane-
ously, PrivLoRA utilizes an alternating update mechanism.
This allows the model to optimize one matrix at a time,
preserving more useful information in each round while min-
imizing the impact of noise. Similarly, FFA-LoRA exhibits
weaker performance because it exclusively fine-tunes matrix
B while keeping matrix A fixed throughout all rounds, making
it less resilient under stricter privacy constraints.

VI. CONCLUSION AND FUTURE WORK

This paper introduces PrivLoRA, an FL framework ad-
dressing the critical challenges of privacy preservation, com-
munication efficiency, and performance degradation in fine-
tuning LLMs. By integrating LoRA with novel strategies
such as layer-wise fine-tuning, SVD-based initialization, and
an alternating update mechanism, PrivLoRA enhances model
performance, particularly in non-IID client data settings, while
significantly reducing communication costs. Additionally, the
incorporation of HE and DP ensures robust protection of sen-
sitive information throughout the training process. Extensive
experiments across diverse datasets validate the effectiveness
of PrivLoRA, demonstrating superior accuracy and efficiency
compared to existing privacy-preserving fine-tuning methods.
Future work may explore further extensions of PrivLoRA to
optimize computational efficiency for real-world deployment.
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