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ABSTRACT

The BitChat application and protocol were an-
nounced in July, 2025 by Jack Dorsey [1]. Cor-
responding iOS and Android apps are available
for free (and ad-free) download on their respective
stores.

Inspired by the pure peer-to-peer nature of bit-
coin, by prior projects in mesh networking, and
by the original Internet Relay Chat (IRC), BitChat
provides a seamless secure mesh networking chat
application for devices that are in direct range of
Bluetooth Low Energy (BLE) communication or
where messages can be forwarded by intermediate
relays. When devices are no longer within the
same mesh, one-to-one communication is provided
among users that have already exchanged keys
over an Internet-based peer-to-peer communication
system called Nostr.

This paper describes the architecture and proto-
cols of BitChat, including its use of BLE, of the
Noise protocol framework, and of Nostr.

This paper also compares BitChat to other his-
torical communication protocols based on wireless
mesh communications. Specifically, this paper in-
cludes many comparisons to the AllNet project,
which the author has led for over a decade.

I. INTRODUCTION

Firechat [2] was a peer-to-peer messaging app
that became famous in 2014, when it was used by
protesters whose Internet access was cut off by the
authorities they were protesting against.

By leveraging peer-to-peer (p2p) communica-
tions among mobile devices, that is, by having
each device forward to all other reachable de-
vices whatever messages it receives, ubiquitous
connectivity can be obtained as long there is a
sufficient density of devices. Specifically, given any
technology’s maximum communication range, all-
to-all communication is available as long as devices
form a connected graph with no link longer than
the communication range. While this is known not

to scale to large sizes [3], it can be very effective
within group of up to a few thousand devices.

In such a situation each device acts as both an
endpoint and a router, so this is known as wireless
ad-hoc networking. Very often such devices are
mobile, and then it does not make sense to use the
common strategy (used, for example, with IP net-
works) of assigning addresses based on the router to
which a device is connected. Instead, and assuming
that efficiency is not paramount, messages are sim-
ply flooded to all reachable devices, and some other
means is used to determine which unicast message
is intended for which device.

Chat applications notably require very little
bandwidth, so efficiency is less important than
keeping connected as many devices as possible,
ultimately supporting communications among as
many people as possible.

One of the weaknesses of Firechat is that it
did not encrypt unicast messages, leaving its users
vulnerable to eavesdropping. It may be desirable
for even broadcast messages to at least be signed,
to give confidence in the authenticity of the sender
of any given message.

Many protocols and apps since Firechat have
addressed the needs of this space, including
Serval [4], Gotenna [5], Briar [6] (which uses
Tor [7]), Bridgefy [8], Meshtastic [9] (which uses
LoRa [10]), and many others. One distinction
among different systems is whether additional hard-
ware is required to create the mesh network. Ad-
ditional hardware can provide greater communi-
cation ranges and get around the limitations of
standard networking protocols, which often lack
strong support for mesh networking. On the other
hand, if the mesh networking is done directly
between commonly-used mobile devices without
needing external hardware, then many more people
have access to it simply by installing the neces-
sary software. And since the density of participat-
ing devices may then be greater, such a network
may achieve higher connectivity than one using
specially-designed hardware if, due to its conve-
nience and affordability, more people and devices
participate in the ad-hoc network.

Not only are wireless networking protocols gen-
erally not designed for ad-hoc p2p communication
(with the outstanding exception of 802.11/WiFi
in IBSS mode), many mobile operating systems
also only support the most commonly used modes
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of such protocols. Software that wishes to use
direct peer-to-peer communication must then often
run with super-user (root user) privileges, which
again limits the number of potential users and
devices. And finally, although at the physical layer
radio communications are invariably broadcast and
connectionless, protocols such as Bluetooth and
its descendants are only designed for connection-
oriented point-to-point communications.

In addition to all these software obstacles, mobile
device operating systems such as iOS, in the name
of conserving energy, put apps to sleep whenever
they are not in the foreground, to the point of even
closing their sockets and the corresponding network
connections. Closing sockets fails to save much
energy, but does keep the apps from responding to
incoming traffic except when using the Apple Push
Notification service (APNs) [11], which requires a
centralized secure server and an Internet connec-
tion.

BitChat [12] is a recently developed wire-
less mesh chat app sponsored by billionaire Jack
Dorsey. It is designed to flood data to as many
nodes as are reachable over Bluetooth Low Energy
(BLE), which has a range of up to 100m under
normal circumstances, and up to 1,000m if a lower
bit-rate is used and the environment presents few
obstacles.

This paper looks at the design decisions of
BitChat at this early stage. Specifically, Section II
looks at the overall architecture of the project, Sec-
tion III focuses on the parts of the Noise Protocol
Framework that are used by BitChat, Section IV de-
scribes BitChat’s low-level use of BLE, Section V
talks about the Nostr protocol that supports commu-
nication when connected to the Internet and out of
BLE relay range, Section VI describes the iOS and
Android apps and their strengths and limitations,
and Section VII looks at project management issues
that might influence the eventual success of this
project.

The author of this paper has been the lead re-
searcher and developer for the AllNet protocol and
app [13] [14]. Throughout this paper we compare
the design decisions of BitChat to those of AllNet.
A summary of our findings is in Table L.

II. BITCHAT ARCHITECTURE

As explained in the BitChat whitepaper [15],
communications in BitChat are structured in four

BitChat AllNet
Created 2025 2011
Downloads 108 10*
Development active not active
Platforms i0S, Android Linux, Mac,
i0S, Windows

Wireless BLE WiFi on Linux
Internet Nostr distributed hash table
Encryption ChaChaPoly AES and RSA
Authentication SHA256 SHAS512
Delay-Tolerant no yes
Data Retention limited persistent
Main Use local broadcast one-to-one
Other Use(s) geohash, signed broadcast:

one-to-one local and remote

TABLE 1

SIGNIFICANT FEATURES OF BITCHAT AND ALLNET.

layers, shown in Figure 1:

o Application Layer, describing the messages
(including BitchatMessage and DeliveryAck)
used by the BitChat app.

e Session Layer, responsible for flooding mes-
sages, message types, and fragmentation. This
layer includes a TimeToLive field to prevent
infinite loops.

o Encryption Layer, responsible for building and
using “secure channels” between this device
and other devices. The functionality of this
layer is discussed in Section III.

o Transport Layer, the layer that uses BLE to
communicate in a peer-to-peer fashion among
devices within range of each other. This layer
is discussed in Section IV.

One significant difference between AllNet and
BitChat is that AllNet supports delayed delivery
of messages, thus implementing a Delay Tolerant
Network (DTN). BitChat either delivers a message
quickly or drops it, putting very little effort into
delivering older messages.

Bitchat application application layen

Message framing and state session layern

Noise protocol framework
BLE, Wi-Fi Direct, etc

encryption layer

transport layer

Fig. 1. BitChat architecture in the BitChat whitepaper.

340



III. THE NOISE PROTOCOL FRAMEWORK AND
MUTUAL AUTHENTICATION

The Noise protocol framework is “a framework
for crypto protocols based on Diffie-Hellman key
agreement” [16]. Noise is a family of protocols,
each one identified by a sequence of letters and
digits. The specific Noise protocol used by BitChat
is Noise_XX_25519_ChaChaPoly_SHA256
[15], where:

o the XX refers to the XX handshake pattern
described below,

e the 25519 specifies that the Diffie-Hellman
exchanges uses the standard elliptic curve
25519 [21]

e the ChaChaPoly specifies the use of the
ChaCha20-Poly1305 algorithm for the Au-
thenticated Encryption with Associated Data
(AEAD) cipher [22].

o the SHA256 specifies that cryptographic hash-
ing uses the standard hash function SHA-
256 [23].

The XX pattern of key exchange “is used for a
full handshake if the parties haven’t communicated
before” [17]. This is an exchange of three packets.
The first packet, from Alice to Bob, carries an
ephemeral key that Alice generated. The response
contains a different ephemeral key that Bob gen-
erated, used to complete the Diffie-Hellman key
exchange, as well as Bob’s long-term static key,
encrypted with the symmetric key derived from the
Diffie-Hellman exchange. The final packet, from
Alice to Bob, contains Alice’s long-term static key,
encrypted with the Diffie-Hellman derived key, and
completes a second Diffie-Hellman exchange with
Alice’s static key and Bob’s ephemeral key.

This authentication only needs to be done once
for each pair of people who will use BitChat
to communicate. The key is not considered valid
until the individuals involved have verified the key
fingerprint out-of-band.

The AllNet protocol has a similar key exchange,
but a shared secret is included in the exchange
to filter out any attacker who might also wish to
exchange keys with Bob or Alice, so no additional
verification is needed. On the other hand, AllNet
uses a custom protocol, which may be less secure
than a standard protocol such as used by BitChat.

IV. BITCHAT’S USE OF BLE

The fundamental nature of wireless radio trans-
mission is connectionless broadcast. While every
antenna is somewhat directional, fundamentally the
radio waves spread in nearly every direction, and
any sufficiently sensitive and discriminating re-
ceiver can, in the absence of noise, listen in to every
transmission. The Ethernet protocol [18], which
was inspired by the wireless Aloha protocol [19],
carries as the first meaningful bytes of each packet a
destination address so that non-recipients may stop
listening to incoming packets as soon as possible.

On top of this connectionless medium, Bluetooth
creates a connection mechanism so that devices
may mutually authenticate to each other and trans-
mit data, often encrypted, along these authenticated
channels. The connection process often includes
manual intervention, as in connecting a device to
a wireless headset, but may also happen automati-
cally.

Bluetooth Low Energy (BLE) is the newest ver-
sion of Bluetooth, improving on energy efficiency
and range.

In the iOS implementation of BitChat, the
file bitchat/Services/BluetoothMesh
Service.swift implements all of the services
needed for connection establishment and data
transfer:

e peer discovery and connection: each device
both advertises itself as a BitChat node and
listens for other nodes’ advertisements. A node
that has received another node’s advertisement
then connects to it, and a version negotiation
brings to two devices to agreement on which
version to use. The connection is tracked over
time to make sure the peer is still reach-
able. Should the connection go away, it is
re-established if possible. Connection status
changes are noted in the app’s user interface.

o message routing and relay, by forwarding each
received message to all other devices that one
is connected to. As each message is forwarded,
its Time To Live field (TTL) is decremented.
Messages with a TTL of O are processed
locally but not forwarded. This field, similar to
the analogous field in the IP header, prevents
unlimited use of network resources by a packet
that might be routed in a loop.
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There are several layers of abstraction in BitChat
message transfer. At the lowest layer (physical, ra-
dio waves) the information is broadcast to all within
range. At the next layer (data link, BLE protocol),
all communication is between individual peers. On
the next layer (network, flooding) all received mes-
sages are forwarded to all peers reachable through
the mesh network. Each such message is authen-
ticated, and private messages are also encrypted,
all with the Noise protocol. Above these layers,
the session and application layers create outgoing
messages and display incoming messages to the
user while tracking which users are reachable and
maintaining encryption and authentication state.

For comparison, the AllNet protocol has over
the years made several attempts to use different
versions of Bluetooth (including BLE) to transmit
messages. However, in a futile attempt to avoid the
complexities of Bluetooth connection management,
the designers of AllNet tried to use connectionless
modes of Bluetooth transmission, particularly the
advertising and scanning, to transmit AllNet data
directly, with no success to date. This lack of
success is to be compared to the very successful
use of the IBSS mode of 802.11/WiFi for ad-hoc
communication among Linux implementations of
AllNet.

V. NOSTR

When devices are no longer part of the same
wireless mesh but do have access to the Internet,
BitChat still supports communication among users
that have exchanged keys in the past, as well as
broadcast communication in chatrooms accessible
by a location-selecting feature known as a geo-
hash [20]. As well as attempting to send messages
along the BLE mesh, BitChat sends them to a
distributed peer-to-peer network of relays called
Nostr [24]. Receivers query relays to receive any
messages addressed to their own public keys or
current geohash. Although there is nothing to pre-
vent relays or end-nodes from accessing private
messages sent to others’ public keys, lack of the
corresponding secret key means the messages can-
not be decrypted.

Nostr is claimed to be used by 18 million peo-
ple [25], as a general peer-to-peer broadcast layer
for the Internet for a variety of applications. It is de-
signed to resist censorship and outside control, and

so is popular with people who dislike centralized
applications or centralized control.

The geohashes and resulting chat rooms are
monitored by different websites, including notably
bitchat.lat.

The internet communication functionality in All-
Net is provided by the AllNet Distributed Hash
Table (DHT). When any AllNet device is connected
to the Internet, it tries to connect to other All-
Net devices. If successful, the devices coordinate
to divide the space of possible AllNet addresses
among themselves, so that each message is stored
on a limited number of devices. While in theory
this may scale better than the Nostr scheme of
letting devices store data on any relay they wish,
in practice Nostr has grown to millions of users
whereas AllNet has never had more than a handful.
AllNet also lacks chat room functionality equivalent
to the BitChat geohashes, although it does support
signed broadcasts over the Internet.

VI. THE ApP

bitchat/comega 21

[19:30:11] x* pha
[19:30:26] <@omega> hello, world!
[19:30:51] <@alpha> hello back!
[19:30:58]
[19:31:58] <@alpha> these are
broadcast messages

[19:32:01]

connected *

* alpha took a screenshot *

* alpha took a screenshot *

Fig. 2. Broadcast messages on omega’s screen.

< back () omega @& D¢

[19:32:46] <@omega> These are secure one-
to-one messages

[19:32:57] <@alpha> yes vv

Fig. 3. One-to-one messages on alpha’s screen.

The design of the app’s Ul is mostly based on
textual interactions, and at time of writing, there
is no way to send media such as video, audio,
or pictures. Clicking on the “bitchat” label in the
upper left corner brings up a description of how the
app works, including that a triple tap on that same
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label will delete all the saved data and passwords
and contact information. In general, the app seems
designed for immediate interaction rather than long-
term information storage and retrieval, and it is
easy for recent interactions to no longer appear in
the window. This is in contrast to AllNet, which,
following the example of email, requires explicit
user interaction to delete received messages.

Also unlike AllNet, the BitChat app reports when
contacts are within range or no longer in range.
Instead, AllNet has a trace function that can
be activated manually to see which devices are
reachable. While in 2011 it seemed wise to have
apps be parsimonious with network usage, in 2025
saving bandwidth seems to be much less of a
concern, especially since BitChat only tracks users
reachable through the mesh network.

The main screen of the app shows broadcast mes-
sages sent across the BLE ad-hoc mesh network,
or, if a geohash is used, recent messages within
that chatroom. Messages sent from this screen are,
by default, broadcast to all. In the upper right of
this screen the user can see how many devices
are participating in the mesh or how many users
are in the chatroom. Clicking on that upper right
part of the screen gives a choice of connecting to
or messaging an individual. Unlike the broadcast
messages, which are only signed, these individual
conversations are both signed for authentication and
encrypted for privacy.

The key exchange to establish a connection with
an individual is seamless and nearly automatic. Af-
ter this exchange, however, there is no guarantee of
who the contact is. After making the individual key
exchange individuals can optionally compare each
other’s key fingerprints and, if these fingerprints
match, tell the app that the contact is verified. For
security, this operation must be performed out of
band, that is, with an authentication mechanism
other than BitChat.

One other benefit of exchanging keys is that
when the Internet is available, communication then
becomes possible over the Internet using Nostr
relays.

At a recent talk the author encouraged attendees
present in the room to download and try out the
app. The result was a brief mesh exchange among
10 different participants.

VII. ORGANIZATION OF THE PROJECT

The BitChat project has been very active. The
first log entry for the iOS project was on July
2nd, 2025, and for the Android project on July
8th, 2025. In the three months and a week since
then there have been over 800 updates to the
iOS project and over 350 updates to the Android
project. The last full month for which we have
data, September 2025, had 85 updates to the iOS
project and 51 updates to the Android project.
Both projects have over 30 different authors, and
there is almost no overlap between the authors
of the two projects. This is very different from
the AllNet project, begun as an academic project
in 2011, and having 4 contributors so far, all of
them enthusiastic colleagues and students of the
author. The organizational skills, charisma, and
perhaps abundant funds of the founder of BitChat
undoubtedly have all contributed to this meteoric
number of contributions, and if maintained, augur
well for the future of this project.

One notable difference between the AllNet
project in 2011 and the BitChat project in 2025
is that building blocks such as Noise and Nostr are
available and can be leveraged, without having to
be developed from scratch. Like BitChat, Nostr also
has been supported by Jack Dorsey, and the use of
Nostr by BitChat is likely related to this connection.

VIII. CONCLUSION

While still in its infancy, BitChat has been de-
signed very carefully and thoroughly to support
confidential peer-to-peer communication that is as
resistant as possible to censorship and interference.

At this time there is little evidence that the
general public in western democracies is interested
in disconnecting from centralized services that have
the ability to monitor or interfere with or com-
munications. Nonetheless, the allure of censorship
resistance and peer-to-peer decentralized commu-
nications continues to appeal to many technically
inclined and privacy-oriented people.

Accurately predicting the future is challenging,
but what can be said with confidence is that BitChat
has many of the technical and organizational under-
pinnings that might make it very successful in the
coming years.
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