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Abstract—Streaming data is data that is emitted at variable
volumes in a continuous, incremental manner with the goal
of low-latency processing often at a different physical location.
Network infrastructure is used to facilitate the connection be-
tween data sources and sinks, and must be robust to handle the
requirements of the workflow. The U.S. Department of Energy
Office of Science (DOE SC) a federal agency supporting fun-
damental scientific research for energy and the Nation’s largest
supporter of basic research in the physical sciences. DOE SC has
the responsibility for operating 10 National Laboratories, and
28 scientific user facilities supporting advanced supercomputers,
particle accelerators, large x-ray light sources, neutron scattering
sources, and other specialized facilities for nanoscience and
genomics. This paper investigates the state of streaming data
workfows, and details some of the approaches to this challenging
problem.

Index Terms—Data communication, Network protocols, Data
management systems

I. INTRODUCTION

Data has been compared to the lifeblood of organizations,
as well as being as valuable as oil was to early industrial
society. The ability to rapidly consume and perform analysis
on both pre-exiting data, as well as those that are actively
being generated, defines the success of a scientific workflow.
Certain types of data pipelines may in fact rely on access
to online producers of data whose output must be processed
when received, and where results may similarly be quickly
acted upon to meet timeliness constraints. Within this realm
of online analysis, distributed data paradigms have emerged
that enable computation on a critical set of time-sensitive
data generated by one or more sources in a deadline-driven,
deterministic manner. This type of time-constrained, low-
latency processing is often referred to as data streaming [1].

Within the DOE SC user facilities complex, data streaming
requirements have been driven in large part by scientific
instruments that are generating such high volumes of raw
observations that they exceed local processing and storage
capacities. Consequently, scientific workflows have begun to
concurrently make use of remote High Performance Comput-
ing (HPC) facilities to process streams of experimental events
in their analysis pipelines. The distributed, time-constrained
nature of this processing necessitates that event data be
transferred over a high-performance network towards awaiting
compute resources while the experiment is ongoing, and where
online analysis has the potential to modify, or steer, the active
experiment using embedded control mechanisms. Supporting

data streaming applications in terms of network access and
services, security policy, dynamic compute allocation, and
end-to-end orchestration are all areas that will require ongoing
evolution and support from facilities before any general model
may be adopted.

Early efforts to design and implement new data streaming
services and architectures have begun to seize this open op-
portunity. The Energy Sciences Network (ESnet), the network
provider for DOE SC Laboratories and user facilities, has
both initiated and integrated with data streaming projects. The
goal in this work is to survey a subset of these efforts and
provide a better understanding of the current characteristics,
requirements, and technological solutions that are driving this
shift in data delivery and processing. which in turn may help
inform network infrastructure operators and the data producers
and consumers alike.

II. BACKGROUND

In contrast to data streaming, the DOE Advanced Scientific
Computing Research (ASCR) program has been successful
in addressing many of the challenges around file-based data
movement. The ScienceDMZ model [2], including the adop-
tion of Data Transfer Nodes (DTNs), has enabled the large-
scale distribution of data sets between science and HPC
facilities and provides a pattern for reproducible deployment.
There has been a similar convergence around patterns for
high-performance storage [3]-[5] and wide-area network pro-
visioning systems [6], [7] that integrate tightly with local
compute and DTN resources. Unfortunately, file transfer is not
a panacea and there are shortcomings for certain use cases that
work with time-sensitive data.

More broadly, the focus on HPC facilities to scale in
terms of processing and storage has increasingly had to share
consideration with the inclusion of enhanced data delivery
architectures, which allow for the direct, end-to-end transfer
of data over remotely connected, and often heterogeneous,
compute and network infrastructure. The distributed nature
of such architectures points to the network taking a more
active role in realizing any deployed approach. However,
what additional capabilities (e.g., in-network data services)
the network should provide, and where (Core vs Edge or
some combination), in supporting data streaming applications
remains an open question. Compounding both technical and
sociological issues is the fact that unlike the de facto standards
and models around file-based data delivery, the solution space,
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and even definition, of data streaming for DOE-supported
experimental science is not well-defined and remains in a
prototyping phase.

A DOE report [8] defines a data stream as “an unbounded
sequence of events that needs reactive real-time or near real-
time processing and can possibly have multiple consumers
and producers.” Streams do not support random access, i.e.,
arbitrary forward or backward access to data, and stream data
must be processed as it arrives, thus cannot benefit from global
meta-data awareness. Steering was defined as “the ability
to dynamically control the progression of a computational
process to enable decision support”. Steering refers to the
real-time adjustment of simulations, sensors, or autonomous
vehicles, often in conjunction with streaming data. However,
streaming and steering don’t always occur together, as seen
in cases where two coupled codes, like fluid dynamics and
structural solvers, interact without simultaneous streaming [9].

The need to develop capabilities around data streaming and
steering has been captured in the recent Integrated Research
Infrastructure Advanced Blueprint Activity (IRI ABA). In
particular, the IRT ABA final report [10] highlights a Time-
sensitive architectural pattern that motivates development in
this area. The Time-sensitive pattern calls out urgency as
a defining characteristic “requiring real-time or end-to-end
performance with high reliability, e.g., for timely decision-
making, experiment steering, and virtual proximity.” Given the
momentum behind IRI activities, HPC facilities have begun
evolving their own architectural designs that include capabili-
ties for supporting streaming workflows [11]. Additional work
in [12] was used to categorize a number of existing scientific
workflows that spanned multiple facilities, highlighting how all
three IRI architecture patterns are being used in practice across
the DOE SC user facility complex to accomplish modern team
science.

III. RELATED WORK

The authors acknowledge that reviewing the current state of
topic well explored. In [13] Isah et al. explored a comparative
study of distributed data stream processing and analytics
frameworks. In [14] Khan et al. performed an empirical study
on widely used data streaming technologies and serialization
protocols. This work will explore a number of general-purpose
streaming frameworks developed in both the open source and
commercial spaces.

These frameworks include Kafka , Nanomsg, ZeroMQ,
MQTT, RabbitMQ, and NATS, to name only a few [15]-[20].
Such frameworks support various communication patterns like
publication/submission (pub/sub), pipeline, and request/reply
that form the basis for many data streaming workflows.
Additionally, they offer proven, scalable implementations that
offer fault tolerance and a number of integration opportunities
through robust programming language and library support.
One major challenge is in the complexity of setup and
maintenance of such frameworks, which often requires a
deep understanding of their architectures and operations to
effectively deploy and integrate.

There are also a number of frameworks supporting data
streaming associated with a number of DOE facilities that
are in various stages of development. These include EPICS,
SciStream, EJFAT, and DELERIA [21]-[24]. Such streaming
frameworks are typically not as generalized as the examples
given above; rather they are more focused on supporting a spe-
cific type of workflow with well-defined orchestration needs or
particular applications within a given science domain that have
performance or access requirements. Additionally, such frame-
works may incorporate existing streaming framework solutions
such as Kafka or Nanomsg to provide network communication
infrastructure or they may implement their own. Purpose-built
streaming efforts often provide a more tailored set of interfaces
designed to meet the needs of experimentalists, and hide the
underlying network and orchestration complexities.

Finally, at the organizational level, there are a number
of DOE facility and DOE-collaborative projects that are in-
vested in some combination of developing and employing
streaming workflow capabilities. These include the Advanced
Photon Source (APS) at Argonne National Laboratory (ANL),
the Advanced Light Source (ALS) and National Center for
Electron Microscopy (NCEM) at Lawrence Berkeley National
Laboratory (LBNL), the DIII-D National Fusion Facility, the
Facility for Rare Isotope Beams (FRIB) GRETA project at
Michigan State University, the ATLAS and CMS collabora-
tions from the Large Hardron Collider (LHC), the Electron-Ion
Collider (EIC) at Brookhaven National Laboratory (BNL), and
the Linac Coherent Light Source (LCLS) at SLAC. Ongoing
nuclear fusion projects such as International Thermonuclear
Experimental Reactor (ITER) are also anticipated to depend
heavily on distributed data analysis made possible by high-
performance data streaming.

IV. CHARACTERISTICS OF DATA STREAMING OVER A
NETWORK

Given the variety of data streaming use cases and possible
technology solutions, we offer a definition of data streaming
for the reader that attempts to narrow the context for the
following archetype definitions. This definition is scoped to
data streams that traverse a network, as opposed to data
streams that may occur within a particular compute system.
As a disclaimer, the following characterization should not be
considered applicable to all data streaming use cases, but rather
used as a helpful guide when considering data streaming in
relation to other data movement paradigms such as file transfer.
The key characteristics of data streaming are:

o Cl: Data delivery between a producer and consumer
across a network

e C2: There can be multiple producers and consumers with
different endpoints

o C3: At least one endpoint must involve volatile memory

e C4: A control component to create and manage a data
pipeline

o C5: Active streaming has a predetermined duration over
which the data pipeline is active
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C1 necessitates the involvement of a networking component
and does not consider purely local inter-process or intra-node
use cases. The network itself may be from the data center to
the wide area in scale. C1 also considers bi-directional flow
of information between producers and consumers and does
not make any assumptions as to the initiator of data transport
connections.

C2 expresses that data streaming workflows often involve
more than single, point-to-point connections. Parallel, in-
cast (many-to-one), and out-cast (one-to-many) connectivity
patterns across multiple producer and consumer endpoints are
common and must be considered in the supporting network
design.

C3 ensures there is a timeliness component to the data
stream, and implies some active processing at either the pro-
ducer or consumer. This characteristic separates data streaming
from variations on file-based, storage-to-storage data move-
ment. C3 also highlights the potential need of the network to
ensure some level of quality-of-service to ensure the streaming
solution can deliver data with reliability guarantees and min-
imal buffering, reducing latency of the processing pipeline.

C4 necessitates some level of configuration to enable net-
work connectivity between producer and consumer endpoints.
Producers and consumers are not assumed to be persistently
reachable over a dataplane connection and thus a level of
dynamic control is required. Composing services between the
endpoints forms a “data pipeline” that supports the eventual
data stream. Such control may also involve changing the
network’s service level expectations (SLAs) and steering of
the data stream connections over the course of a workflow
lifetime.

C5 specifies that data streams are not unbounded under
this definition and often have a timeliness quality, which may
be driven by experimentation or application constraints.The
deadline-driven nature of many data streaming use cases
require active network connectivity that will have a specific
termination date, although that date may be extended as
needed.

V. DATA STREAMING SOLUTION ARCHETYPES

There are several data streaming systems under development
and undergoing active prototyping that fall within the data
streaming definition described above. It has also become
apparent that there are a number of different architectural
approaches being investigated. Understanding the specific
problems being tackled, and the technical solutions being
developed within each system, may aid infrastructure operators
when providing services and guidance when data streaming
applications are deployed. We identify three main archetypes
below.

A. End-to-end

The real-time nature of stream processing requires acquiring
control of instruments, compute and network; however, a
stream of data on its own lacks the mechanisms to decide
how to orchestrate these resources on behalf of the application.

End-to-end architectures take an active role in orchestrating
the entire data streaming workflow, from management of
data sources, compute and network allocation, application
execution, streaming data transport, and steering feedback
support.

End-to-end streaming solutions may be more tightly inte-
grated with a particular instrument or application(s) as the or-
chestration mechanisms would require a closer coupling with
the specifics of the local site interfaces. However, generalized
components and methodologies developed as part of the end-
to-end solution may find use in other contexts, particularly if
the end-to-end design is modular and composable.

B. Network transport

Network transport solutions focus on streaming data de-
livery over the network, and the control and management of
data sources are out of scope. Orchestration in this archetype is
limited to the network-based services that provide connectivity
and SLAs (e.g., quality-of-service) between endpoints. Such
orchestration may involve data-plane setup and active steering
of the streaming flows over time.

Network transport approaches may provide companion soft-
ware and tooling that allows applications to marshall, trans-
pose, and direct source data into the transport data plane. The
transport implementation itself may also provide in-network
capabilities such as caching for redundancy and failover,
load-balancing, and protocol translation/boosting. Providing
such features typically necessitates some application-specific
knowledge be encoded into the data stream via protocol
encapsulation, or otherwise specified using a dedicated control
plane.

C. Middlebox

One of the key challenges in supporting online streaming
applications is enabling connectivity between endpoints across
potentially multiple unique network domains. The middlebox
archetype is a solution that makes use of network forwarding
components (e.g., proxies) to assist in navigating different
administrative and technological network segments, and in
particular, between public-private address spaces by providing
a network-address (NAT) translation capability.

Middlebox proxies may be software-router based (run-
ning on standard servers and network interfaces) or may
be hardware-assisted (relying on SmartNICs or other pro-
grammable network devices). Beyond providing NAT func-
tions, they may allow flexibility in the forwarding layer
(L3/L4/L7) with support for various application-specific in-
terfaces. Middlebox implementation will typically include a
control plane that supports the instantiation of authenticated
configuration at the per-flow or end-to-end path level.

The middlebox archetype has the potential to offer the
most flexibility given its realization as a solution that runs
on standard server hardware. This flexibility also presents
some potential downsides in terms of achievable forwarding
performance and consistency, complexity in securing deployed
proxies, and maintaining application expectations around the
end-to-end principle.
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VI. DATA STREAMING PROJECTS IN USE AT ESNET

Several data streaming solutions have been under investi-
gation at ESnet, each having unique capabilities and targeted
use cases. Table I summarizes each project by its key features
and categorizes them by the previously defined data streaming
archetypes. A brief description of each project follows.

The ESnet-JLab FPGA Accelerated Transport, or EJFAT
(pronounced “Edge-Fat”) [23] is a collaboration between
ESnet and the Thomas Jefferson National Accelerator Fa-
cility (Jefferson Lab). The EJFAT prototype is designed to
seamlessly integrate edge and cluster computing in order to
allow data from multiple types of scientific instruments to be
streamed and processed in near real time by multiple HPC
facilities — and, if needed, to redirect those data streams
dynamically.

DELERIA [24] is a software suite designed to generalize
and scale-up the FRIB GRETA instrument’s data streaming
pipeline. The DELERIA software supports the end-to-end or-
chestration of the data pipeline, from the instruments, compute,
and networking across multiple facilities. The effort represents
co-development between ESnet, Nuclear Physics at LBNL,
and ORNL for network testbed deployment.

SciStream [22], [25] is a project from ANL that bills itself
as an architecture and toolkit for data streaming between feder-
ated science instruments. It provides a middlebox solution for
memory-to-memory streams and includes a control protocol
with Globus Authentication support.

The Extensible Internet Block Streaming Service (EI: BSS)
is the outcome of an ongoing research effort within University
of California Berkeley ICSI called Extensible Internet [26],
[27] to develop a block-oriented streaming solution for time-
intensive projects.

Apollo Streams is derived from the Phoebus project [28],
a middlebox architecture for WAN acceleration with net-
work service on-ramp capabilities. Apollo enables memory-
to-memory streaming applications to proxy their transport
flows through Apollo Gateways where per-segment protocol
optimization or translation may take place.

VII. CONCLUSIONS

This work can be summarized as follows:

o Data streaming does not fundamentally require that
the network be managed other than having reasonable
expectations around packet delivery. Best-effort packet
forwarding, at whatever connection rates are available,
may be suitable for a significant subset of streaming
workflows.

« Beyond best-effort delivery, the level of networking sup-
port may be dependent on the complexity of the streaming
solution. Is network visibility and control required for
accurate steering? Are there performance and access
requirements? Where are the network boundaries between
producer and consumer? Is there an expectation for a
particular QoS SLA?

« A key challenge in data streaming between HPC facilities
is how to navigate network connectivity across active

319

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

compute elements. Ethernet convergence has simplified
part of the equation, but enabling access to local intercon-
nects, and providing a variety of consistent, end-to-end
network service types (e.g. LZVPN, L3VPN) are active
areas of development.

What should the availability and role of networking
configurability be in any end-to-end orchestration stream-
ing solution? Is it possible to define a set of network
primitives that would form the basis of a network facility
API?

Network transport solutions have an opportunity to in-
troduce bespoke capabilities, often relying on in-network
hardware/service deployments. Will such capabilities also
be generalizable or are they best served through tightly
coupled integration with data producers and consumers?
Proxy solutions offer a path to streaming adoption using
existing, well-understood, ScienceDMZ buildouts. Au-
thN/AuthZ integration and performance scaling might
slow deployment opportunities in the future. Middlebox
gateways may also be hosted in-network where they could
provide services at the customer edge.

There is a common pattern that emerges in each data
streaming solution: establish a data plane for the work-
flow given some desired SLA, make use of an existing
control plane to establish the data plane, and manage its
behavior for the duration of the data streaming workflow
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