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Abstract—Next-generation networks’ complexity trans-
lates to a broad attack surface, increasingly hard to
monitor and protect. In the ongoing cybersecurity arms
race, as attackers exploit Artificial Intelligence (AI) to
design new threats, defenders must operate at the same
level. While Al-based anomaly detection has shown great
promise, its interpretability is often hindered by the black
box nature of modern models. Explainable AI (XAI)
methods, starting from feature attribution, can address this
challenge by providing insights into the model’s decision-
making process. Yet, it remains unclear to what extent
XALI can help analysts interpret alerts and guide mitigation
actions. In this paper, we explore the use of large language
models (LLMs) as an additional interpretive layer in the
anomaly detection pipeline. We propose ROXAS (Reason-
ing Over eXplained AnomalieS), a methodology that com-
bines anomaly detection via an XGBoost regressor trained
solely on benign data, logic-based feature attribution for
correct interpretation of alerts, and LLM-based guidance
to move toward actionable mitigation assistance. The LLM
outputs are evaluated against the expert-curated MITRE
FiGHT database, showing alignment with best practices
in 5G network defense.

Index Terms—5G Networks, Anomaly Detection, Ex-
plainable Artificial Intelligence, Large Language Models

I. INTRODUCTION

As 5G networks are increasingly deployed in criti-
cal applications, their growing complexity introduces
new challenges for ensuring robust and adaptive
cybersecurity [1]. Artificial Intelligence (Al)-based
anomaly detection has emerged as a promising strat-
egy to tackle these challenges [2]-[4]. However, such
models are often perceived as black boxes that lack
insight into their decision-making processes.

Explainable AI (XAI) seeks to bridge the inter-
pretability gap as well as other perceived deficiencies,
with several approaches explored in the literature [5],
[6]. Among interpretability approaches, feature attri-
bution methods identify which input features con-
tributed the most to a given output. While feature
attribution can reveal what features are responsible
for an anomaly, it does not tell how these insights
should inform mitigation actions.
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Recent studies highlight the potential of Large
Language Models (LLMs) to enhance cybersecurity
“reasoning” by deriving human-like insights from
complex, heterogeneous data [7]. Building on this
promise, we aim to understand whether LLMs can
translate low-level insights into operational mitigation
guidance. In this work, we explore the integration of
feature attribution and LLMs in Al-driven anomaly
detection, addressing the following research questions
(RQs):

e« RQI: Can an LLM translate feature attribution

into operational mitigation guidance?

« RQ2: To what extent do LLM-derived mitigation

strategies align with established best practices in
5G network defense?

To address these questions, we propose ROXAS
(Reasoning Over eXplained AnomalieS), a method-
ology to enhance the interpretability and operational
relevance of Al-based network defense systems, and
evaluate it against multi-step attacks in 5G cellular
network.

The remainder of the paper is organized as follows:
Section II reviews background concepts; Section III
presents the proposed methodology; Section IV in-
troduces the case study; Section V describes imple-
mentation details and evaluation strategy; Section VI
reports and discusses results; Section VII summarizes
related work; finally, Section VIII concludes the paper.

II. BACKGROUND
A. Anomaly Detection via Regression

Anomaly detectors typically use unsupervised
learning on benign data to establish a model of
normality [8]-[11]. We employ an XGBoost regres-
sor [12], a highly scalable gradient-boosted decision
tree algorithm suitable for network intrusion detec-
tion [13]. Although inherently supervised, XGBoost
can be adapted for one-class anomaly detection by
training exclusively on benign data, as done in the
present research. Large prediction errors are treated
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as anomalies, enabling binary classification of normal
and abnormal instances.

B. Logic-based Feature Attribution

XAI provides insight into Al-model decisions
through global or local explanations, using statistical
or logical methods [14]-[17]. We focus on feature
attribution, well-suited for applications where under-
standing the influence of specific inputs is crucial,
such as network security [15]. Specifically, we use
VoTE-XAI [18], a logic-based method for tree ensem-
bles that has been shown to have superior performance
[19]. It yields minimal, logically sound explanations
by identifying feature—value pairs necessary to justify
a given prediction.

Formally, an explanation E is valid for a prediction
fler,... cn) —d if:
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Where x1,...,x, are the features, cy,...,c, are their
respective values, and d is the model’s prediction. An
explanation E is minimal if removing any element
from it invalidates this justification:
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Where x1,...,x, are the features, cy,...,c, are their
respective values, and d is the model’s prediction.

C. Large Language Models

LLMs are transformer-based neural networks
trained on massive text corpora to learn probabilis-
tic language representations. Leveraging self-attention
mechanisms [20], they capture contextual dependen-
cies and generalize across domains, enabling few-shot
and zero-shot learning [21]. Their versatility makes
them well-suited as interpretive layers in complex
pipelines requiring human-readable analysis and sum-
marization. We use Open-Mistral-7B', an open-source
LLM accessible via API, due to its efficiency and
balanced trade-off between performance and compu-
tational cost [7].

D. MITRE FiGHT Database

MITRE Five-G Hierarchy of Threats (FIiGHT) [22]
is a publicly available knowledge base for 5G net-
work defense that enumerates adversarial techniques
(FiGHT Technique IDs, FGT) and corresponding mit-
igations (FiGHT Mitigation IDs, FGM). Each entry
includes detailed technical descriptions covering ra-
dio, core, and management planes. In this work, the

Thttps://docs.mistral.ai/

framework serves as a reference to evaluate whether
the LLM-generated mitigation strategies align with
recognized best practices.

III. PROPOSED METHODOLOGY
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Fig. 1. High-level representation of ROXAS.

ROXAS is structured in four steps (Figure 1):

1) Anomaly Detection: We employ an XGBoost
regressor trained exclusively on benign data to
learn a model of normality. During inference,
instances with large prediction error are flagged
as alerts.

2) Feature Attribution: We apply VoTE-XAI to
the alerts from Step 1, computing one minimal
explanation per alert, consisting of feature—value
pairs that are necessary to justify the model’s
output.

3) Prompt Construction: We use the output from
Step 2 to construct structured prompts for the
LLM. Each prompt includes a contextual descrip-
tion of the system’s role (network analyst), a brief
instruction specifying the reasoning task, and the
list of anomalous features and their values.

4) Mitigation Actions: Finally, we prompt the
Open-Mistral-7B model to translate low-level
feature attributions into high-level, human-
readable guidance, using the output of Step 3.

IV. CASE STUDY: FAKE BASE STATION IN 5G
NETWORKS

Our dataset captures Layer-3 network traces from
diverse attacker capabilities and mobility settings,
enabling realistic modeling of Fake Base Stations
and multi-step attacks. The traces include Non-Access
Stratum (NAS) and Radio Resource Control (RRC)
protocol messages. We focus on NAS-level features
only - see [23] for details.
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A. Data Pre-processing

To improve detection performance, multiple data
pre-processing steps were performed. First, low-
variance features carrying little informational value
were removed. To address redundancy, pairs of highly
correlated features were compared, and the feature
with the lower mutual information score was dis-
carded. This process reduced the feature space from
478 to 117 features.

As the model does not perform classification, strict
class balance is unnecessary. To enhance generaliza-
tion, 3,000 additional benign samples were synthet-
ically added by sampling existing benign instances
and adding small Gaussian perturbations to their
numerical features. The noise was scaled by each
feature’s standard deviation to preserve realistic value
ranges, while categorical and binary features were left
unchanged. The number of samples was determined
empirically based on validation performance.

Finally, all features were standardized using z-score
normalization to ensure comparable numerical ranges
and to prevent high-magnitude features from dispro-
portionately influencing the model’s predictions.

B. Attack Selection

The dataset includes 21 attacks across four macro-
categories: Denial of Service (DoS), Bidding Down
(a category of selective DoS), Location Tracking, and
Battery Drain. We selected one representative class
per macro-category, based on sufficient representation
in the dataset and diversity, measured via pairwise
cosine distances between class centroids. The final
selection included RRC replay attack for DoS, Bid-
ding Down with Service Reject, Location Tracking via
Measurements Report, and Energy Depletion Attack.

C. Evaluation Goals

For Step 1 and 2 of ROXAS (Section III), the
anomaly detector is applied to the test data to produce
alerts that serve as input for subsequent analysis.
Its performance reflects how accurately these alerts
correspond to genuine anomalies. Then, VoTE-XAI
produces explanations that are provably correct with
respect to the model.

Finally, for Steps 3 and 4, the aim is to assess
whether the LLM-generated outputs are operationally
meaningful and aligned with known countermeasures
for the corresponding anomalies.

V. IMPLEMENTATION AND EVALUATION
STRATEGY

All the steps were implemented in Python, and
executed in a Debian-based virtual machine equipped

with an Intel Core Ultra 7 155U CPU and 32 GB
RAM. Source code and data are available on GitHub?.

Steps 1 and 2 of ROXAS were applied in accor-
dance with existing methodology [19]. The hyper-
parameter tuning and performance of the detector,
both of which form the starting point of this work,
are summarized in Table I. The metrics definition is
standard®. The model achieved an overall precision of
0.96, recall of 0.97, and Fl-score of 0.97, correctly
identifying the majority of malicious instances with a
low false positive rate.

TABLE I
ANOMALY DETECTOR CONFIGURATION AND PERFORMANCE.
Hyperparameters

Number of estimators | 200
Max depth 10
Learning rate 0.1
Performance
TP 23,533
FP 955
TN 2,950
FN 722
Precision 0.96
Recall 0.97
F1-Score 0.97

A. Prompt Construction

In Step 3, the prompt template was refined itera-
tively during initial testing. A context file was defined
as follows:

o Context: A known fake base station has been

detected in the 5G network.

« An anomaly detection system has flagged a suspi-
cious NAS (Non-Access Stratum) trace that may
be related to this activity.

« Input: You are provided with the most anomalous
feature-value pairs for one suspicious trace.

o Task: Provide actionable mitigation recommen-
dations to restore normality.

Then, three representative true positive alerts were
selected for each macro-category, and their feature
attributions were used to construct prompts through
an automated script.

Each message sent to the LLM consisted of: (i)
a system message defining the analyst’s role, and
(ii) a user message including the above context, the
list of anomalous feature—value pairs, and explicit
instructions to summarize the likely cause and pro-
pose a mitigation checklist limited to 5G NAS/RRC
and core/RAN configuration. The model was also
instructed to specify timers, counters, rules, or KPIs
where applicable, and to state assumptions when
evidence was insufficient.

Zhttps://github.com/FedeU95/ROXAS
3https://scikit-learn.org/stable/modules/model_evaluation.html
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B. Mitigation Actions

Step 4 was implemented using Open-Mistral-7B.
The LLM was queried via its API with the context
file and a prompt for each anomaly and attribution
from Steps 2 and 3.

The generated outputs were first reviewed for in-
ternal consistency within each macro-category as a
sanity check. Subsequently, each LLM response was
evaluated via mapping onto a mitigation from the
expert-curated MITRE FiGHT framework.

Each selected attack was mapped with the cor-
responding FGT. Then, each LLM-suggested action
was manually examined and associated with the most
relevant FGM entry by comparing its technical de-
scription against the FIGHT mitigation taxonomy.

VI. RESULTS AND DISCUSSION

Table II shows the mapping between the LLM-
suggested actions and MITRE FiGHT mitigation,
where applicable. A minority of LLM-generated ac-
tions had no direct FGM counterpart, but aligned with
broader defensive principles (e.g. recommendations to
collaborate with other network operators, implement
user education programs for awareness).

For Bidding Down, the LLM correctly identified
the anomaly as an attempt to manipulate NAS proce-
dures to cause service rejection or DoS. Its proposals
to verify message integrity, adjust parameters, and
restrict reconnections mapped to FGMS5002 (Discard
RAN signaling received without integrity protection)
and FGM5006 (Restrictive user profile), both coun-
termeasures to the FGT1562.501 technique (Impair
Defenses: Bid-Down UE).

For Energy Depletion, the generated actions (block-
ing or whitelisting suspicious NAS-IDs, enforcing
anomaly detection rules, and monitoring attach/de-
tach activity) mapped to FGM1010 (Deploy com-
promised device detection method) and FGM1040
(Behavior prevention on endpoint), both mitigat-
ing FGT1203.502 (Exploitation for Client Execution:
Baseband API).

Location Tracking results were highly consistent,
linking the anomalies to user impersonation or infor-
mation extraction. The LLM repeatedly suggested in-
creasing RRC re-establishment timers, enforcing fre-
quent authentication and key-agreement procedures,
and strengthening encryption. These correspond to
FGM5006 (Restrictive user profile) and FGM1041
(Encrypt sensitive information), which defend against
FGT5012.002 (Locate UE: UE Measurement Re-
ports).

For RRC Replay, recommendations such as iso-
lating the affected UE, limiting repeated connection
attempts, and monitoring signaling rates all mapped

to FGM5509 (Screen signaling and user-plane mes-
sages), associated with FGT1498.501 (Network DoS:
Flooding Core Network Component).

A. Insights from Evaluation

Results show that our anomaly detection model,
which was only trained on benign data, achieves
a binary classification performance comparable to
prior work [23]. This is interesting since adopting an
unsupervised approach is a more pragmatic approach
in real applications and reduces the need for labeled
attack class data.

These outcomes indicate that we can start the expla-
nation and mitigation approach with a a lightweight,
regression-based model that effectively captures ab-
normal network dynamics and generalizes to unseen
attack instances.

The LLM results are indicative of the novel con-
tribution of this work. The outcomes of steps 3 and
4 demonstrate that structured prompts derived from
feature attribution can yield technically coherent and
operationally meaningful mitigation guidance. This
supports the premise that LLMs, guided by feature
attribution, can serve as an intermediate interpretative
layer in the detection pipeline (RQ1). Note that the
LLM’s guidance is largely driven by the quality of
the explanatory input and, implicitly, by the model
used for detection. Finally, most LLM-generated sug-
gestions could be mapped with MITRE FiGHT mit-
igation, suggesting that LLM-assisted guidance can
translate feature attributions into high-level, context-
aware hints so the operator, aligned with established
best practices when placed in the context of a 5G
network defense (RQ2).

B. Limitations and Future Work

Despite the promising results, our approach has
limitations. First, the evaluation focused primarily
on user-level attacks rather than infrastructure-level
threats, not focusing on the generalizability of the
findings to broader scenarios. Second, the LLM we
used is a general-purpose, mid-sized model not specif-
ically trained on 5G or network security data. Third,
the qualitative assessment of the LLM outputs was
not confirmed through human-in-the-loop validation
by domain experts, which would strengthen the evi-
dence of the operational soundness of the generated
suggestions.

Future work will address these limitations by ex-
tending ROXAS to infrastructure-level attack datasets
currently under collection, experimenting with larger
and fine-tuned LLMs specialized for 5G network con-
texts, and integrating expert-driven evaluation loops to
further assess the accuracy and applicability of LLM-
generated recommendations.
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TABLE II
MAPPING BETWEEN LLM-SUGGESTED MITIGATIONS AND MITRE FIGHT DEFENSIVE MEASURES.

Attack Class

LLM-Suggested Mitigations

Mapped MITRE
FiGHT Mitigation
IDs

MITRE FiGHT
Technique ID

1. Analyze NAS and RRC
messages for integrity;

2. Tighten NAS EPS EMM
parameters;

3. Configure NAS timers to
limit exposure;

Bidding Down
with ServiceReject

to prevent reconnection;

integrity.

4. Blacklist suspicious IMSIs

5. Deploy IDS/IPS for signaling

FGM5002 (1,5);

FGM5006 (2.3.4) FGT1562.501

1. Block suspicious NAS-ID
access;

restrict allowed devices;
Energy Depletion
detection rules;

attach/detach rates);

policies and AAA rules.

or TMSI to prevent unauthorized

2. Update NAS-ID whitelist to

3. Implement NAS/RRC anomaly

4. Monitor KPIs (NAS-ID distribution

5. Update core-network security

FGM1010 (1, 2, 3,4);
FGM1040 (5)

FGT1203.502

timer to slow reconnection;

Location Tracking key agreement (AKA);

NAS/RRC identifiers;

1. Increase RRC re-establishment
2. Enforce frequent authentication and
3.Apply IDS rules to detect abnormal

4. Enforce strong encryption and
authentication at RAN and core.

FGMS5006 (1, 3);

FGM1041 (2. 4) FGT5012.002

repeated or out-of-sequence

RRC Replay NAS/RRC messages;

anomalies;

abuse.

1. Isolate affected UE from network;
2. Increase RRC re-establishment
timer to limit repeated requests;

3. Implement IDS rules to detect

4. Monitor NAS message rates and

5. Apply configuration updates and
firmware patches to prevent signaling

FGM5509 (1-5) FGT1498.501

VII. RELATED WORK

Research leveraging LLMs for network security is
still in early stages, with many studies presenting
preliminary experiments. Mandal et al. [24] propose
an LLM-based approach for identifying vulnerable
code segments and suggesting mitigation strategies.
Wang et al. [25] introduce an LLM-based framework
for DDoS mitigation, that leverages complete contex-
tual information about the attack scenario to generate
device-specific configuration commands.

Dong et al. [26] explore the potential of LLMs
to automate the refinement of cellular network spec-
ifications, while Dayaratne et al. [27] propose an
O-RAN-compliant, LLM-based framework for DoS
detection in 5G and beyond.

Other approaches have investigated federated and
edge-based LLM applications. Rezaei et al. [28] pro-
pose a federated framework combining LLMs and

local learning agents for adaptive anomaly detection
and robustness to adversarial Al threats. Bani-Melhem
et al. [29] propose an explainable LLM-based APT
detection system for 6G security, where explainability
refers to translating raw network data into inter-
pretable natural language before classification.

In contrast to previous works, our approach in-
tegrates logic-based feature attribution with LLM-
driven guidance for automated interpretation and mit-
igation of network anomalies. Moreover, we evaluate
the generated recommendations against the expert-
curated MITRE FiGHT framework to provide a stan-
dardized measure of alignment with established 5G
defense practices.

VIII. CONCLUSION

This work introduced ROXAS, a methodology that
combines anomaly detection and feature attribution



2026 International Conference on Computing, Networking and Communications (ICNC): Invited Talks

with LLM to improve interpretability and operational
relevance in 5G network defense. Using an XG-
Boost regressor, logic-based feature attribution, and
structured LLM prompting, we showed that low-
level explanations can be translated into coherent and
actionable mitigation guidance, aligned with standard
practices.
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