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Abstract—The increased rate of use of mobile phones for
electronic payments has created challenges such as ensuring the
security and maximum performance of the payment protocols.
Lack of proper infrastructure between mobile operators and
banks also causes distrust. This paper attempts to partially
solve these issues through mobile coupon payments. By putting
the operator in the role of the trust service manager and
incorporating the sim-card into authentication, security has been
significantly improved without an adverse effect on performance.
We design a mobile coupon payment architecture by creating
three roles: a) customer, b) retailer, and c¢) server, and we use
the concept of mobile coupon payment by employing shared keys
and combining our main three roles with a third-party centric
mobile operator as the fourth role. Eventually, the number and
timing of user-side calculations are reduced due to the operator’s
involvement as a trust manager. The security of the proposed
method is validated through formal verification.

Index Terms—Mobile payment, payment protocol, trust man-
ager, shared key, mobile coupon, formal verification.

I. INTRODUCTION

HE importance of online payments and the interest

of companies in setting up customer clubs, promotion
activities and offering flash discounts has continued to grow.
Companies are offering a variety of reusable and one-time
rebate codes on various platforms such as mobile coupons,
e-discounts and loyalty points. At the same time, the mobile
phone penetration rate (usually expressed as the ratio of SIM
cards to the total population) has been steadily increasing
globally. Mobile penetration is projected to continue to grow
to 70% by 2025 [1]. As a result, the number of users using
mobile payments in stores will also be increasing, highlighting
the importance of enhancing efficiency and maintaining finan-
cial security. Improving security during the mobile payment
process can help grow manufacturer’s profits and encourage
customers to buy more. It is possible for a rookie hacker to
abuse current mobile payment protocols. A simple example is
a malicious application that takes screenshots of the payment
page during the payment process, compromising the integrity
of the process. In order to alleviate security concerns, we use
the concept of electronic coupons (or mobile coupons/mobile
vouchers) instead of bank payment mechanisms. The direct
connection of the coupon with the mobile operator will make
the coupons secure and increase the security of mobile pay-
ment.
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Using coupons to attract new customers, promote products
or increase sales is one of the common approaches in business
campaigns. Coupons are widely used in both traditional busi-
ness and e-commerce. Coupons may be published electroni-
cally, in the streets, in your mail box, in product packages,
in newspapers or even magazines. Coupons available online
effectively reduce the cost of printed coupons. The mobile
coupon is divided into two groups according to the method
of communication and its application. The first type, despite
being published online, still needs to be downloaded and
printed for use. But in the second type, customers need to
digitize traditional coupons before using coupons in virtual
stores [2]. According to [3], many companies have begun
issuing coupons through mobile devices and wireless connec-
tivity enabling users to store, retrieve and use coupons without
external assistance.

In this paper we are designing and implementing a secure
mobile coupon protocol to improve the users’ mobile shopping
experience. Customers can collect loyalty points for using
mobile coupons. The coupon we designed not only provides
a mobile coupon mechanism but also a customer loyalty
points mechanism. In addition, retailers are also able to design
their own personalized shop concessions. Some of the most
important uses of loyalty points and mobile coupons are:
getting credit from the retailer and applying for a loan with a
certain number of points, exchanging m-coupons to cash after
reaching the specified limit, c) discounts on next purchase, d)
buy and sell coupons between customers with specific rules to
secure credit, e) public and charitable donations to unexpected
events.

Many scholarly articles have discussed mobile payment
security within mobile payment protocols. Generally, previous
research in the field of security has suggested two approaches:
a) the first one is based on secure mobile payment protocols
and b) the second one is based on a trust service manager
(third-party model approach). The protocol in article [4] aims
at unifying many e-commerce proposals into a single frame-
work. Article [5] proposes a secure mobile wallet using digital
signature and pseudo-identity techniques. Secure outsourcing
has been used to reduce the cost of unreliable server authen-
tication. Article [6] proposes a secure mobile coupon mecha-
nism for NFC smartphones that analyzes the performance and
security of coupons. Proper settlement ensures the integrity
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of the coupon. In this model, it has been tried to put some
discounts by placing a discount coupon and zeroing in on
them. Article [7] illustrates examples of mobile payment pro-
tocols suitable for scenarios with communication constraints
where payment security is a new challenge for multi-payment
protocol design in a transaction. [8] introduces a new process
for encrypted payment and the implementation of its user
interface on Android. The plan has been economically and
temporally viable. It is highly secure and utilizes artificial
intelligence techniques. The protocol in article [9] uses oval
curved encryption for more secure and efficient applications
of electronic payment systems.

Although Trusted Execution Environments (TEE) and other
methodologies in Table I present viable alternatives, they
rely on specialized hardware and incur substantial resource
overheads, limiting their feasibility in resource-constrained
environments. The proposed design, on the other hand, is
lightweight and scalable, utilizing the existing SIM card in-
frastructure to achieve comparable levels of security without
additional cost. This makes it a more practical and accessible
solution for a broader range of applications, especially where
performance and simplicity are key considerations.

II. SECURITY ARCHITECTURE

Trust can be established in two ways. The first one is by
using a blockchain, which involves a network of half-plus
credentials, and the second is by using a trust-management
third-party approach. Table I suggests that the second approach
- using a trust manager to secure mobile coupons - has more
advantages.

A. Suggested method

In this paper, the trust manager server is the SIM card. We
treat the SIM card as a secure module and store the keys inside
it. The selection of SIM cards as a trust management unit is
justified by their widespread usage, robust security features,
and interoperability with the majority of devices, which re-
duces the likelihood of significant compatibility issues. The
proposed protocol capitalizes on these inherent advantages,
providing a high degree of reliability across different plat-
forms. By the shared key mechanism the retailer and customer
receive their shared keys from the operator and do not produce
the keys themselves. The duties of the trust manager are: Key
production, Key distribution, Resolving Disputes. We should
keep in mind that the processor does not perform significant
processing; it has very little traffic and overhead because it is
only responsible for authentication. In fact, even key validation
is not normally the duty of the trust manager and solely solves
the problem during litigation.

B. Challenges

The most important challenges in mobile payment are:
a) There is no trust between mobile operators and banking
payment systems, b) Mobile side security is poor due to the
presence of malware and key registrars, c¢) Electronic payment
actors don’t agree on cooperating, and d) Lack of standardized
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and user-friendly infrastructure. To alleviate these concerns, in
our work, we start with the mobile coupon payment system
in reference [2], and add our innovative design. We combined
that system with the concept of the trust manager described
earlier and we implemented the whole design. The proposed
protocol involves four main actors/roles: Vendors, Mobile
coupon service provider (MCSP), Retailers, MCSP members.
These roles take part in four distinct phases of the protocol:
Agreement and Announcement Phase, Loyalty Receipt and
Mobile Voucher Phase, Coupon Use Phase, Settlement Phase.

The basic design is shown in in Figure 1. It includes a
system of loyalty points, a method to convert points into
mobile coupons and ways to use those coupons. Generating
loyalty points is done by a hierarchical combination of two
one-way hash chains. The upper horizontal chain is the original
primary chain. Suppose we have n customers and no more than
20 loyalty points are issued per purchase. The first element of
the matrix is the initial value of the product w0, with the
initial hash function applied to the number of clients. Once
the main horizontal subsystem is complete, we move to the
vertical subsystem which has a secondary hash function to be
applied applied hierarchically to the vertices. Finally, one of
the elements in each column of this matrix is assigned to each
client after a successful transaction and must be sent to the
client.
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Fig. 1. Our proposed scheme

According to the architecture in Figure 1, in the first
phase, vendors aim to increase sales by concluding a contract
with a mobile coupon service provider and giving retailers
the discount details. The retailer interacts with the customer
by informing them about how to obtain loyalty points and
discount offers. In fact, the retailer is indebted to the vendor by
selling discounted goods to the customer and will eventually
settle the discount with the vendor at a specified future time. In
the second phase of the protocol, a number of customer loyalty
points are awarded after each transaction from the retailer site
is completed. The customer can convert it to a mobile coupon
by offering a certain number of loyalty points to their server. In
the third phase, the customer uses the mobile coupons and the
retailer is obligated to accept the customer’s redeeming choice
after verifying the validity of the coupons. Finally, in the fourth
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Method name Main idea Cons Pros
- Repeat FPGA coding and third-party - Flexible selection of security -Cost
monitoring updates functions and features

-Time

The combination of trust manager
and HSM hardware [10]

Authentication and multi-tenancy
with the security manager [11]

Cloud inspection for lightweight,
third-party protocol users [12]

- Build a shared key between the CPU
and HSM while maintaining security

- Key generation in HSM with
hardware implementation
-Support mutual authentication
with SSL certificate

-Using the Openidconnect OAuth2
protocol to authenticate the gateway user

-Reading and many Api calls

-Tervice to the user when authenticating
to reduce user overhead computation

- Protecting the privacy of users

-Saving performance
- Quick update

- runtime support
-Many tenancy

- No need for gate infrastructure
Multilateral authentication

-Select passwords policy
High performance and security

- High authentication speed

- Low overhead

- Complexity of hardware
design and construction

- High boot time
- PKI and certificates
are not scalable

- No security keys

- reverse engineering
for malicious user

-Limited user time
for authentication

against third parties by
helping to lighten the user’s data

- With two user-level sandboxes,
third-party access to

TEE to manage third-party sensitive api’s is controlled.

Android application level [13]

through a proxy and a virtual
machine with custom policies.

Secure third-party service
management for mobile clouds [14]

- Reduce cloud computing for mob

Data protection in the cloud

with a trusted third party [15] one key manager and several key

- Sensitive information is redirected

ile

- Comparison of two modes, including

managers in the role of trust manager

- High cost of
validation and validation
- No need for user data decoding

- No need for Android changes

- Simple practical deployment

. . -ti limitati
~high security time limitation

- Perform: head
- No need to root the phone erformance overhea

- Failure to disclose

information from tsm
. . . - Unexpected stops
- Providing location-based services Unexp P

. . -Dela;
- Immediate action y

users with the added role of trust manager

- Impose a high

cost on drivers

- No security of
outsourcing of information
to third parties

- Cloud storage services

- Reduce user-side computing

TABLE I
COMPARISON OF STATE-OF-THE-ART WORKS

phase, the clearing between the retailer and the vendor takes
place and the discount promotion program ends.

III. MODEL DESIGN

A. Design Details

1) Selecting the promotion program and gaining loyalty
points: First, the user enters the desired promotion
program by viewing the list of discount promotions
and selecting one of them. The way to get a loyalty
point is for the retailer to first connect to the database.
Matrix X is examined with two indices a, b. Then the
corresponding element in the string is received through
the web service as a user loyalty score of a to number
b in the user application. This string is actually the
discount code (loyalty points).

Convert points to m-coupons: Customers can view their
loyalty points list. They can also request coupons at
any time by a request to the server. In fact, a http
request containing a string of customer loyalty codes
is sent to the server. Then for control, a request is sent

2)
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from the server to the retailer and the code is checked
for accuracy. In response, the coupon button will be
activated for the customer if the code provided is a
match.

3) Using a m-coupon: In the client’s application, pressing
the use m-coupon button causes the promotion discount
on the cart.

B. Adding the Role of Operator and Trusted Service Manager
(TSM) to the Scheme

Part One: Securing the relationship between the retailer and
mobile coupon service provider (MCSP) with a TSM broker
This is done in two phases:

o Phase One: Authentication

1) The retailer first signs the public key based on
the master key with its own private key and then
encrypts it with the operator’s public key and sends
it to the operator as a primary request.

2) On the other hand, the operator receives the re-
tailer’s request, decrypts it with his private key and
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extracts the retailer’s public key. It then creates a
mutual symmetric key and places it in a secure
packet, signing with its private key and sending it
to the retailer for a SIM card.

3) The retailer decrypts the packet with its private key,
retrieves its mutual symmetric key with the operator
and stores it in the SIM card. This is illustrated in
Figure 2.

o Phase Two: Building Trust

1) The retailer sends the request for the production of
the MCSP (mobile coupon service provider) sym-
metric key to the operator. He signs his identifica-
tion information with his private key and encrypts it
with his own symmetric key (retailer authentication
and authorization process).

2) The operator receives the request from the retailer
and encrypts the new packet containing the shared
key for the retailer and MCSP.

3) The retailer and MCSP will each decode the pack-
age received by the operator with their own private
key and obtain their shared key. This is illustrated
in Figure 3.
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Fig. 3. Trust between the retailer and the MCSP

Part Two: Securing the relationship between member and
MCSP with a TSM broker: The steps in the previous section
will also be repeated for customers this time as shown in
Figures 4 and 5. We have also implemented this section to
simulate the operator by a web service and to simulate the
sim card by the android application.

IV. IMPLEMENTATION

A. Framework

The MCSP, which is our primary server, runs several
ReSTfull web services written in Python using Django’s web
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Fig. 5. Trust between the member and the MCSP

frameworks. Two Android apps were written in the Android
Studio app, one for the role of retailer and the other as a
MCSP member. The two apps were installed on two different
mobile phones. The compatible architecture for web-services
is REST,; it can support the scale of the Internet. The contents
of the HTTP request are sent in the sender and receiver details
header and the data format is JSON. The body part contains
the name/values which send the contents of matrix X (rows of
loyalty points and columns of the member id) as an encrypted
code that is then passed to the verification function. The client
receives the number corresponding to the matrix layer and
sends one of the responses to HTTP in response to the server.

A major advantage of our approach is that it can be easily
generalized. This ensures compatibility and adaptability across
diverse hardware and configurations.

B. Matrix Implementation

The Matrix X is designed on the web-service side of the
server, in Python language. It is designed in Java on retailer
side. The output of all elements is the same for both codes in
both languages. When using a coupon, the verification function
is used to match the claim with the server. The number of
clients and the performance of the second and third hash
functions can vary and scale well in our proposed scheme.
Practically, any cryptographic function or even a random
number generator can be used to generate matrix elements.

C. Designing Applications

After designing the matrix, we implemented two Android
member and retailer apps. The front-end and back-end sections
as well as the server-side functions are written in Java; the
async required functions are part of the Java code as well.
Using the HTTP protocol, we create a request and response
structure between the server and the application. The volley
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library in Android and the HTTP protocol have been used for
this purpose.

The retailer application login page includes a mobile num-
ber, a password and an optional email. The retailer sends a w0
random value request to the server once per each promotion.
The server sends the random value in response for the retailer
to produce the matrix X itself. This value is constant until
the end of the promotion. Whenever a customer makes a
successful transaction, he or she receives a number of loyalty
points, and the retailer sends the matrix entry corresponding
to the memberid row and the number of loyalty points column
to the customer. This matrix entry, which is actually the
same as encryption code, is sent to the customer via SMS
or NFC. A list of supported web-services is described here:
a) authentication function - separate for customer and retailer,
b) uploading various promotion activities from the server, c)
showing these promotions in the retail app, d) validation check
for loyalty points code, e) allocating a certain matrix entry to
each member, f) receiving a random initial value from server
side to retailer and g) equating the specified number of loyalty
points to coupon.

D. Token for authentication

There are several ways to authenticate a user. In our method,
there is a third party (trust manager) who provides a token
request and checks for authentication. We allocate a 64-bit
long string that is random and unpredictable to each user. A
user who wants to request a mobile coupon server will only
request a hashed string instead of raw information, and on the
server side this string will be searched in the database. If it
is exists in the database the authentication is complete. The
token line cannot be guessed, but it could be intercepted. The
concept of a shared key was used to address this problem. The
key is symmetric between the receiver and the sender. Each
part of the key can be accessed by the key manager of the
same sender or receiver. So if interception occurs, the intruder
only gets part of the key and cannot abuse it.

E. SIM card Simulation with Android Application

Our simulation requires the application to interact with the
operator without user interference in the mobile background.
The goal is to have two Android member apps while the sim
simulator interacts with each other in the background. This
is possible in Android through the methods of activity pages,
broadcast and service usage. In the sim simulator application
we wrote a service called a sim card service that sends a web
service to the operator and receives the response (Figure 6).
To test the functionality of our sim simulator application, we
send a request to the server to generate and distribute the key,
and then we test the results with the postman software. The
implementation stages of the request are in accordance with
the proposed two-phase protocol. If there is a change in the
shared key, trust will not occur. An error has been generated
and the shared key of the SIM card and the coupon server will
not be sent to them. A message based on this system will also
be received if the request is successfully sent to the server. This

web-based implementation of the operator simulator service
app could be connected to any other app within the simulator
Android app, which makes our design versatile.

Sim Card Simulator Sim Card Simulator

SimCard services

START SERVICES

SimCard services

START SERVICES

STOP SERVICES STOP SERVICES

SimCard Service Started SimCard Service Destroyed

Fig. 6. Application Overview of the SIM Simulator Android application:
This application contains the standard aidl library sim card simulation
implementation that we can connect to any other Android application that
requires an operator connection with the Python Web Service.

V. FORMAL VERIFICATION BASED ON AVISPA AND SPAN
A. Avispa

In this section, the Automated Validation of Internet Secu-
rity Protocols and Applications (AVISPA) [16] is employed to
validate the correctness and security of our proposed scheme.
The AVISPA tool provides comprehensive and reliable veri-
fication of the protocol’s robustness against a wide range of
potential threats, such as replay or man-in-the-middle attacks,
establishing a solid foundation for security evaluation. Its
ability to simulate various attack scenarios ensures that the
protocol’s defenses are validated effectively in initial stages.

AVISPA provides a suite of applications for the analysis
of large-scale Internet security-sensitive protocols. It utilizes
the High-Level Protocol Specification Language (HLPSL) to
describe the security protocols and specify its intended security
properties. AVISPA integrates four different back-ends, includ-
ing On-the-fly Model-Checker (OFMC), Constraint-Logic-
based Attack Searcher (CL-AtSe), SAT-based Model-Checker
(SATMC), and Tree Automata based on Automatic Approx-
imations for the Analysis of Security Protocols (TA4SP)
to implement a variety of state-of-the-art automatic analysis
techniques. AVISPA adopts the standard intruder model of
Dolev and Yao (DY model), in which the intruder, in addition
to having all the capabilities of an honest agent, such that
all messages sent by the agents will go to the intruder, may
intercept, analyze, and/or modify messages, and send the new
ones impersonating other agents [17].

In the following part, we will formally specify our proposed
scheme. Our proposed scheme described in HLPSL. Although,
the current version of the HLPSL only supports the general
secrecy and authentication goals, it is sufficient to specify a
large types of problems. In our scheme, we verify two strong
authentication and one secrecy goals. Finally, the Security
Protocol Animator for AVISPA (SPAN) [18] with the OFMC is
used for falsification and verification, which provides a graph-
ical user interface for the protocol designer to easily interact
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Original data ~ Compressed data ~ Our data The one-way hash  The signature
The amount of data  7KB 4KB 2.25KB Phase Active roles
Transmission time 3S 1.3 ~ 2s 0.482S function (average) generation
TABLE IT . Retailer 1 1
DATA SIZE - TRANSMISSION TIME Lp eamning MCSP member 0 0
m-coupon redemption MCSP member 0 !
MCSP 1 0
Execution time of [6]  Our execution time . MCSP member 0 1
The one-way hash function 0.0 0 015 st 0.0 00 015 sit fm-coupon using Retailer 0 0
The signature verification 0.08 s/t 0.0 0 022 s/t TABLE V
Connecting to TSM It does not have 0.0 63 s/t NUMBER OF COMPUTATIONS
TABLE TIT
RUNTIME COMPARISON
Number of http requests ~ Number of encryptions
First phase 2 3
retailer member TSM MCSP Second phase 1 6
Data blinding - - - - Total 3 9
Authenticator generation O(n) TABLE VI
Verify operation O(c) NUMBER OF ENCRYPTION OPERATIONS
Challenge generation O(c)
Hash function O(1)
Make matrix Omn™2) 0O()
TABLE IV

COMPUTATIONAL COMPLEXITY

with AVISPA capabilities. Figure 7 shows a sample output
of the model checking results of our scheme. Our proposed
scheme holds the four roles namely merchant, member, MCSP
and third-party. It can resist malicious attacks such as replay
attacks, man in the middle attacks, and secrecy attacks under
the test of SPAN using the OFMC back-end.
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Fig. 7. Results reported for our scheme by the OFMC back-end

VI. SECURITY ANALYSIS

In previous works, the user would request a token from
MCSP, and the server would issue the user with a username
and a one time password that would allow the intrusion.
However, in our proposed protocol, the member requests a
shared key from the operator. A token is also exchanged
between the member and the operator. So the operator makes
sure that the member owns the authentication SIM card and
can not impersonate anyone else. In [2] at the bottom row
of the matrix the columns were clustered together and used
as checkpoints. But in our proposed protocol this part is
not implemented and instead the system of authentication is
implemented at the mobile network operator level. Both public

and private keys were also defined in [2], but we removed
the simple public-key encryption system and implemented the
token system as an API in our protocol. Although the token
is exchanged between two members, the operator is also in
the token cycle. Thus, a secure coupon payment system is
designed using the SIM card platform.

A. Runtime Comparison

The keys that the operator produced in this study had a
maximum of 64 characters. Since each character is equivalent
to 32 bits and requires nine times the key exchange, then
18432 bits of our data volume is equivalent to 4608 bytes and
therefore 2.25 KB (Table II). The total runtime is obtained
from the total response times of http requests and is shown on
Table III.

B. Performance Analysis

With our proposed architecture we do not need to blind
sensitive user data during transmission. Data loading and data
auditing are inherently protected against malicious intruders
because both the server and the retailer create their own matrix
elements and not exchange data during the http request and
response. So there is no need for extra privacy methods like
code obfuscating or data blinding. As a result, our architecture
is very efficient and achieves computational complexity of
O(n), where n is the total number of data blocks and ¢ is the
number of challenged blocks to compare. The computational
complexity of different entities in the process is summarized
in Table IV.

C. Number of Coupon Generation Calculations

The number of computations varies depending on the type
of function that performs the cryptographic operation. For
example, SHA1 generates a 160-bit (20-byte) hash, typically
presented as a hexadecimal number of 40 digits. SHA1 is
widely used in the existing SHA hash function suite. However,
the SHA1 algorithm may not be secure enough for continuous
use, so we experimented with other algorithms as well. Tables
V and VI show the number of computations and the number
of encryption operations of our proposed protocol.
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D. TSM Http Requests Response Time

The size of the requests are 450, 240, and 243 bytes,
respectively. Response times were 7, 220 and 255 millisec-
onds, respectively. Based on the header information, the data
length of the json request was estimated to be 274, 65 and
68 bytes respectively. As an example, the matrix construction
time with the SHA1 algorithm is given in Figure 8. It should
be noted that the SHA1 algorithm is used in Google’s SSO
implementation. We also modified the SHA1 algorithm to
other well-known algorithms such as SHA256, SHA512 and
MD5. The results for the execution time of matrix X are shown
in Figure 8 as well.

make matrix time
0.000225
0.00022
0.000215
0.00021
0.000205

0.0002

shal sha256  sha512 mdS

Fig. 8. Matrix computation time calculation code using various hash functions

CONCLUSION

In this paper, we discuss mobile payment challenges and
propose a secure approach based on a trust manager architec-
ture. The first three challenges mentioned in Section II-B have
been addressed. The fourth challenge is part of future work.

More specifically, our work ensures: 1) Confidentiality -
since data is not sent at the request phase the confidentiality
of the information is guaranteed, 2) Accountability - Due
to the simulation of the authentication process and the fact
that each member has signed a message with his /her private
key at each step, it is not possible for the server or retailer
or users to deny it, 3) Fraud avoidance - Due to the one-
way hash used in the process of sending the coupon, it is
not possible to reverse the process. So the prior and next
rows of the matrix cannot be accessed from each other. In
addition, each coupon is specific to a specific customer and
its counterfeiting will be useless in any way to anyone but
the SIM card holder, 4) Non-Repudiation - Due to the use
of cryptography and digital signatures it will not be possible
to deny customer loyalty points. Since the matrix X is a
combination of two hierarchical one-way hash chains, it cannot
be reversed. The customer may gain more unrealistic loyalty
points. But it cannot obtain the value of the next layer from
its value in the matrix because the hash chain is an one-
way function. Similarly, other matrix layers are not derived
from other privilege codes, 5) Double Spending Detection -
Double-spending is the result of successfully spending some
loyalty points more than once. The double-spending attack can
happen offline when the merchant cannot verify the transaction
message with the TSM. In our approach, the conversion of
points to coupons takes place online and is registered by the
server. Thus, double spending loyalty points is detectable,
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