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Abstract—We propose a new scheme for the joint design of
access point clustering and leakage-minimization beamforming in
a network-assisted full-duplex (NAFD) cell-free massive multiple-
input multiple-output (CF-mMIMOQO) system. In the proposed
method, each user considers all other users as eavesdroppers
or malicious users, with the corresponding secrecy capacity
formulated as the difference between the channel capacity of
the intended user and the maximum leakage to the other users.
By maximizing this secrecy capacity, the proposed minimizes
information leakage to other users while maintaining high
spectral efficiency for each user. As a result, the proposed
approach achieves approximately double spectral efficiency and
confidentiality compared to conventional CF-mMIMO based on
time division duplex.

Index Terms—Cell-free massive MIMO, network-assisted full-
duplex, convex optimization.

I. INTRODUCTION

With the widely spreading of information technologies and
the expansion of their applications, wireless communication
systems need to satisfy the requirements not only for a higher
data rate but also for highly secure communications. Notably,
wireless communication systems always face the possibility
of information leakage to the inherently public nature of
wireless transmissions. To further complicate the scenario, the
number of applications dealing with private and critical data is
increasing, and the research on quantum computers, which are
capable to break classical encryption-based security schemes,
is progressing fast.

In order to increase the security of wireless systems,
countermeasures against eavesdropping by malicious users are
essential, which makes the use of physical-layer (also known
as information-theoretic) security attractive, as it can which
can enhance classical security techniques in a complementary
fashion [1], [2]. Information-theoretic/physical-layer security
is based on the notion of secrecy capacity, defined as the
difference between the communication channel capacities of
the legitimate receiver and the eavesdropper, which represents
the maximum communication capacity of confidential commu-
nication achievable by the legitimate receiver when the amount
of information leakage to the eavesdropper is set to zero [3].

In order to guarantee information-theoretic security to each
user equipment (UE) and to prevent eavesdropping by ma-
licious UEs in the network, it is essential that the channel
capacity among UE:s is equitable. In typical cellular networks,
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it is known that the channel capacity of a UEs at the edge of
a cell is lower than those of UEs closer to the base station
[4]-[6]. In such cases, it is difficult to prevent eavesdropping
by malicious UEs close to the base station.

One of the solutions to ensure fair communication quality
for all UEs in a network is, therefore, the cell-free massive
multiple-input multiple-output (CF-mMIMO) network archi-
tecture [4]-[7]. In CF-mMIMO systems, distributed access
points (APs), which transmit and receive signals to and from
the UEs, are connected to a central processing unit (CPU)
via a fronthaul for a collaborative signal processing. Taking
advantage of both the distributed nature and high number
of spatial degrees-of-freedom (DoF) of the architecture, CF-
mMIMO systems can be optimized to enhance the secrecy
if the links to its users. As an example, in [7], the authors
reformulate the secrecy capacity as the difference in the chan-
nel capacity between the intended communication information
and the maximum information leakage to other UEs, regarding
all other UEs as potential eavesdroppers for each UE. A
beamforming design was than proposed which can maximize
the secrecy performance in terms of secrecy capacity while
preserving high spectral efficiency (SE) for the entire CF-
mMIMO system.

The latter work assumes, however time division duplex
(TDD) access, while it known that the SE of TDD-based
CF-mMIMO systems degrades when communication requests,
whether for uplink or for downlink, are unevenly distributed
over the network [8], [9]. A solution to the latter problem
is network-assisted full-duplex (NAFD) CF-mMIMO [8], [9],
where full-duplex communication over a given service area is
realized by assigning each AP to either uplink or downlink
transmission. It has been shown that and NAFD-CF-mMIMO
can achieve higher SE than the TDD-based CF-mMIMO,
thanks to sophisticated AP allocation and beamforming de-
sign which are capable of mitigating the mutual interference
between uplink and downlink transmissions [10]-[12].

In light of the above, we propose a beamforming design and
AP clusterization to maximize the secrecy capacity of NAFD-
CF-mMIMO systems, aiming at combining the advantages of
the leakage-minimization approach of [7] and the fairness-
enhancing and rate-maximization approaching performance of
[8], [9] via the maximization of the geometric mean of the
system’s secrecy capacity.
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Numerical results confirm that the NAFD-CF-mMIMO with
the proposed beamforming and AP clustering can achieve
better performance than TDD in terms of both secrecy capacity
and communication SE.

The following notation is used throughout the article. The
symbols v and V denote column vectors and matrices. The
complex conjugate transpose and the vector diagonalization
are denoted by (-)¥, and diag(-), respectively. The complex
Gaussian distribution with mean a and variance b is denoted
by CN(a,b). The I norm is denoted by || - ||.

II. SYSTEM MODEL

Consider a NAFD-CF-mMIMO system composed of K
single-antenna UEs, one CPU, and M spatially distributed
single-antenna APs, which are interconnected to the common
CPU via fronthaul link. For the sake of latter convenience,
the sets of UEs and APs are defined as K = {1,..., K'} and
M £ {1, ..., M}, respectively.

Assuming that each UE requests only one-way communica-
tion, whether uplink or downlink, the sets of UEs requesting
uplink and downlink can be respectively represented as K, =
{1, ceey kula ceey Kul} c K, Ka e {1, ey kdl; ey Kdl} c K
with K = Ky + Kq and Ky N Kq = 0. The channel
vector between the APs and the k-th UE is defined as
hy, 2[Rk, ..., harg] T € CM*1 and the channel matrix among
all the APs is also defined as H € CM*M_ Each channel
coefficient is characterized by large-scale fading 8 € RT
corresponding to the path loss and shadowing [13] and small
scale fading g ~ CN(0,1) so that the (i, )-th element of a
channel vector or matrix can be defined as h; ; £ /B ;gi ;-

A. Data Transmission

In NAFD systems, although each AP itself does not op-
erate in full duplex, system-wise full duplex communication
is realized by well-designed assignment of each AP to ei-
ther uplink or downlink. For the sake of latter convenience,
the assignment of the m-th AP for communicating the k-
th UE is represented by the variable d,, € {0,1} (i.e.,
assigned d,, » = 1 or unassigned d,, r = 0), and matrix
D, £ diag(dy k,...,dy k) € {0,1}*M The signal vector
of downlink symbols transmitted from all the APs is given by

X = Z Dkwksil e CMx1 (D
keEKa

where wj, £ (w1 k, cowpr k)T € CMXL represents the pre-
coding vector designed by the CPU, and Pp.x € RT de-
notes the maximum transmit power for each AP, satisfying
ZkEKcu Iwm,k|2 S Pmax‘

In the above, s{! ~ CN(0,1) is the downlink data signal
for the k-th UE, whose estimate is given by

Z hEDk/wk/sg}—i— Z

k'eka k'eKu

§(,31 = pz}hk7k/s}€‘} + ng, (2)
where p‘,gl € R™ represents the uplink UE’s transmit power,
nk ~ CN(0,03%)) denotes the additive white Gaussian noise
(AWGN) at the k-th UE, hy, - represents the channel between

UEs, and s} ~ CN(0,1) is the data signal from the k'-th
uplink UE.
For uplink data transmission, the received signal vector r €

CMx1 is given by
r= Y \/pihsi + Hix+nec™, g
ke

where n ~ CN(0, 0% 1,/) denotes the AWGN at all APs, and
such that when the combiner v, € CM*! is applied at the AP
side to the received signal, the corresponding estimated signal
for the k-th UE can be expressed as

st = > \/piviDihy s+ viDH Y x +viiDin. (4)
k'€

From equations (2) and (4), the signal-to-interference plus
noise ratios (SINRs) for the k-th UE in uplink and downlink
transmission are respectively defined as

PR [viiDihy |

IPNI k S ICula
12 k
M = hHD 2 (5)
M ke Ko,
IPN;,

where the denominator IPN}f in equation (5) is defined by
equation (6) shown at the top of the next page.
Then, the SE for the k-th UE is finally given by

L2 E [logy(1+nk)], Vk e K. (7

B. Information Leakage Model

This paper considers secrecy-oriented NAFD-CF-mMIMO
systems that mitigate information leakage to keep the privacy
of each UE by regarding all downlink UEs in the system as
potentially eavesdroppers. For the sake of readability, the UE
index of the potential eavesdropper in the downlink UE is
defined by e € ICq;. It is further assumed that the e € Cqj-th
UE tries to eavesdrop on the signal for k-th uplink or downlink
UE by demodulation and removal of its own data from the
received signal via ideal successive interference cancellation
[7]. Then, the estimate of the k-th UE’s signal at e € Kg;-th
UE can be given as

§e,k = E hI:Dk/Wk/S% + E
]CIEK:dl\{e} k' eXm

From (8), the SINR of eavesdropping by the e-th UE on the
k-th uplink or downlink UE can be expressed as

P ek sp + ni. (8)

p}—cll|h‘37k‘2 k c ’C |
ul,
b A IPNY ©
ek |h§Dka|2
I ke Ith
IPNE,

where IPNI;k in the denominator of the above equation is
given by (10) shown at the top of this page.

From the above, it follows that the achievable SE for
potential eavesdroppers can be given by

(e 2 E [logy(1+151)] - (11)
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> plIvilDyhe|? +

> WIDH"Dpw [ + o [V De[?, k€ Ku

IPNI 3 k’E}Cul\{k)} k'ea1 (6)
* S mDewel’+ Y sl ? 403 ke Ka
k'eKa\{k} ke
S e P+ D [hewi P+ 05, k€ Ky
PNE, 2 k' €Rw\{k,e} k' €K ar (10)
* S IDewlP+ Y pithew? 03, k€ Ka

k}’E)Cdl\{k,e}

k'eku

Assuming each e € Kq;\{k}-th UE acts independently, the
worst-case information leakage is defined as
1 &

L
= max
ek e e,k

with 7l £ max e k- (12)

From the above, we define the secrecy capacity by the
achievable SE of k-th UE subjected to the information leakage
to the e € Ka\{k}-th UE.

vp 2 max [¢ = L, 0] vk e K. (13)

III. JOINT DESIGN OF BEAMFORMING & AP CLUSTERING

In this section, we propose a joint design of AP clustering
and beamforming that maximizes the secrecy capacity defined
in the above. In general, the sum rate maximization follows the
water-filling theorem, such that more transmit power can be al-
located to the UEs with better channel state information (CSI).
As a result of the aforementioned sum rate maximization
approach, however, UEs with worse CSIs may not be allocated
enough power for communication, which may result in outage.
Therefore, in order to increase the likelihood that information-
theoretic security is offered to all UEs, it is essential to
maximize not only the aggregate secrecy capacity, but also
the secrecy capacity of each individual UE. Furthermore, it is
known that when a NAFD-CF-mMIMO system is optimized
to maximize the sum SE, the achievable SEs of the uplink are
typically significantly lower than that of downlink, due to the
asymmetry of transmit power between uplink and downlink
communications. In order to avoid these problems, geometric
mean maximization of SEs is considered so as to realize user
fairness in conjunction with SE maximization [8].

In light of the above, this paper proposes a simultaneous AP
clustering and beamforming design to maximize the geometric
mean of the secrecy capacity for each UE, which can be
formulated as

%
maximize H Vi
Wi, Vi, Dk

(14a)
kek

subject to  dyui € {0,1},Ym € M,V k € K, (14b)
Amky +dmky < 1,Ym e M, VE € K,  (1l4c)

1< ZmGM dmi,Vk € IC, (14d)

ZmEM dmr < T,Vk € K, (14e)

Zkejcdl ‘wmkdmk|2 < Prnaxavm‘ € M7 (141)

Zke}(:ul ‘U’mkdmk‘z S la\v/ m e M) (14g)

where 7T is a constant that represents the maximum number of
APs that can be assigned to each UE, and equations (14f) and
(14g) are power constraints for the precoder and combiner,
respectively.

Since the function 1 in the objective of equation (14)
is not convex, the problem cannot be solved efficiently. In
order to convexize v, the lagranian dual transform (LDT)
and quadratic transform (QT) can be applied to relax it to a
convex function [14]-[16], which yields

[ (Wi, vie, D) = < IT ¢ I)

kekk

+ chonv L7 (15)

kel

where C,EOHV’I is defined by

C;onv,l 2 Q}(‘ + Tim{sir}gﬁl} _ |5}€‘2F}€727 Vk e K (16)

while the remaining quantities are defined as QL 2 log,(1+
m) =k, Th22\/14nk, and sp, 2T, /1408 /T2

In the above, the quantity Fi’l is expressed by the following
equation and 1"2’2 is shown at the top of the next page.

Fkl A {\/p};lVHhk ke Ku,

. (17)
h"w, ke Kdl»

Similarly to (™!, the quantity (™" is also given by

CconvL Ny QL +TL m{s FLl FL2 Vk € IC, (19)

€L~ €k ‘ ‘ er
with the remaining quantmes in equatlon (19) respectively
given by QF 2log,(1+7k ) ~Lonb, | TE 22, /(148 )1,

20t /(L ak )~ /Te
In the above, T'(;! is given in equation (21) at the top of
the next page, while I'.:2 is given by
ke K:ul;

ry? & {
ke Ka.

Although the objective of problem (14) is relaxed into a
convex function via the LDT and QT, as shown above, the
problem itself is still not convex due to the discrete-valued
constraint on d,,; € {0,1}, which makes the problem a
mixed integer programming problem. And while the contin-
uous relaxation of the discrete constraints into d,,; € [0, 1]
could be used to convexize the entire problem, this approach
causes misalignment by approximating the discrete values into
continuous.

L
and s¢,

1
p}gl hek,k

(20)
hg,; Wi
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D

pzlvghk/hgvk + VEHH(i)t_l(iH)t_lﬂvk + aﬁlekHHQ, ke Ky

PL2 N k'eKu\{k} (18)
P
Z hIk{Wk/WIlj/hk + Z pz}‘hk,k’ﬁ + J?H, ke Ka
k'eKai\{k} ke
> pilhe, P+ D hbwpwiihe, +03, ke€Ky
L1a ) ke, K eX
Fek L 1 d1 (21)

k'ea

> b wpwihe, + Y pilhe, |+ 03, k€Ka

k' ek

In order to mitigate such misalignment, we enforce a
discrete solution by introducing a negative entropy penalty
function [17]

P(dmk) £ dmk log(dmk) + (1 — dmk) log(l — dmk:)~

In addition, notice that the constraints (14f) and (14g)
involve products of optimization variables dy, wy, v, which
can be decoupled by reformulating those constraints as

(22)

2Wmk < Poax + e, Yk € K1, Ym € M. (23)
Pmax - dmk 2
2omk |l g Ve Ky YmeM,  (24)
1= dpa

All in all, the proposed design is given by the solution to
the convex optimization problem.

maximize oW Vi, Di) + > Y Ak VP (259)
meM kel

subject to 0 < dpp < 1,Vm € M,Vk € K, (25b)

(14c) — (14e), (23) — (24), (25¢)

where A is a hyper-parameter updated progressively during the
iterations of the procedure, and ¢ is a constant that determines
the rate of such updates.

Algorithm 1 Secrecy Rate Maximization

Input Parameters: t,,,x, tx and 7.5, vk € K.
Output: Dy, € {0, 1}M*M wy vy VkeK

Initialize

A 0,t+ 0, wp =hy, Vk € Kaq, vi. = hg, Vk € Ky
Repeat

Y, logy(1+mj) — i, Q= logy(L+775) 7 =
nt.., VkekK;

50T < 2¢/1+nk, Y« 2,/(1+7L)~1 Vk e K;

6: Update T';", T;* Vk € K as in equation (17), (18);

7: Update I‘k’l, I‘E’Q Vk € K as in equation (21), (20);

1,1 1,2 ) 1 \— )
8: six—l“k 1/1—|—n,1€/1“,c ,si‘k <—ng1 (1—|—77£k) 1/7L:2

er

L

9: Update Dy, wi, v, Vk € KC by solving optimization (25)
10: if t > ¢, then

11: A=A+ 1;

12: end if

13: Increment iteration counter ¢ < ¢ + 1;

14: until convergence or ¢ = tx

The pseudocode of the proposed method is summarized in
Algorithm 1, and (-)!~! denotes the solution obtained in the
t—1 iteration. We emphasize that the initial beamformer can be
obtained via the well-known maximum ratio combiner (MRC).

IV. NUMERICAL RESULTS

In this section, we evaluate the SE and the secrecy capacity
of the proposed method by computer simulations. The APs and
UEs are assumed to be distributed at random and uniformly —
i.e., following a two-dimensional Poison point process (2D-
PPP) [18] — within a communication area of 1 x 1 [km?]. The
large-scale fading term [ is determined according to the urban
model in [13]. The CVX [19] is used to solve equation (25).
Other simulation parameters are summarized in Table L.

A. Benchmark System: TDD Cell-Free Massive MIMO

To evaluate the performance of the proposed method, we
consider a comparison against a state-of-the-art (SotA) TDD-
based CF-mMIMO, where downlink UEs in the communica-

tion area are potential eavesdroppers, as they would in the
NAFD-CF-mMIMO. The SE in TDD CF-mMIMO can be
expressed as [4] [5],

TDD & R -logy (1 +n;PP), Yk € Kul,
g (1 - R)-logy(1+nfPP), Vk € Ka.

where 0 < R < 1 denotes the ratio of uplink UEs in the
service area.

The SINR for uplink and downlink transmissions are de-
fined by the following equations, respectively.

(26)

PV e Vk € Ku
u
TDD & Zk'e/cul\{k} pz}|vghk’|2+051”"g”27 7
e = hi 2
[ Wi - Vk € Kar.
Ywexa\{ky MW |2+ 0g,
27
TABLE I
SIMULATION PARAMETERS
Parameter Variable Value
One side length of square service area D 500 m
Maximum number of assigned APs T 30
Maximum number of iterations tmax 30
Number of UEs K 20
Ratio of uplink UEs R 0.5
Carrier frequency fe 1.9 GHz
Bandwidth B 20 MHz
Noise variance aﬁlydl -96 dBm
Maximum transmit power of each AP max 23 dBm
Transmit power of each UE il 20 dBm
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10 15 20 30
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ot

Fig. 1. Average aggregate secrecy achieved by Algorithm 1 as a function the
number of iterations.

As in the above, beamforming optimization is designed to
maximize just for communication SE without considering the

presence potential eavesdroppers as
1

K
maximize( H C,;FDD) (28a)
WEVE S N kek
subject to Z |wm;€|2 < Ppax,Ym € M, (28b)
keEKar
> Jomkl> 1LY me M. (28¢)
ke a

The objective function of problem (28) is also relaxed into a
convex function via LDT and QT, and the solution is obtained
by an iterative algorithm similar to Algorithm 1.

B. Convergence Evaluation

Let us start by evaluating the convergence of the proposed
method summarized in Algorithm 1. To that end, Figure 1
shows the average aggregate secrecy rate achieved by the
proposed scheme as a function of the number of iterations
of Algorithm 1. The figure is obtained by averaging ran-
dom deployment, channel and noise realizations, with the
hyperparameter A\ were updated at the ¢, = 14th iteration.
The figure shows that the algorithm converges in average
after approximately 20 iterations. Based on this result, in
what follows, performances will be evaluated by setting the
maximum number of iterations ¢,,,, to 20.

C. SE Performance Evaluation

Next, we evaluate the communication rates achieved be in-
dividual users at both downlink and uplink transmission, under
both the proposed NADF-CFmMIMO scheme and the TDD-
based SotA alternative. Figure 2, which shows a comparison of
the cummutative distribution function (CDF) of such achieved
rates, indicates that the proposed beamforming and clustering
method can indeed realize full-duplex communication in the
entire network with fair resource allocation for uplink and
downlink, all while can achieve better SE over most realiza-

tions.

1 T T =
df
!
0.8 L 4
o*
Iy
|
0.6l Ok ]
!
e [
a O%
o ll !
L ! J
0-4 o%
It
[N
0.2k 91* —O—NAFD Uplink
1 —k— NAFD Downlink
—O- TDD Uplink
0 =7, —= TDD Downlink

0 1 2 3 4 5 6 7 8 9 10
Spectral Efficiency [bits/Hz/sec]

Fig. 2. Cumulative distribution function of per-user SE at uplink and downlink
with proposed NAFD-based and SotA TDD-based CF-mMIMO systems.

1 T * T T
’
f
0.8 ! 1
i
0.6 * 1
= i
a *
©] {
0.4} ! ]
*
I
0.2k * —»— Communication Rate NAFD
’ ! —%- Secrecy Rate NAFD
* —¢— Communication Rate TDD
0 ,’ ——"‘:‘;+ Secrecy Rate TDD
0 25 50 75 100 125 150 175

Total Spectral Efficiency [bits/Hz/sec]

Fig. 3. Cumulative distribution function of aggregate communication and
secrecy rates achieved at uplink and downlink with proposed NAFD-based
and SotA TDD-based CF-mMIMO systems.

It is also observed that for about 10% of the UEs, however,
the performance of NADF-CFmMIMO is slightly degraded
compared to the SotA TDD scheme, both at uplink and
downlink. This result may be explained by the fact that in
some realizations in which UEs are closed located, NAFD CF-
mMIMO, even with optimized beamforming and clustering,
may still fail to suppress the mutual interference between
uplink and downlink transmissions, especially because the
single-antenna UEs do not have sufficient spatial degree of
freedom. It can be expected that this result can be improved
in a scenario where UEs have multiple antennas, but in any
case, the relative degradation compared to the SotA TDD-
based system is very small, such that we leave this line of
work for others to possibly follow.

The latter statement is further motivated by the results
shown in Figure 3, where the aggregate SE and secrecy rates
of the proposed NAFD-CF-mMIMO and SotA TDD-based
alternative are compared. The figure shows that the NAFD-
CF-mMIMO system has a superior performance at least 90%
of random realizations compared to the TDD system, and the
achievable performances are approximately twice.

811



2025 International Conference on Computing, Networking and Communications: Wireless Communications

1 T T T T
//
0.8F / ]
/
/
0.6 F // ]
e | /,
A ] ,
o * /
0.4+ / * 1
# /
’
P 4 *(
0.2 L-~ Py —¢— Communication Rate NAFD
’ —% Secrecy Rate NAFD
- —¢— Communication Rate TDD
0 - —% Secrecy Rate TDD
0 2 4 6 8 10 12 14 16

Spectral Efficiency [bits/Hz/sec]

Fig. 4. Cumulative distribution functions of per-user communications and
secrecy rates at uplink and downlink with proposed NAFD-based and SotA
TDD-based CF-mMIMO systems.

The results confirm that the proposed NAFD system with the
beamforming and AP clustering can generally achieve higher
SE while guaranteeing very high secrecy capacity for the entire
system compared to the conventional TDD system.

Finally, we evaluate in Figure 4 the per-user SE and the
secrecy capacity of the proposed and SotA system each
UE. The results show that the proposed NAFD-CF-mMIMO
system exhibits superior SE compared to TDD alternative in
more than 90% of random realizations, while in about 10% of
the cases, a small degradation results from unmitigated mutual
interference between uplink and downlink transmissions. In
particular, it is found that the NAFD-CF-mMIMO system
has zero UE capacity in about 5% of the regions, while the
TDD system has zero UE capacity in more than 20% of the
regions. Therefore, the NAFD scheme based on the proposed
beamforming clustering design not only shows better overall
system performance than the TDD SotA scheme, but also that
it can achieve high transmission rates to a larger number of
UEs while maintaining high confidentiality.

V. CONCLUSION

We proposed a joint design of AP clustering and beam-
forming based on the geometric mean maximization of the
secrecy capacity in NAFD-CF-mMIMO systems, where the
secret capacity of a given user is defined by regarding all
other users in the coverage area as potential eavesdroppers.
Numerical results demonstrated that the proposed method is
able to achieve a higher secrecy capacity than the SotA TDD-
based CF-mMIMO systems, while preserving a higher SE in
most channel realizations.
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