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Abstract—For a few decades, routing protocols for wireless
multi-hop networks have been investigated extensively. One of
the most important roles of routing protocols is route establish-
ment between nodes. To establish trusted routes, secure routing
protocols also have been extensively researched. In this paper,
we focus on these secure routing protocols that equip authenti-
cation mechanisms, such as digital signatures, to protect against
attacks injecting fraudulent data into the route information
in the process of route establishment. We apply an ID-based
aggregate signature scheme based on lattice to the signature
algorithm of the proposed secure routing protocol. We call its
resulting protocol ISDSR-L. To evaluate our proposed protocol,
we have conducted experiments measuring route establishment
times on emulation environments, signature generation time, and
signature verification time. Regarding computational efficiency,
while our protocol demonstrates sufficient performance, route
establishment times are slightly slower than a comparison that
adopts the ECDSA scheme in its signature scheme.

Index Terms—secure routing protocols, ID-based aggregate
signatures, signatures based on lattice, performance evaluation

I. INTRODUCTION

For a few decades, routing protocols for wireless multi-hop
networks have been investigated extensively. One feature of
wireless multi-hop networks is that anyone can dynamically
join/leave into/from the network. In addition, anyone can
receive/send data from/to the network within the propagation
range of each node. This means that an attacker can send
malicious and fraudulent data to the network, such as fake
route information [1]. In [2], malicious devices can make
packet loops by injecting fake route information. To protect
against such attacks, routing protocols for trusted route estab-
lishment are needed. To achieve trusted route establishment,
secure routing protocols have been investigated [3]—[5]. The
existing secure routing protocols adopt authentication mech-
anisms, such as digital signatures, to prevent the attackers
from injecting fraudulent data into the route information
in the process of route establishment [3], [S]-[11]. These
protocols guarantee the validity of the route information.
In these protocols, after forwarding nodes receive a packet,
they verify the signature in the received packet whether the
signature is valid or not. If it is valid, they add their ID to
the route information and generate signatures from the route
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information. Afterward, they send the route information and
the generated signatures as a packet. Every forwarding node
attaches their generated signatures to their forwarding packet.
The total signature length in the packet increases linearly.
To suppress the total signature length, several works [5],
[7]1-[9] adopt a multi-signature scheme [12], [13], where
individual signatures generated by a group of signers can be
combined into a single short signature. These works have a
promising feature: they can utilize ID information for each
device as a public key and maintain a constant signature size
regardless of the number of devices. Using RSA or ECDSA
is also a common choice for implementing digital signature
schemes, including aggregate signatures. However, in recent
years, a digital signature scheme based on lattice [14] has
also emerged as a viable alternative. In anticipation of the
quantum computing era, in order to defend against attacks, we
believe that secure routing protocols should incorporate sig-
nature schemes based on lattice. Besides, a signature scheme
based on the lattice is equal to or better than ECDSA in
terms of the computational time for signature generation and
verification [15]. It is expected that it can improve security
as well as accelerating signature generation and verification
processes.

Therefore, we design an ID-based aggregate signature
scheme based on the lattice and its resultant secure routing pro-
tocol, called ISDSR-L. In our previous work [16], we evaluated
calculation time for the signature generation and verification of
our previous proposed ID-based aggregate signature algorithm
with lattice on a Raspberry Pi 4 and a laptop PC. In this paper,
we implemented our secure routing protocol named ISDSR-
L, which adopted an ID-based aggregate signature algorithm
with lattice. In addition, we evaluate the route establishment
time of ISDSR-L comparing with a secure routing protocol
with ECDSA in emulation environments. We believe that
our evaluation results contribute to a better understanding of
the performance of protocols utilizing state-of-the-art crypto-
graphic theory.
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II. RELATED WORKS

Many researches have been conducted in the area of wireless
multi-hop networks. In this section, we describe research for
secure routing protocols that guarantee the validity of route
information between a source node and its destination node in
wireless multi-hop networks.

A. Secure Routing Protocols

The first secure routing protocol [1] was a key management
protocol for ad hoc networks. Next, Hu et al. [3], [17]
proposed Ariadne with message authentication codes (MAC)
and digital signatures. Since digital signatures are able to
provide the non-repudiation of signers, we focus on digital
signatures. Since standard digital signatures need certificates
of public keys to bind public keys and their owners, the
existing protocols [6]—[8], [18]-[20] also need a public key
infrastructure. As a more advanced approach, there are several
protocols [21], [22] utilizing ID-based cryptography [23],
which allows users to utilize any string as a public key.
This approach is more efficient because they do not need a
public key infrastructure. The above existing protocols utilize
standard signature schemes for single-user settings where the
bit length of the signatures increases linearly in the number
of signers. ISDSR+ [5] is the first protocol that uses ID-
based cryptography and fixed-length signatures. Our proposed
scheme in this paper adopts a signature scheme based on lattice
as post-quantum cryptography.

B. Aggregate Signature Based on Lattice

In recent years, aggregate signature schemes based on lattice
have been investigated [24]-[27]. In the paper [27], an aggre-
gate signature scheme based on Crystal-Dilithium [14], which
is based on lattice, was proposed. Our proposed scheme differs
from these schemes with respect to an ID-based scheme.

Our scheme can utilize ID as a public key. ID-based aggre-
gate signature schemes based on lattice [28], [29] also have
been investigated. The scheme in the paper [29] designates
the number of signatures included in an aggregate signature
in advance. It means a restriction on the number of nodes
within a route, and hence, it is difficult to apply this scheme
to wireless multi-hop networks. The scheme in the paper [28]
communicates with a key manager several times when a
node generates and verifies a signature. In wireless multi-
hop networks, it is considered that the number of commu-
nications with a key manager should be less. In our previous
scheme [16], a node communicates with a key manager only
once during the key derivation process. However, the size of
the aggregate signature is not constant. Every node adds a
matrix for signature verification. In our current scheme of this
paper, we improve our previous scheme to make the size of
the aggregate signature constant.

III. ISDSR-L (ISDSR WITH LATTICE)

The secure DSR with ID-based sequential aggregate signa-
tures with lattice (ISDSR-L) is a secure routing protocol with
a multi-signature scheme to guarantee the validity of route

Algorithm 1 Setup
1: function SETUP
2: p < {0,1}256, K «+ {0,1}%%¢
: (Sl, 82)% S:; X 57];

3

4: A € R’;Xk = ExpandA(p)

S: t:=As| + 8o

6 tr € {0,1}%%* := CRH(p||t)

7: return (mpk = (p, t), msk = (p, K, tr, 81, g, t)
8: end function

Algorithm 2 KeyDerivation

Require: msk = (p, K, tr, s1, s, t), ID
1: function KEYDERIVATION
2: tig ==t - Hash(ID)
sKiq2 1= s2 - Uniform(Hash(ID)),
A € R’;Xk = ExpandA(p)
iNVger := 1nvmody(|A|)
A= adjugateq(A)
skig1 = invgetAtia — SKiaz)
tria € {0,1}%% = CRH(p||tia)
9: return sk;q = (p, K, triq, sKiq1, SKiq2)
10: end function

A

information between a source node and its destination node.
More specifically, ISDSR-L is based on an ID-based sequential
aggregate signature scheme [30], where each user generates a
single signature by taking both messages to be signed and a
signature-so-far as input as well as utilizing any string as its
own public key. In this section, we first recall the ID-based
sequential aggregate signature scheme based on lattice and
then briefly describe a route establishment process of ISDSR-
L.

A. Building Blocks: ID-based Aggregate Signatures Based on
Lattice

The ID-based sequential aggregate signature scheme based
on lattice for ISDSR-L consists of Setup, KeyDerivation,
Sign, and Verification, which are shown in Algorithms 1-
4, respectively. This scheme is an extension of the signature
algorithm of Crystals-Dilithium [14]. In these algorithms, a left
arrow (<) denotes a random choice of an element from the
given group, and an equal symbol (:=) denotes a substitution
of the result of a deterministic computation on the right-hand
side to the left-hand side. We follow Crystals-Dilithium. The
regular font letters represent elements in R or R, including
elements in Z and Z,. The bold lower-case letters denote
column vectors with coefficients in R or R,. By default, all
vectors will be column vectors. The bold upper-case letters
represent matrices. We also use uniform sampling shown
in [31]-[33] in the same manner as Crystals-Dilithium. Func-
tions in these algorithms, i.e., ExpandA, CRH, ExpandMask,
H, Decompose, and HighBits, are identical to those in
Crystals-Dilithium.

Algorithm 1 generates a master public key msk and a
master secret key msk. Algorithm 2 generates an ID-base
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Algorithm 3 Signing

Require: sk;q, M, o’
1: function SIGNING

2: Parse Sk’id=(p, K, triq, sKiq1, skige)

3: A € R’;Xk = ExpandA(p)

4 p € {0,1}384 := CRH (tr;q||M)

5: k:=0z:=_1

6: while z = | do

7: y € S¥ | == ExpandMask(K||u||x)

8: w = Ay

9: w! := HighBits (w,272)

10: c € Bgo :=H(u)

11: Z:=Yy + cskign

12: (r, r% := Decompose (W — csK;g2, 272)
13: if [0 > 72— B orr! # w! thenz:= L
14: end if

15: K=r+1

16: end while

17: Parse o/ = (', 7/, w')

18: if id = 1 then

19: o =(=0,2=0,w =0)

20: end if

210 Cagg = +C Zagg =T 4T, Wagg =W + W
22: return o = (Cagg, Zagg> Wagg)

23: end function

Algorithm 4 Verification
Require: o, mpk, List ((idy,m1), ..., (id,, my)) of ID Info.
and Message
1: function VERIFICATION
2 Parse mpk = (p, t)
3 Parse 0 := (Cagg, Zaggs Wagg)
4: cy =0, cty
5: for i :=1; i <n; i++ do
6
7
8
9

t;g =t Hash(id;)
tr := CRH(p||tiq)
= CRH(tr||m;)

: c = H(w)
10: CN :=CN t+ C
11: cty = cty + ctyy
12: end for

13: A € R’;Xk = ExpandA(p)

14: Az' = HighBitsg(Azegy—cty, 272)
15: Wi, = HighBits,(Wagg, 272)

16:  return cy = Co99 && Wy, = AzZ'

17: end function

secret key sk;q. All nodes execute this function to generate
their own secret key. The generated secret key consists of five
elements, i.e., p, K, trjq, sK;q1, and sK;42. The relationship
between these keys satisfy the equation below.

t- Hash(ID) = t;q = Ask;q1 + skigo- (1

sk; o is computed on Line 3 of Algorithm 2. To compute sk; 41,

we transform Equation (1) to Equation (2) and Equation (3)
as a matrix description.

tiq — skigo = Ask;q1. 2
tid,l - 3kid2,1 A1,1 A1,2 Al,k Skidl,l
tid,2 — skige,2 Asn Ao A | | Skidi,2
tidk — Skidz,k Ap1 Age2 Ak r| |skia1k

The left-hand side t;; — sk;42 and the right-hand side Ask;q;
are congruent under the modulo q. sk;4; is derived to solve
the congruence equation (2). To solve this, an inverse element
(invget) of the determinant A is computed at Line 5 of
Algorithm 2. At Line 6, an adjugate matrix (A) of A is
computed. Finally, sk;4; is derived from Equation (4) and
Equation (5).

iNVdetA(tig — SKigz) = invger AASK;q1 4)
iNVaerA(tig — sKigz) = skiay (5)

Next, Algorithm 3 and Algorithm 4 are described below.
There are three nodes, i.e., vq, vp, and v.. Each node has mpk
and msk, and generates its own secret key using Algorithm 2.
v, generates a signature o, on route information (a) as a
message as follows:

Oq = (cagg = CayZagg = Zg,Zagg = Wa)~ (6)

Then, v, sends the route information (a) and the signature o,
to the next node v,. Then, v, adds its own information into
the route information after v, receives the route information
(a) and the signature o,. vy also generates a signature o from
route information (a,b) as a message as follows:

Oy = (Cagg = Cq +cbuzagg =1, +zb>wagg =W, +Wb) @)

v, then receives the route information (a,b) and the signature
op. v verifies this signature using Algorithm 4. After each
cy and cty is calculated. The verification process reaches
Line 16 in Algorithm 4. The left-hand side of Equation (8) is
equal to the right-hand side because z,4, represents z, + z;
and cty also represents c,t, + cptp. Each value is represented
as follows:

AZagg —cty = A(Za + Zb) — (Cata + Cbtb), (8)
Az, = Ay, + c,Askq ©)

Az, = Ay, + cpAsky,

Cata = caASKy1 + coSKg,
1 2 (10)

caty = cpAsky + cpsKpo,

Az,4y — ety = Ay, + Ay, — coSKa2 — coSKpa, (11)
Wa :Aya7wb :Ayb7 (12)
AZygq — Cty = Wy — CoSKaa + Wi, — coSKpo. (13)

Equation (9) is derived from Line 11 in Algorithm 3 and Equa-
tion (10) is derived from Equation (1). Applying Equation (9)
and Equation (10), Equation (8) becomes Equation (11).

803



2025 International Conference on Computing, Networking and Communications (ICNC): Wireless Ad hoc and Sensor
Networks

Algorithm 5 Decompose,

Require: r, o
1: function DECOMPOSE

2 r :=r mod g

3 rY = mod o

4 if 7 - r% = ¢ -1 then

5: rl=0,r0 =99 -1
6 else

7 rt=(r—1r%/a

8 end if

9: return (r!,70)

10: end function

Algorithm 6 HighBits,
Require: r, «
1: function HIGHBITS
2 (rt,r0) = Decomposey(r, a)
3: return 7!
4: end function

Finally, Equation (11) is transformed to Equation (13) to
substitute w, and w; for Ay, and Ay, respectively. From

Line 9 and Line 12 in Algorithm 3, w, and w, — csk,o are
represented as follows:
w! = HighBits,(Wa,272), (14)
(ry,r2) := Decompose, (W, — cskiaz, 272).

As described in Algorithm 5 and Algorithm 6, the return value
r! from Decompose, and the return value from HighBits,
are equal. Because of that, w} and r} are equal to each other.
Line 13 in Algorithm 3 indicates if r' and w'! are unequal
then z becomes L and the signing process goes to Line 7 and
generates z and c¢ again. As a result, Equation (15) becomes
true from Line 14 to 16 in Algorithm 4.

HighBits,(Wagg,272) = HighBits,(Azygy — cty, 272).
(15)

B. Protocol Overview

ISDSR-L wuses three kinds of packets, i.e., SRREQ,
SRREP, and SRERR. SRREQ and SRREP are used
in the secure route discovery phase to establish a connection
from a source node to its destination node. SRERR is used
in the secure route maintenance phase in which a node finds
a disconnection of the destination. In both phases, packets
include signatures for route information between a source and
its destination. We describe in detail the secure route discovery
phase below. There are three nodes, a source node vy, its
destination node v4, and a forwarding node v;. Each node
utilizes its own ID, e.g., IP address or device name, as a public
key. SRREQ and SRREP are represented as SRREQ =
(sre,dest,ri,o) and SRREP = (src,dest,ri,o), src is
a source node, dest is src’s destination node, ri is route
information, and o is an aggregate signature.

Step 1: vy generates SRREQ to establish a route to vg.
vs makes route information 7i(s) that contains the ID
of v, and also generates a signature o = (cs, Zs, W)
by Signing described in Algorithm 3. Then, v,
broadcasts SRREQs = (vs, vq, (), 05).

Step 2: vy forwards a received SRREQ.
vy receives SRREQ), from v, and verifies the sig-
nature o through Verification (Algorithm 4). If it is
true, vy checks whether the destination of the packet
is itself or not. Since vy is not the destination of the
packet, vy adds own ID to 74, then ri(s) becomes
ri(s, f). vy generates oy = (cy,zf, Wy) and aggre-
gates o, and oy as 05 = (Cs+Cf,Zs+2Zf, Wy +Wy)
by Signing described in Algorithm 3. Then, vy
broadcasts SRREQ ¢ = (vs,vq,7i(8, f), 0sf).

Step 3: vy replies SRREP; to vs.
vg receives SRREQ; from vy and verifies the
signature o,y through Verification (Algorithm 4). If
it is true, vg checks whether the destination of the
packet is itself or not. Since vq is the destination of
the packet, vy generates SRREP. vg adds own ID
to ri, then ri(s, f) becomes 7i(s, f,d). vq generates
oq = (cd,2q,Wq) and aggregates o ¢ and og4 as
Osfd = (Cs +Cf+CiyZs + 2§ +2Zq,Ws + Wy —|—Wd)
by Signing described in Algorithm 3. vy sends
SRREP; = (vq,vs,7i(s, f,d),0554) to vy.

Step 4: vs receives SRRE Py from vy.
vy verifies o474 in the received SRREP,; and for-
wards it to vs. vs also verifies 0,4 in the received
SRREPy from vg. If it is true, a route between v
and v, is established.

IV. EXPERIMENTS

In this section, we conduct experiments and show their
results.

A. Setting

We implemented our proposed secure routing protocol that
equips an ID-based aggregate signature scheme based on the
lattice in C++ language. We have released our implementation
via GitHub!. This implementation is based on the Crystals-
dilithium library?. As the first step of the performance eval-
uation for ISDSR-L, we also utilize the implementation of
ISDSR+ [5] in the C++ language and this protocol adopts an
aggregate signature scheme with ECDSA. The implementation
of ISDSR+ utilizes the mcl library? as the elliptic curve library.

We use UTM as a virtual machine for running Ubuntu 20.04
on Mac Book Pro. The experiments are conducted in the
emulation environments on the Mininet-Wifi [34], a network
emulator on Ubuntu 20.04. Mininet-Wifi provides a virtual
wireless environment where the user can set the network
topology, the communication range of the terminal, etc. It
also allows the user to run any programs on the virtual

! Available at https:/github.com/kjm-hdhr/isdsr_cpp.
2 Available at https://github.com/pg-crystals/dilithium.
3 Available at https://github.com/herumi/mcl.
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Fig. 1. Illustration of Network Topologies in Experiments
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terminal. The radio propagation model used in the emulation
environments is logDistance with exp = 4.5. The wireless LAN
standard was 802.11g. The experiments described below are
conducted in the following environment:

o Mac Book Pro M2 Max (Ventura 13.2, 96GB MEM).

e UTM ver. 4.5.3 (virtual machine)

o Ubuntu 20.04

e Mininet-wifi ver. 2.6
We prepare nine line shape network topologies represent-
ing one-hop to nine-hop. For examples, the topology T1 in
Fig. 1 represents one-hop topology in which a source node
communicates with its destination directly. The topology T3
and T9 in Fig. 1 represent three-hop topology and nine-hop
topology, respectively. T3 consists of one source node, one
destination node, and two forwarding nodes. T9 consists of one
source node, one destination node, and eight forwarding nodes.
In each network, a source node starts a route establishment
process toward its destination, and all nodes make packet
operations to establish a route, as mentioned in section III-B.
We conducted the measurements of the route establishment
time for each of the nine network topologies, and each result
represents the average time over 100 runs.

B. Results

Fig. 2 shows the route establishment time of ISDSR-L and
ISDSR+, in other words, the round trip time between a source
node and its destination. The horizontal and vertical axes
represent the number of hops and route establishment times,
respectively. The results of ISDSR+ are faster than that of
ISDSR-L. Both times increase in proportion to the number of
hops. We consider that the packet size derives these results. In

TABLE I
SIGNATURE GENERATION AND VERIFICATION TIME

Generation Time [ms] | Verification Time [ms]

Hops | ISDSR-L | ISDSR+ | ISDSR-L ISDSR+
1 0.088 0.268 0.095 2481
2 0.088 0.255 0.113 2.678
3 0.087 0.272 0.133 2.873
4 0.089 0.257 0.151 3.131
5 0.090 0.268 0.168 3.499
6 0.142 0.274 0.185 3.683
7 0.118 0.272 0.209 3.890
8 0.119 0.268 0.224 4.130
9 0.119 0.259 0.243 4315

our implementation, the signature size of ISDSR+ and ISDSR-
L is 240 bytes and 6176 bytes, respectively. Generally, the size
of packets affects communication time. Naturally, ISDSR+ is
faster than ISDSR-L because the signature size of ISDSR-L
is more significant than that of ISDSR+.

On the other hand, in terms of signature generation time and
verification time, ISDSR-L is much faster than ISDSR+. Each
result represents the average time over 100 runs in Table I.
The column Hops in Table I represents the nth-hop node. For
example, the results in the row ”3” represents the signature
generation time and verification time of 3rd-hop nodes. All
signature generation times of ISDSR-L are less than half of
ISDSR+. Regarding the signature verification, the results of
ISDSR-L is much faster than that of ISDSR+.

Although the verification time of ISDSR-L is no more than
6% that of ISDSR+, the route establishment time of ISDSR-L
is more than 300% in the nine-hop network. As mentioned
before, it is evident that the signature size affects the route
establishment time. We consider two ideas how to reduce
the route establishment time. The first one is applying IEEE
802.11n or 802.11ac to shorten communication time. However,
this idea depends on the device’s specifications. The second
is improving our aggregate signature scheme to suppress the
signature size. The signature generated by our scheme consists
of vectors. It is easy to suppress the signature size by reducing
the bit length of each element in vectors. Even if the signature
size is reduced by applying this idea, security level must be
lower. We need to improve our aggregate signature scheme to
suppress the signature size while maintaining security levels.

V. CONCLUSION

In this paper, we implemented ISDSR-L as a secure routing
protocol for wireless multi-hop networks. To this end, we
evaluated the route establishment time, signature generation
time, and verification time of ISDSR-L compared with IS-
DSR+. From the point of view of the route establishment
time, ISDSR-L needs more time than ISDSR+. One of the
reasons ISDAR-L needs more time than ISDSR+ is that the
signature size of ISDSR-L is more significant than that of
ISDSR+. However, in terms of the signature generation time
and verification time, ISDSR-L is much faster than ISDSR+.

There are several potential directions for future work. One
of the future works is to make the route establishment time of
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ISDSR-L faster by improving our aggregate signature scheme.
The size of generated signatures in our aggregate signature
scheme is more significant than that of ISDSR+ We plan
to improve our aggregate signature scheme to suppress the
signature size while maintaining security levels.
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