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Abstract—Building automation systems (BASs) provide conve-
nience and comforts to building occupants, may optimize building
management and energy consumption, and is part of the critical
civil infrastructure—building. However, real-world attacks have
been deployed against BASs. Our survey has identified software
security is least studied. Our preliminary study has discovered tens
of vulnerabilities in BAS devices and management software. This
paper tries to gives a big picture of approaching BAS software
security. We will focus on fuzzing, a natural way of identifying
vulnerabilities of BAS device firmware and management software.
We will introduce the fuzzing concepts and fuzzing tools. A case
study of fuzzing a BACnet Secure Connect testbed is presented
to demonstrate how to approach BAS fuzzing.

I. INTRODUCTION

A building automation system carries out various building
functions in an automated manner such as lighting systems, key
card access systems, heating, ventilation, and air conditioning
(HVAC). BAS is a type of cyber physical system (CPS) because
it has cyber components that control these physical devices
that interact with the physical environment. The architecture
of a typical BAS has three levels: management (control center
often with view of the entire network diagram), automation
(scheduling) and field (physical devices such as sensors and
actuators that interact with the environment). The global BAS
market size was valued at $77.09 billion in 2023 and is
projected to grow to $150.73 billion by 2032 [1].

Real-world attacks have been launched against BASs. In
2016 a DDoS attack using the Mirai botnet turned off the
heating system for housing blocks in Finland [2]. In 2021
hackers locked out hundreds of building automation devices of
a building automation engineering firm in Germany by setting
a security key of those devices because those devices were
connected to the Internet without protection [3]. In 2021, engi-
neering computers in building automation systems in Pakistan,
Afghanistan and Malaysia were infected with the ShadowPad
backdoor [4]. In 2024, malware exploited the widely-used
Modbus industrial communication protocol and caused over
600 apartment buildings in Ukraine to lose heat for two days
in January 2024 [5]. It is said that this malware was the first
industrial-controlled systems (ICS) malware that uses Modbus
protocol to physically disrupt operational technology (OT).

We carried out a survey of BAS security [6] to gain an
understanding of BAS security. We investigated BAS protocols
such as BACnet [7], KNX [8], LonWorks [9], Modbus [10],
ZigBee [11], Z-Wave [12], and EnOcean [13] while there

are other BAS protocols such as ARCNET [14]. There are
various attack surfaces against BASs including physical com-
ponents, firmware/software, network and data. Conventional
BAS protocols often have no security. Many BAS protocols
now have dedicated security extensions, including BACnet
Secure Connect , KNX Data Secure [15], KNX/IP Secure
[16], ModBus/TCP Security [17], EnOcean High Security [18],
ZigBee Pro [19] and Z-Wave Plus [20]. To secure BASs, we
shall consider the following six factors: hardware, operating
system (OS), software, networking, data and human, We make
the following observations from our holistic survey: (i) network
security has been extensively studied. However, much more is
demanded. For example, there is lack of security for non-IP
BAS networks such as BACnet/MSTP, which is broadly used
and has no security extension. (ii) Hardware/OS security study
is not well studied in the BAS domain. For example, secure
bootstrapping shall be considered for BAS devices [21]. (iii)
Software security is pretty much missing.

Among all attack surfaces against BASs, we haven’t seen
anything significant done for software security. Here the
software refers to code in device firmware or BAS management
software. Fuzzing is the under-explored domain for BAS
software security. Fuzzing is a technique that involves passing
random or unexpected inputs into an application to cause
errors, unexpected behavior and even crashes. The challenges
that come from fuzzing BASs are what’s needed by fuzzing
BASs and how a fuzzer, which injects random inputs into the
target software, interplays with building automation systems.
We often want to measure the effectiveness of a fuzz test. One
critical metric is code coverage meaning how much code is
actually hit during the test.

We have performed preliminary study of BAS software
security through fuzzing [22]. We always assume the interface
of the BAS software such as port number of a BAS server is
known. We learn BAS message fields such as magic bytes with
fixed values, length fields, counter fields and predictable passive
fields and exclude them from fuzzing for efficiency since target
BAS software would reject those fields with invalid values.
Excluding those specific fields, we fuzz BACnet and KNX
devices and software. 13 new vulnerabilities were discovered
in BAcnet and KNX devices and software.

Given the promising results of our preliminary study of BAS
software security, we want to share our thoughts of efficiently
and effectively fuzzing BAS software and identifying root

2025 International Conference on Computing, Networking and Communications (ICNC)

979-8-3315-2096-0/25/$31.00 ©2025 IEEE 382



causes of BAS software vulnerabilities.

II. INTRODUCTION TO FUZZING

In this section, we first introduce fuzzing in the overview.
We then discuss types of fuzzing, and fuzzing effectiveness
metric–code coverage.

A. Overview

Fuzz testing was originally developed as a software security
testing technique by Barton Miller at University of Wisconsin
in 1989 [23], [24]. To test a target device or software, a
program called fuzzer is written, and it generates random
data methodologically. The random data is injected into
the target device or software through its interface such as
network protocols, command-line arguments, file input and
standard input. The application shall be closely monitored for
any abnormalities such as software or system crashes, code
execution errors and unexpected behaviors.

B. Fuzzing Workflow

A typical fuzzing test works as follows [25].

1) Identify the target. When fuzzing a BAS, the target could
be a specific device located at a defined BAS address,
such as a BACnet MS/TP MAC address.

2) Determine the target input interface. For a BAS fuzzing
scenario, the input interface may be the BACnet network
protocol.

3) Generate fuzzy data. The effectiveness and efficiency of
fuzzing depend on the quality of generated test cases. It
is essential to avoid test data that the target will instantly
discard, as this would be inefficient. For instance, fuzzing
may focus on modifying specific fields within a BACnet
message.

4) Inject fuzzy data into the target. A fuzzer is responsible for
feeding the generated test data into the target systemâĂŹs
input interface to observe potential failures.

5) Monitor the target. Throughout the fuzzing process, the
target must be observed for unexpected behaviors, such
as crashes or anomalies.

6) Analyze results. If an issue arises, it is necessary to deter-
mine which test data triggered the problem. Additional
analysis should assess the nature of the vulnerability and
its exploitability. For example, does the issue stem from
a buffer overflow? If so, can it be exploited, and how?

C. Types of Fuzzing

Fuzz testing can be categorized based on input generation
methods into random fuzz testing, mutation-based fuzz testing,
generation-based fuzz testing, and protocol-based fuzz testing.

1) Random fuzz testing: In random fuzz testing, the fuzzer
produces completely random inputs and supplies them to the
target. Although easy to implement, random fuzzers are often
inefficient because the target may discard inputs that do not
conform to the expected format or range.

2) Mutation-Based fuzz testing: In mutation-based fuzzing,
a sample of data (often called corpse), such as a network traffic
dump, is first collected. The fuzzer then systematically alters
this data to generate new test cases.

3) Generation-based fuzz testing: In generation-based
fuzzing, test cases are created according to a specified model
or definition. This type of fuzzer typically requires in-depth
knowledge of the target, such as its input format. While
developing a generation-based fuzzer can be time-consuming,
it tends to be more efficient and effective, as the test cases are
less likely to be immediately rejected by the target.

4) Protocol-based fuzz testing: Protocol-based fuzz testing
is a specific type of generation-based fuzz testing. Creating
a protocol-based fuzzer demands a thorough understanding
of the protocol under test. Protocol messages often have a
specific sequence, where subsequent messages can only be
sent after receiving a response to a previous one. A protocol-
based fuzzer enables an in-depth examination of both the target
and its protocol.

D. Code Coverage for Fuzzing Effectiveness

Evaluating the effectiveness and efficiency of a fuzzer can be
challenging. Mutation-based fuzzers are capable of generating
an unlimited number of test cases, which raises the question
of when the fuzzer should stop. On the other hand, generation-
based fuzzers create a finite set of test cases, but are those
cases sufficient?

Code coverage is a metric used to measure how much of
the code has been executed. There are different types of code
coverage: Line or block coverage determines how many lines
of code have been run; Branch coverage assesses how many
branches, like conditional jumps, have been followed; and Path
coverage looks at how many distinct paths through the code
have been taken.

III. FUZZING TOOLS

In this section, we first introduce the three functionalities of
a fuzzing tool and then introduce four fuzzing tools that can be
used BAS fuzzing: boofuzz, AFL++, AFLNet and WinAFL.

A. Functionalities of Fuzzing Tool

A fuzzing tool may implement three functionalities: test
input generation, test input injection and bug detection [25].
The fuzzing workflow shall be automated.

Test input generation: There are various ways of generating
fuzzing data as inputs to the target. There are quite a few
fuzzing frameworks such as AFL++ [26], AFLNET [27],
boofuzz [28] (successor of Sulley [29]). With a fuzzing
framework, a programmer may follow the specification to write
the fuzzing code while the framework provides fuzzing data.

Test input injection: Depending on the target’s interface,
the fuzzy data can be injected into the target accordingly. For
example, we can convert an existing program/client as the
fuzzer and inject the fuzzy data at appropriate point. With a
fuzzing framework, a programmer may follow the specification
to write a fuzzer while the framework provides fuzzy data as
demonstrated in Fig. 1.
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Bug detection: When the target program or device under
fuzzing demonstrates issues, it may have bugs. For example, the
program may crash. There are different types of crashes, such as
segment faults and assert fails. We may run the target program
under a dynamic memory error detector to discover potential
memory errors related to dynamically allocated memory. We
can also develop our own checker with Valgrind [30].

B. boofuzz

Boofuzz [31] is a network protocol fuzzing framework, and
is a fork of Sulley [32], which is obsolete. Another related
network protocol fuzzing framework is SPIKE [33], which is
no longer under active development. Boofuzz provides APIs
and allows the definition of a protocol, specifying which fields
to fuzz. Therefore a boofuzz-based fuzzer is a generation-
based fuzzer or protocol-based fuzzer. Boofuzz provides three
main monitors including ProcessMonitor, NetworkMonitor
and CallbackMonitor for monitoring failures such as crashes.
Boofuzz provides logging mechanisms and saves log data of a
test to a SQLite database. The log data can be viewed through
a web interface.

Fig. 1 gives an example boofuzz script, i.e., a fuzzer. It
has three parts. (i) Connect to target; (ii) Construct a fuzzing
message template, which contains unfuzzable fields and one
field to be fuzzed. Those fields often correspond to different
fields of the application protocol; (iii) Fuzz. The fuzzer
generate messages based on the message template, mutating
the fuzzable field.

Fig. 1. Example Boofuzz Script

C. AFL++

AFL++ [26] is the most popular generic greybox fuzzing
framework. It is developed based on AFL [34] and integrates
many community improvements. AFL++ requires the source
code or binary executables of target programs and adopts
target-specific methods (e.g., source instrumentation, dynamic
binary instrumentation, and hardware-based tracing) to collect
coverage. As a generic fuzzer, AFL++ treats inputs as binary
streams and mutates them at the byte level. Therefore, AFL++
works best for targets with unstructured input formats. However,
it also provides interfaces to implement different mutation
mechanisms and can be extended to handle complex input

formats. By default, AFL++ injects (mutated) test cases through
files and stdin, or directly writes them into the target memory.
To support network-based fuzzing, AFL++ provides helper
programs to inject inputs through network interfaces.

D. AFLNet

AFLNet [27] is a greybox network protocol fuzzer guided by
both the coverage and execution status of the protocol. AFLNet
assumes that the protocol packets contain status codes to
represent the current protocol state. Therefore, AFLNet requires
its users to extract protocol status code from protocol packets.
With this, AFLNet monitors the states and state transitions
encountered during fuzzing, and saves test cases triggering new
protocol states or state transitions. The mutator of AFLNet
operates at the packet level, but it ignores protocol formats
and mutates each packet as if it is a plain binary stream.

E. WinAFL

AFL only supports fuzzing programs in Unix-like platforms
and does not support Windows. To bridge this gap, WinAFL
[35] is proposed to fuzz Windows binaries. Since Windows does
not support forking a process, WinAFL adopts the persistent
fuzzing (or, in-memory fuzzing) strategy, where it starts the
target program, waits for it to enter a user-defined target
function, and fuzzes the function for a specific number of
iterations before it kills the process. WinAFL supports coverage
collection via dynamic binary instrumentation or hardware-
based tracing. WinAFL also comes with builtin support for
network-based fuzzing.

IV. CASE STUDY: FUZZING BACNET

In this section, we present a case study—fuzzing a BACnet
Secure Connect testbed. We first introduce the testbed and then
present our findings.

A. Testbed

Fig. 2 illustrates our BACnet Secure Connect testbed,
provided by Automated Logic. This testbed consists of the
following devices: (i) G5RE Router #1: The G5RE router (top-
left device of the panel) forwards BACnet packets between the
BACnet Secure Connect network and the BACnet/IP network.
(ii) G5RE Router #2: The second G5RE router (below G5RE
#1) is configured to forward BACnet packets between the
BACnet/IP network and the BACnet MS/TP network. (iii)
ZN551 Zone Controller: This zone controller (bottom-left of
the panel) is responsible for the three field devices in the bottom
right of the panel. These are the Belimo CMB24-SR Damper
Actuator (orange device), the Z2SP-ALC Temperature Sensor
(below the actuator) developed by Automated Logic and the
CX-100 Ceiling Occupancy Sensor (to the right of the actuator)
created by Wattstopper. Each of these devices is able to be
controlled and interacted with via exposed BACnet objects on
the ZN551 controller. (iv) BACnet/IP Controller: The Optiflex
IP Controller (top-right of the panel) developed by Automated
Logic is similar to the ZN551 Zone Controller. However, it
facilitates the communications between the devices under its
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control and the overarching BACnet/IP network. (v) BACnet/IP-
to-BACnet/IP Router: The BACnet/IP-to-BACnet/IP Router
(middle-right of the panel) developed by Cimetrics is used to
route communications between two BACnet/IP networks.

Fig. 2. BACnet Secure Connect Testbed

The panel can be managed by the following BAS manage-
ment software. WebCtrl: Not shown in the figure is the Building
Management System (BMS) WebCtrl developed by Automated
Logic. This is hosted on a Windows 10 Desktop connected to
the Ethernet switch above the BIP-to-BIP router. This is the
central management platform for the entire panel, which allows
us to interact with all devices and datapoints for the devices in
the panel. Secure Connect Hub Also not shown in the figure
is the Secure Connect Hub developed by Automated Logic.
This is also hosted on a Windows 10 Desktop. This component
is required for all BACnet/SC communications in the panel.
This central hub will receive communications from the other
devices in the Secure Connect network and will forward the
message to the other devices connected to the hub.

The panel has three forms of BACnet communications:
BACnet MS/TP, BACnet/IP and BACnet/SC. In the BACnet/SC
network, we have WebCtrl, the Secure Connect Hub and the
G5RE #1. In the BACnet/IP network, we have the G5RE #2,
the BACnet/IP-to-BACnet/IP router, and the IP controller. In
the MS/TP network lies under the ZN551 Zone Controller. The
devices themselves are connected to the controller through its
RNET port (a proprietary communication protocol).

A typical communication flow can be shown between the
end devices (such as the Temperature Sensor) up to WebCtrl.
For instance, once the sensor wants to report the temperature,
it will send its message to the ZN551 controller, which then
converts this to a BACnet MS/TP packet and sends it to G5RE
#2 through the MS/TP port on the device. This router then strips
the MS/TP header of the packet and converts it to a BACnet/IP
packet aimed at G5RE #1. Next, this router will convert this
insecure BACnet/IP packet and changes it to a BACnet Secure
Connect packet and will forward it to the Secure Connect

Hub. Finally, the Secure Connect Hub forwards this packet to
WebCtrl.

The devices utilizing BACnet Secure Connect will utilize
digital certificates signed by a custom Certificate Authority
(CA) created specifically for this panel. Any communications
on the BACnet Secure Connect network will require these
certificates and corresponding encryption keys as they will
utilize TLS-enabled Websockets to encapsulate and secure
BACnet packets.

B. Findings

We conducted fuzz testing on various devices in our panel
and identified two major bugs affecting a total of four devices.
In adherence to responsible disclosure practices, both bugs
have been reported to Automated Logic. At the companyâĂŹs
request, we cannot disclose specific details about the vulnerabil-
ities at this time, as a fix has not yet been released. However, we
provide general insights and discuss the broader implications
of these issues.

1) Fuzzer Design: We used the Yabe library as the basis
for our random fuzzer, as it provides native support to
communicate through all communication mediums on our
panel. For example, the two bugs discussed next will abuse
the inherent communication mechanisms within the panel
facilitated by the various routers and the Secure Connect Hub,
as well as vulnerabilities inherent within the BACnet protocol
(more specifically, the lack of authentication within insecure
BACnet networks). Our fuzzer will connect to the MS/TP bus
on the panel through the ZN551 Zone Controller’s MS/TP port.
It will carefully craft the packets to target a specific device.
When attacking a device in the Secure Connect network, it will
maintain the Data Link and Network layers of the packets to
allow it to be processed and forwarded through these networks
- the Application layer remains untouched, allowing us to send
fuzzed data to these devices.

The BACnet specification requires a specific Device Object
to be present and available at all times on the BACnet devices
in the network. This Device Object will hold information about
the device such as the device’s name, BACnet instance number,
serial number, manufacturer, and any BACnet objects that the
device has. This object must remain present at all times for
other devices to discover and interact with the device. This
Device Object is what our fuzzer uses to understand if the target
device is in some fault state. To account for network latency
or network inconsistencies (i.e. dropped packets), we perform
three sequential health checks, which query this Device Object
to confirm the fault state.

2) Discovered Bugs: The first bug discovered affects We-
bCtrl, the Secure Connect Hub, and the G5RE #1. Our
fuzzer had targeted the Application layer of BACnet packets
and had caused an Array-Index-Out-of-Bounds error on the
device. Overtime, our fuzzer had generated over 100+ of these
messages in which the devices had become unresponsive to the
fuzzer’s health check (e.g. querying the device for this Device
Object). After gathering the device’s system logs, it became
clear that if we sent more than 100 packets that caused this
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error, the Device Object process within the device would not
restart - resulting in the Device Object becoming unavailable.
This Denial-of-Service (DoS) has implications on the BACnet
network in the case if a device requires this object to perform
any complex automation. If this object is not available, this
would not be possible, potentially having severe consequences.
Each device requires a full restart of the program or the device
to restore functionality, resulting in a temporary DoS.

The second bug affects the ZN551 Zone Controller. Again,
the fuzzer was targeting the Application Layer of BACnet
messages aimed at this device. The fuzzer had crafted a message
in which it seems (awaiting a response from the company) an
Array-Index-of-Bounds error was not handled properly. After
the fuzzer had reported a fault state, a visual inspection of
the device was performed. The result of this crash had led to
the LED on the device flashing red indicating an error. Upon
logging into WebCtrl to gather a status report of the device, the
controller was completely unresponsive to these requests and
did not forward the values of the temperature sensor, actuator,
or occupancy sensor. This device requires a full power cycle to
restore normal, full functionality. This can pose serious risks
in the case of a fire alarm system. If this zone controller has
sensors or water sprinklers and this attack is carried out, this
system may not activate in time.

V. CONCLUSION

In this paper, we share our thoughts of using fuzzing to
study software security of BASs. For fuzzing BAS devices with
knowledge of device firmware, boofuzz or customized fuzzing
tools can be good choices. For fuzzing BAS management
software without source code, AFL++, AFLNet or WinAFL
can be a good choice depending on what operating system the
software runs on. There is a lack of tools on fuzzing Java or C#
based BAS management software running on Windows. BAS
software security is still an open field and requires significant
efforts. Our future work includes development of various
fuzzers to test the BAS device and management software
security and identify the root causes of the vulnerabilities.
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