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Abstract—The increasing popularity of video streaming plat-
forms poses new challenges to network operators as a large
proportion of the streaming traffic traverses the network in
an encrypted format. Network administrators face significant
challenges in accurately monitoring and assessing the Quality of
Service (QoS) and the end users’ Quality of Experience (QoE).
Tackling these difficulties, machine learning(ML)-based predic-
tion models are frequently deployed to classify and recognise
video streaming patterns and to gauge QoS/QoE. Here we follow
the lines of scientific endeavours of other researchers and utilise
ML models to infer user-side metrics relying solely on transport
layer statistics. The performance of ML classifiers including a
neural network is evaluated for YouTube Live, YouTube Gaming,
Twitch and CNBC videos with compressed transport data. The
ML models are trained on several gigabytes of data and for
some parameters, more than 80% of accuracy is attained with
a highly compressed dataset. Data compression is achieved by
calculating the singular value decomposition of the dataset and
keeping only the most significant vectors for prediction. The
results are supplemented with comprehensive QoE metrics and
the classifiers are evaluated against these metrics as well.

Index Terms—quic, video streaming, QoE, QoS, machine
learning, neural networks

I. INTRODUCTION

In the past 6 years, the average smartphone users’ data
consumption for video streaming has grown from 3.4 GB to
16.3 GB'. This clearly indicates that traffic generated by video
streaming and sharing platforms takes up a large proportion
of the entire Internet traffic. Streaming traffic is mostly gener-
ated by large platforms such as YouTube, Facebook, TikTok,
Netflix, and Twitch.

ML techniques [1] have proven to be successful in a wide
range of network problems from identifying [2] Skype calls
to quality of experience (QoE) prediction of video streaming
platforms [3] and resource allocation prediction in the cloud
for video streaming [4]. Deep learning [5], Bayesian tech-
niques [6] and decision trees [7] are also being deployed to
solve network traffic identification and classification problems.

Despite the growing number of scientific publications on
machine learning(ML)-based quality of experience/quality of
service (QoE/QoS) assurance framework development not
much attention has been paid to the applicability and the
computational performance of the various ML models. The
training time of an ML model is heavily influenced by the size

Thttps://www.ericsson.com/en/reports- and- papers/mobility-report/articles/
streaming-video

of the learning data. For the case under consideration, learning
data is generated from the transport layer using metrics derived
by observing transport packets. Although a handful of features
can be derived by this approach there is not telling whether
all the chosen features are indeed necessary. Important fea-
tures are usually extracted using PCA (principal component
analysis) and less important features can be disregarded. On
the other hand, truncation in the training data can lead to
decreased prediction accuracy. In this work, a matrix rank
reduction technique is applied to the training data to accelerate
the training process and the changes in prediction accuracy
are also investigated. We scrutinise different ML models and
video streaming platforms to emphasise the applicability of
rank reduction techniques for this use case.

Drawing inspiration from previous research works of other
authors [8]-[10], here we first set the goal of extrapolating
user-side metrics solely from transport layer metrics. The
methodology proposed here relies on rudimentary data, there-
fore it can be applied to heavily encrypted data streams. The
key principle of our design is to require as little information
from the transport layer as possible and to be able to gauge
QokE-related metrics of a QUIC-based video streaming service.

To train ML models that can predict QoE/QoS scores up to
80% accuracy it is not uncommon to utilise several thousands
of data traces [11] and years of playback time [12]. To
illustrate the amount of data collected by some members of
the research community let us point out a few figures from
scientific publications. In [13] 573, 429, 697 packets were anal-
ysed, in [14] subjective quality has been performed using 570
encoded videos, 80640 minutes of input data were generated
in [15] and the authors in [16] define 228 features and select
the 10 most important features with feature-importance—based
selection and sequential feature selection. The performance
of QoE prediction models has been evaluated over 48000
streaming sessions in [17]. These figures clearly indicate that
the ML models that are used to infer user-side QoE/QoS are
trained on big data and this necessitates efficient approaches
to save training time.

In this work, we show that prediction accuracy for the video
streaming QOE/QoS use case can be maintained even if the
training data is significantly truncated and that the effective
dimension of the training matrix is much less than the ambient
dimension would suggest. As is well known, usually a small
subset of the transformed features serves as excellent lower-
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dimensional representation [18], even for video streams [19].
When a large training data is used, such an approach can save
a lot of computation time. For the video streaming use-case,
the fact that only a small number of features can describe
the problem very efficiently has been observed in [20]. We
used the best approximation in terms of the Forbenius norm
to compress the learning matrix by computing its singular
value decomposition (SVD) [21] and test the applicability
of the method for different platforms and metrics. We then
use compressed training data and derive a comprehensive
QoE metric from a weighted sum of 4 different user-side
parameters. The weights are varied and prediction performance
with different ML classifiers is assessed in terms of accuracy,
F1 score, and recall.

Finally, let us point out some similarities with past research
works and position our results. While the authors in [22]
train ML models on YouTube videos using a random forest
classifier and extract the most important metrics for KPI (key
performance indicator) prediction, they do not perform training
time-related measurements. Data collection is performed in a
very similar manner to what we are going to describe in [23]
targeting YouTube videos, but there are no results presented
in this work that can be used to discuss the performance of
the ML models in terms of training time and robustness.

To the best of our knowledge, no scientific work has yet
been published on the performance analysis of ML models in
terms of training time for the video streaming use case. Filling
in this gap this work makes the following contributions:

1) Low-rank reduction of the training data.

2) Assessing robustness over several platforms

3) Accuracy vs. runtime evaluation of the ML models.

4) The evaluation of a comprehensive QoE value using

reduced datasets

Previously we reported [24] on a tool developed by our
research group to collect transport layer data, which can
then be used to underpin QoE/QoS-related measurements and
enhancement solutions. In this work, we extend this data
collector and report on how to accelerate ML models using
low-rank approximations. The performance of the methodol-
ogy under consideration is investigated using four different
video streaming platforms (YouTube Live, YouTube Gaming,
Twitch and CNBC) and we demonstrate its robustness and
applicability to the QoE/QoS prediction problem.

The structure of the paper is as follows: Section II intro-
duces the related works, then in Section III a general overview
on a rank reduction technique is introduced. In Section IV
we describe our data collection methodology along with the
extracted features and the ML models. Then in Section V
numerical results are presented. Finally, we conclude our work.

II. RELATED WORK

With the widespread use of encrypted data streams, research
on network traffic classification [25]-[31] methods has gained
significant momentum in the past few years. For example, a
naive Bayesian classifier in [6] has been deployed for this task

to provide 65-95% accuracy. Decision trees have also proven
to be efficient in solving classification problems [7]. ML
classifiers for IP traffic were evaluated in [32] using multiple
short sub-flows. Convolutional neural networks and stacked
long short-term memory layers can classify network traffic
(public QUIC dataset) with over 90% accuracy [33]. Traffic
classification methodologies for QUIC have been presented by
the authors of [34]. The authors in [35] have demonstrated
that the classification problem for network traffic can be
solved even with natural language processing by transforming
features from packet traces into language-like patterns.

The problem of network traffic identification is also actively
researched [36]. A comprehensive survey on ML techniques
in the field can be found in [37]. Statistical fingerprinting
to detect malicious flows in QUIC is presented [38] and ML
was used to detect network intrusions in [39] and in [40]. To
increase network security, convolutional neural networks are
being tested to detect malware traffic [41].

To solve traffic classification problems not only super-
vised but also unsupervised learning techniques [42] are
deployed [43]. ML-based traffic classification has been shown
to work on the IP level [44].

Online gaming [45] is another prominent use case for which
ML techniques can be utilised. Similarly, in [46] the authors
investigate accurate means to account for user-perceived QoS
and find that the effect of lost packets can be devastating to
the gaming experience.

QoE models were developed not only for web applica-
tions [47] but also for video streaming platforms [48]-[50] to
underpin the effective design of bitrate adjustment algorithms.
QoE indicators for large-scale video streaming use cases were
investigated in [51]. A survey on HTTP adaptive streaming
(HAS) services is presented in [52] along with the respective
QoE models. In [53] the authors use stalling events as a
baseline metric to derive QoE models. A general taxonomy
of QoS/QoE models can be found in [54]. The authors in [55]
propose a methodology to adaptively choose servers with the
best possible QoE using reinforcement learning. QoE models
for Netflix were put forth in [56]. Theoretical discussions on
user-perceived QoE can be found in [57].

Platform-specific works include research on YouTube
videos [58] and the QoS estimation of wireless devices [59],
i0S/Android clients [60] and general dynamic adaptive
streaming (DASH) clients [61]. WebRTC-based video confer-
encing applications are also being evaluated [62] using ML.
QOoE prediction can be performed even in real-life 4G networks
as demonstrated in [63].

III. A LOW-RANK APPROXIMATION

The scalability of classification algorithms to large datasets
has received increased attention in the past few years [64].
Here we elucidate a data compression technique to accelerate
the training of ML models. The Eckart-Young theorem [65]
states that the best rank-r approximation to M in terms of
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TABLE I
PLATFORMS, THE PREDICTED METRICS AND DATA STATISTICS

Platform Predicted Metric PCAP Size | Number of Videos | Application Layer Protocol
YouTube Live Buffer Health [0, 1, 10, 25, 35, 55, 90], Live Latency 52 GB 20 NerdStat UDP/QUIC
[0, 1, 10, 25, 35, 55, 90], Status
YouTube Gaming I 22 GB 100 NerdStat UDP/QUIC
Twitch Playback Bitrate [0, 500, 1000, 2000, 4000, 6000], 97 GB 100 Video Stats TCP
Latency To Broadcaster [0, 10, 20, 40], Buffer Size [0,
5, 10, 201, FPS [0, 25, 35, 55]
CNBC Videos Buffer Health [1, 5, 10, 15] 8.1 GB 100 About This Video TCP

the Frobenius norm is given by the truncated SVD of M.
Specifically, if the SVD of M is:

M =UxVv7”T

where, U is an m x m orthogonal matrix, > is an m X n
diagonal matrix with singular values on the diagonal, V7 is
an n X n orthogonal matrix. Then the rank-r approximation
M is given by:

M=1U,% VT

where U,. consists of the first  columns of U, ¥, is a diagonal
matrix containing the largest r singular values from 3, with
the remaining singular values set to zero and VI consists of
the first 7 rows of V7.

IV. PLATFORMS AND DATA COLLECTION

In this section, we describe our data collection methodology
for both the application and the transport layer.

A. Application Layer

For each platform the predicted metrics are summarised in
the second column of Table I and for each metric, the labels
are transformed according to the given intervals as indicated in
the table. For example for YouTube Live videos, the Buffer
Health metric has been transformed to take the values [1,
2, 3, 4, 5, 6, 7] depending on the interval in which the actual
value falls into (e.g. [0s, 1s, 10s, 25s, 35s, 55s, 90s]). Every
metric was transformed according to the second column of
Table I. Status is an exception because it is an integer
variable.. The total size of the recorded video streams and the
number of videos are indicated in the 3rd and the 4th columns
in gigabytes. Various network conditions have been created
by setting bandwidth limitations on the incoming traffic of
the network interface of the workstations. These steps are
immaterial to the main topic of this work and they are omitted.

The live videos on YouTube and live game streams provide
the same user-side metrics via the Stats for nerds interface.
These streams are transported over a heavily encrypted QUIC
protocol, which implies that there is no way to intercept
the streams or to peek into the packet payloads. Twitch and
CNBC use TCP and it provides real-time statistics using
the About This Video option in the web application.
These statistics include FPS, Buffer Size, Latency To
Broadcaster, and Playback Bitrate. CNBC? broad-
casts short videos on its site and it provides a very convenient

Zhttps://www.cnbc.com/tv/

API by right-clicking on the videos. An automated tool has
been developed to capture user-side QoS using pyautogui.

B. Transport Layer

Measurements are performed as follows. We choose
and play live YouTube Live/YouTube Gaming/Twitch/CNBC
videos randomly while packets are being captured on the
network interface. We continuously monitor the downlink
and the uplink traffic using ftshark to capture TCP and UDP
traffic according to the platform under consideration. After
this step, the packet capture files are processed and they
are split into 2 large subsets depending on target/source IP
addresses to differentiate between uplink and downlink traffic.
This approach enabled us to introduce transport-level features
in both directions, effectively doubling the size of the training
data. The output files are transformed into CSV format and
then we use Python to generate data frames, resample the data
(aggregation interval), and calculate additional metrics such as
mean, min,max,std and sum (refer to Table II for details). The
interarrival time of the packets has been calculated in a similar
manner. In addition to the standard statistics, we calculate the
absolute value of the fast Fourier transform of the interarrival
time. The training data is generated by merging the dataset
captured from the application layer with the transport layer
data. The granularity of the transport layer data is usually
much higher than the application layer data and we solve
this issue by resampling the datasets to arrive at an identical
timescale. Payload-agnostic description of features [66] is
a common approach for network traffic classification and
identification tasks. Here we do not rely on payload data and
this method is applicable to a wide range of video streams.

C. Machine Learning Models

The inner workings of ML models we utilise in this work
are well-known and documented in related books [1] and
publications. As such we elide these technicalities for clarity
of exposition and mention only the input parameters for the
models to ensure the reproducibility of our results. Among
the numerous ML algorithms we choose 3 (a neural network
(MLPClassifier with 10, 20, 10 neurons in the first, second and
third layers respectively), AdaBoost [67] and Random Forest)
and perform single-label classifications with the sklearn
toolkit®. This choice was made based on our experience with
the performance of the tested models. Nevertheless, we are

3https://scikit-learn.org/stable/
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far from advocating such a rigorous choice and believe that
other ML/DL algorithms would show similar results with
the proposed methodology. Such a comprehensive analysis
is immaterial to the message we wish to convey here and
therefore we focus only on a small set of ML algorithms.
A similar argument can be found in [1], where we read that
there are no context- or problem-independent reasons to favor
one learning or classification method over another and that
the apparent superiority of one algorithm or set of algorithms
is due to the nature of the problems investigated and the
distribution of data.
For each class i standard ML metrics are calculated:

_ TP, R - TP, P; - R;
TP, +FP’ ' TP +FN;’ P+ R;
, where T'P denotes the number of true positives, F'N denotes
the number of false negatives and F'P denotes the number of
false positives. In multi-class classification, the metric for each
class is computed separately. Here we use weighted averages:

Z?ﬂ s; - By
E?:1 Si

, Doy S
Weighted Recall = = =——
21121 8
Z?:1 s; - Fy
L=l 71
Zi:l Si
, Where s; refers to the number of true instances of class ¢ in

the dataset. 20% of the data is set aside for testing, while the
remaining 80% is used for training.

P; F,=2.

Weighted Precision =

Weighted F1 Score =

TABLE II: The calculated features for TCP and UDP.

Feature TCP | UDP | Explanation
packet_count v v number of packets
bytes_per_second v v captured6 bytes/sec.
bytes_mean v v mean of —un—
bytes_sum v v sum of — 11—
bytes_max v v max. of —i——
iat v v interarrival time (iat)
iat_mean v v mean of iat
iat_min N v minimum of iat
iat_max v v maximum of iat
iat_std v v std. dev. iat
iat_fft N v abs of FFT of iat
window_size_mean | v mean of window size
window_size_min N min. of —n——
window_size_max v max. of —in——
window_size_std v std. dev. of —un——
window_size_sum N sum of —i——

V. RESULTS

The models were trained using an AMD Ryzen 9 3900X
12-core processor and 32GB of memory.
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Fig. 1. Training time in seconds and the performance of 3 classifiers in terms
of weighted precision for various user side metrics with respect to the number
of SVD vectors for the Twitch dataset. The aggregation interval was set to
1s.

A. Training time and accuracy

First, we train a neural network, an AdaBoost classifier,
and a random forest model on the Twitch dataset to pre-
dict the Buffer Size, the FPS, the Latency, and the
Playback Bitrate on the client side. Prediction accuracy
for this dataset with respect to the number of SVD vectors
is presented in Fig. 1. Training times are presented in the
upper subplots. The AdaBoost and the random forest classifiers
exhibit linear behaviour in terms of learning time with respect
to the rank of the training matrix, while the training time of
the neural network is fairly erratic. The prediction accuracy
of the neural network and the random forest classifier is
much better than that of the AdaBoost model. Interestingly
the prediction accuracy varies over the predicted parameters.
While for example Latency can be predicted with over 90%
accuracy Buffer Size can only be predicted with slightly
more than 60% accuracy. As prediction accuracy depends very
much on the distribution of the actual metric such comparison
should always be taken with a grain of salt. In Fig. 2 the
performance of the three classifiers for YouTube Live/YouTube
Gaming and CNBC videos are presented. Observe similar
trends for these datasets as in Fig. 1, namely that 10-15 SVD
vectors are sufficient to reach the maximum possible accuracy
and — once precision plateaus — one gains close to nothing by
introducing more features. With these results, we demonstrate
that the learning data can be efficiently compressed.

B. Comprehensive QoE

Based on the observations we made when comparing run-
time and accuracy, we move forward and evaluate the models
using rank-reduced training data. When there is more than
one predictable feature on the client side, it is hard to tell
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Fig. 2. Performance of 3 classifiers in terms of weighted precision for various
user side metrics with respect to the number of SVD vectors for the YouTube
Live dataset. The aggregation interval was set to 3s.

which one is more important than the others [68]. In some
cases, larger buffer times are more favourable over low latency,
while some users might prefer better playback bitrate values.
To make our QoE model more robust we introduce a weighted
and signed sum of metrics to arrive at a comprehensive
QoE value with adjustable weights. The formula for this is
according to Eq. 1. Here, we propose a metric M using
four predicable client-side metrics: Playback Bitrate (B),
Latency To Broadcaster (L), Buffer Size (S), and FPS (F).
In Eq. 1 different weights are assigned for the client-side
metrics (wp to Playback Bitrate, wy to the Latency
To Broadcaster, wg to Buffer Size and wp to FPS).

— wna - —wr - —m—
wp +wp, +ws +wr | © Bz L
+ + r
wg - wp - ——
Smal' Fmal‘

D

The metric is defined such that it is proportional to
Playback Bitrate, to Buffer Size and to FPS and
it is inversely proportional to Latency To Broadcaster.
To make it independent of the weights, it is normalised with
the sum of wp, wr, wg, and wp. Note that owing to the fact
that the YouTube client-side application and the CNBC site do
not expose these values, M is only valid for the Twitch dataset.
Eq. 1 provides a flexible method to compute a performance
metric by accounting for the key aspects of video streaming
quality, with the ability to adjust the relative importance of
each factor. The results in terms of (weighted) precision, fl
score, and recall values are summarised in Table III. Observe
that the prediction performance in terms of accuracy, f1 score,

and recall is the best when wp = 3, wr, = 5, wg = 4, and
wr = 1 (most likely because latency can be predicted with
the greatest precision).

VI. CONCLUSION AND OUTLOOK

This work has presented a new step towards effective
QoE/QoS provisioning for both TCP and UDP streams. The
data compression technique enables one to quickly train ML
models and recalibrate them once accuracy drops due to
alterations in the transport layer. It is demonstrated that even
a handful of SVD vectors are sufficient to predict user-side
QoS accurately and we derived a comprehensive metric that
can also be inferred from transport layer data. Our models
using compressed data have been evaluated over different
video streaming platforms to showcase the robustness of the
proposed approach. We show that with approximately 5-10
SVD vectors the prediction accuracy plateaus out and one can
gain no more by introducing more features into the model.
This observation seems to prove the conjecture mentioned in
Section III, namely that the ambient dimension is usually much
larger than it would be necessary to efficiently describe an ML
prediction problem. Our results can help improve efficiency
in time-sensitive applications. Such research directions along
with real-time processing will constitute our future endeav-
ours.
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