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Abstract—In the era of artificial intelligence (AI), native
generative AI (GenAI) has become prominent in generating
intelligent cyber-attacks in a smart grid environment by imitating
operational parameters and metrics. As a result, it is imperative
to understand the attack generation capabilities of native GenAI
models, such as Generative Adversarial Networks (GANs) and
Autoencoders in a smart grid environment. This research aims
to explore the potential of GenAI models to accurately imitate
and analyze the behavior of cyberattacks within a smart grid
environment. The goal is to understand the risks posed by these
intelligent attacks while developing strategies to protect against
disruptive Distributed Energy Resources (DER) events, such as
incorrect load shifting, imbalanced demand supply, and unstable
price forecasting. First, this work leverages two customized native
GenAI models, namely GAN and Autoencoder, to synthesize
DERs control message parameters such as nominal power con-
sumption, price elasticity coefficients, and communication data
packets, among others, to introduce highly unpredictable new
intelligent attack vectors. Second, this research proposes and
develops a new Bayesian Belief Networks (BBNs) framework
by creating correlation dependency nodes among DER control
message parameters to understand the risks of intelligent attack
vectors better while monitoring and mitigating their impact
on smart grid operations. In particular, by leveraging the cus-
tomized BBN, the system can observe and analyze the uncertain
behaviors in DER operations that GenAI introduces, and the
proposed framework can help mitigate grid vulnerabilities by
understanding the poisonous parameters through mutual infor-
mation. Finally, the experiment results show that the Autoencoder
outperformed GAN in reproducing intelligent attacks with an
MSE about 98.984% lower than that of GANs. Additionally, BBN
can explain prominent parameters of the intelligent attacks’ by
quantifying dependencies through mutual information.

Index Terms—Intelligent Cyber Attack, Generative AI, GAN,
Autoencoder, Bayesian Belief Networks, Cyber Risk.
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I. INTRODUCTION

In today’s digitally connected world, protecting smart grid
systems from intelligent cyber attacks is crucial [1]–[4]. It
undergoes the cybersecurity challenges faced by smart grid
systems, highlighting the need for advanced detection meth-
ods [5]. The growing use of generative artificial intelligence
(GenAI) in energy systems, including the creation of synthetic

data and forecasting, makes this assessment crucial [1]–[4],
[6]–[9]. Cybersecurity researchers can benefit greatly by lever-
aging GenAI models because of their exceptional capacity to
produce synthetic data and mimic intricate behaviors. Several
studies [7], [9] utilized Variational Autoencoder (VAE) and
GAN models for synthetic data generation in smart homes.
However, there is a lack of investigation on GenAI models in
terms of intelligent attack generation capabilities and analyz-
ing such new attack vectors in a smart grid environment.

In this work, our main focus is on investigating the capacity
of GenAI models such as GAN and Autoencoder to reproduce
intelligent attacks in a smart grid environment. Then investi-
gate how serious these attacks are and develop a new Bayesian
Belief Network (BBN) framework to understand the effect of
such attacks for enabling cybersecurity strategies for smart grid
systems. We summarized our key contributions as follows:

• First, we have designed two native generative AI models,
such as GAN and Autoencoder to reproduce intelligent
attacks in a smart grid environment while investigating
the accurate generation capability among these models.

• Second, we have developed a Bayesian Belief Network
(BBN)-based risk explanation and protection framework
to enable the understanding capabilities of new intelli-
gently generated cyber attacks such as replay attacks by
native GenAI. In particular, we utilize Pearson correlation
coefficient [10] among the smart grid operational parame-
ters to build the BBN while each parameter is considered
as a node.

• Third, we calculate the mutual information among the
BBN node (i.e., smart grid operational parameters) of
the BBN to determine the prominent attack features of
a particular native GenAI-driven attack for protecting the
smart grid operation from attacks.

• Finally, we have considered an open-source intelligent
control system (ICS) dataset WUSTL-IIOT-2018 [11] to
analyze the capability of GenAI-driven attacks and eval-
uate the proposed framework. Experiment results show
Autoencoder has more potential to generate intelligent
attacks in smart grid operation than the GAN while the
proposed framework can pinpoint the parameters/features
of attacks by quantifying mutual information of BBN
node.

The paper is organized as follows. A description of GenAI-
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driven intelligent attack generation is presented in Section II.
The proposed BBN-based protection framework in smart grid
is described in Section III. We provide a detailed discussion
on experimental analysis in Section IV. Finally, we conclude
our discussion in Section V.

II. GENAI-DRIVEN INTELLIGENT ATTACK GENERATION

We consider two native GenAI models such as GAN and
Autoencoder, as the intelligent attack generation agents in a
smart grid environment, as seen in Figure 1.

A. GAN-based agent for penetration capability analysis

We leverage the GAN architecture that was first introduced
by Ian Goodfellow [12]. The GAN architecture consists of a
generator G and a discriminator D. The Generator creates
synthetic data from random noise, and the Discriminator
distinguishes between real and generated samples. The training
involves iterative refinement of both components to achieve
realistic data generation. [13]. In particular, a GAN consists
of a generator and discriminator. The generator takes random
noise z and transforms it into a fake sample G(z). The
discriminator evaluates whether a sample is real or fake, out-
putting the D(G(z)) for generated samples and D(x) for real
samples. The GAN trains to minimize the cross entropy loss
between the real and generated distribution. The mathematical
expression of vanilla GAN based on the cross-entropy between
real and generated distributions is defined as follows:

min
θG

max
θD

V (θD, θG) = Ex∼pdata(x)[logDθD (x)]

+ Ez∼platent(z)[log(1−DθD (GθG(z)))].
(1)

B. Autoencoder-based agent for penetration capability analy-
sis

The Autoencoder architecture includes an Encoder, a De-
coder, and a latent feature representation. We use an Au-
toencoder to reproduce the original input. Simultaneously, it
should create a meaningful latent representation. It captures
all the features from the original data samples [14]. The
Encoder compresses data into a latent space while the Decoder
reconstructs the data from this compressed form. This process
helps in learning critical features from the data.

The Autoencoder-based model for penetration capability
analysis involves a system architecture with an encoder gϕ,
a decoder fΘ, and a bottleneck layer representing input data
in a low-dimensional form. The encoder compresses the input
data into a feature vector, which is then passed through the
bottleneck, while the decoder reconstructs the original data
dimensions from the compressed representation. The effective-
ness of the model is determined by minimizing the difference
between the input data x and the reconstructed output x′, with
the Mean Absolute Error (MAE) serving as the cost function
to evaluate this reconstruction accuracy.

This model is implemented using neural networks, where
the weights and biases are defined by parameters Θ and ϕ.
By feeding the input feature vector into the Autoencoder, the
model compresses and then decompresses the data, aiming
to reconstruct the original input as closely as possible. Min-
imizing the reconstruction error is crucial, as it indicates the

TABLE I: Cost Function Notations.

Notation Description
L(θ, ϕ Cost function of attack generation
n Number of samples
xi Input sample ith

f(θ) Encoder function
g(ϕ) Decoder function
x′ Generated attack

model’s ability to regenerate data accurately, which is essential
for effective penetration capability analysis.

The cost function of the considered Autoencoder is as
follows [15]:

L(θ, ϕ) =
1

n

n∑
i=1

|xi − fθ(gϕ(x
i))|. (2)

In the cost function 2, fθ(gϕ(xi) represents the generated
control messages because the xi goes through the g(ϕ) first,
which is the encoder and then it goes through the function
f(θ) which is a decoder. This mathematical representation
represents the data flow from input to output. The equation
2 represents that we are summing up the features from i = 1
to n and considering the difference between the original input
data and the generated data.

III. PROPOSED BBN-BASED PROTECTION FRAMEWORK IN
SMART GRID

A. Bayesian Belief Network (BBN)-based Framework for Pen-
etration Capability Analysis

In this section, the proposed framework leverages a BBN
to analyze penetration capabilities within a smart grid system.
The proposed framework incorporates covariance and mutual
information calculations to model the probabilistic relation-
ships between system parameters. This approach allows the
system to detect and explain attack patterns introduced by
native GenAI models.

To illustrate the proposed framework, firstly, the system uses
the feature set of smart grid operational parameters, denoted
by x′, as the input to the BBN, where each node in the
BBN represents a control parameter of the Distributed Energy
Resources (DER), such as nominal power consumption or
communication data packets.

Secondly, we have considered the covariance correlation
coefficients between the parameters to quantify the linear
dependencies between two continuous variables. This coef-
ficient is a covariance measure that tells you how strongly
two variables are related. The Pearson correlation coefficient
between two random variables such as X and Y is defined as
follows [10], [16]:

g(X,Y ) =
E[X2]− (E[X])2√

E[Y 2]− (E[Y ])2 ·
√
E[XY ]− E[X]E[Y ]

.

(3)
In 3, the E[XY ] is the expected value of the product of X
and Y , and E[X], E[Y ] are the expected values of X and
Y , respectively. The correlation coefficient g(X,Y ) defines
how closely the parameters are related, which is critical for
constructing the edges in the BBN. Nodes in the BBN with
a higher covariance are more likely to influence each other.
This helps the system understand the strength of relationships
among DER parameters, providing a foundation for analyzing
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Fig. 1: Native GenAI models for analyzing the penetration capability in communication and control messages in smart grid.

Fig. 2: Proposed native BBN-based protection framework.

dependencies in the network. Once the dependencies between
BBN nodes are established using Pearson’s correlation, the
framework computes the mutual information between each
pair of nodes to capture more complex, non-linear dependen-
cies. Mutual information quantifies how much information a
DER parameter provides about another DER parameter beyond
simple linear relationships. Mutual information is computed as
follows [17]:

I(X;Y ) =
∑
x∈X

∑
y∈B

P (x, y) log
(P (x)P (y)

P (x, y)

)
, (4)

where P (x, y) represents the joint probability of parameters
A and B while P (x) and P (y) are their individual proba-
bilities. The mutual information I(X;Y ) captures the total
dependency between X and Y in the BBN.

By analyzing the mutual information, the framework iden-
tifies the most critical parameters and their influence on
intelligent and reply attacks in the smart grid. The mutual

information-based analysis helps to explain and rank the
dependencies among parameters, allowing for a deeper un-
derstanding of its impact.

B. Algorithmic Procedure of the Proposed Protection Frame-
work

We present our proposed native GenAI-driven intelligent
replay attack generation and BBN-based protection framework
algorithmic procedure in Algorithm 1. In Algorithm 1, lines
from 1 to 13 present the two native GenAI agent training
procedure for producing intelligent attacks in a smart grid
environment. In particular, lines from 1 to 6 describe the
GAN training pseudo description while lines from 7 to 13
represent the Autoencoder training procedure in Algorithm 1.
Lines from 14 to 22 of Algorithm 1 illustrate the steps of
BBN-based protection framework for smart grid. The Pearson
correlation is first used to initialize BBN nodes, and mutual
information is computed to establish dependencies between

2025 Workshop on Computing, Networking and Communications (CNC)

170



Algorithm 1 Native GenAI-driven Intelligent Attack Genera-
tion and BBN-based Protection Framework
Input: Dataset D, including real samples x ∈ D, noise vector

z, and BBN parameters Θ
Output: Intelligent attack sample x′, Anomalies a

Initialization: Initialize GAN parameters θG and θD,
Autoencoder parameters ϕ and Θ, and BBN structure

1: for epochs do
2: Train GAN:
3: Generate fake samples: x′ ← G(z; θG)
4: Discriminate: D(G(z; θG)) and D(x)
5: Update G and D using loss function (1)
6: end for
7: for epochs do
8: Train Autoencoder:
9: Encode: z ← gϕ(x)

10: Decode: x′ ← fΘ(z)
11: Compute loss: L(θ, ϕ) using (2)
12: Update gϕ and fΘ to minimize L(θ, ϕ)
13: end for
14: Construct BBN:
15: Compute Pearson correlation coefficient to initialize

BBN nodes using 3
16: Build directed acyclic graph with nodes and edges based

on mutual information
17: Estimate conditional probabilities and BBN parameters

Θ
18: Compute mutual information between features using 4
19: Intelligent Attack Detection and Explanation:
20: Perform probabilistic inference on generated samples x′

using BBN
21: Identify anomalies a based on the inferred probabilities
22: return Intelligent attack sample x′, Anomalies a

TABLE II: Experimental Setup.

Component Configuration
GAN Gen-
erator

Input layer with latent vectors
Hidden layers: 64, 128, 256 neurons with ReLU
activation
Output layer: 7 neurons with linear activation

GAN Dis-
criminator

Input layer: 7 neurons
Hidden layers: 64 neurons (Leaky ReLU, alpha =
0.2), 128 neurons
Output layer: 1 neuron with sigmoid activation

Training
Objective

Minimize binary cross-entropy loss for classification
accuracy between real and generated data

Autoencoder
Encoder

Layers: 128, 64, 32, 8 neurons (ReLU activation)

Autoencoder
Decoder

Layers: 8, 32, 64, 128 neurons
Output layer: 6 neurons

Autoencoder
Loss
Function

Minimize reconstruction error using Mean Absolute
Error (MAE)

smart grid parameters. The BBN then estimates conditional
probabilities and performs probabilistic inference on the gener-
ated attack samples, enabling the system to identify anomalies.
This approach allows for the detection and explanation of
intelligent attack vectors by analyzing abnormal behavior in
the data. Then the mutual information between nodes (i.e.,
dependent parameters) is calculated via scikit-learn’s mutual
info regression function in line 18 to capture dependencies that

Fig. 3: The penetration performance comparison between
the device port number and generated port number by the
proposed framework.

Fig. 4: The penetration performance comparison between the
original message and generated message by the proposed
framework.

influence the severity of an intelligent attack. The complexity
of inference depends on the number of features and leads to
O(|x|)n.

IV. EXPERIMENTAL RESULTS & DISCUSSION

In this section, we discuss the key findings of our ex-
perimental results. We analyze the performance of native
GenAI models and BBN models in generating intelligent
replay attacks and their ability to replicate original control
messages. The native GenAI models were trained on the
WUSTL-IIOT-2018 dataset [11] to generate synthetic data
mimicking attack vectors in the smart grid context. Table II
contains comprehensive details on the architecture, design,
and fine-tuning of native GenAI models and BBN Network.
In particular, Table II includes all relevant parameters and
configurations used in models, providing an in-depth reference
for understanding their architectural patterns and optimization
processes.

In Figure 3 and Figure 4, we can see the comparison of
”Sport” and ”TotPkts” data between the original message and
generated intelligent attacks via GAN and Autoencoder. In
particular, when plotted, the data points from the Autoencoder-
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Fig. 5: The penetration performance by Autoencoder-based
native GenAI.

reproduced attacks closely resemble those of the original
control message, demonstrating a high degree of replication
accuracy. On the other hand, the GAN-generated intelligent
attack displays noticeable differences from the original con-
trol message. The Autoencoder outperformed the GAN in
reproducing attack vectors, as demonstrated in Figures 3 and
Figure 4. The Autoencoder’s reconstructed data shows a high
level of fidelity to the original data, particularly when com-
pared through correlation matrices. This strong performance
is further supported by significantly lower mean squared
error (MSE) values, highlighting the Autoencoder’s superior
reconstruction accuracy over the GAN. Further, we analyze
the capability of intelligent attack generation by the developed
Autoencoder-based native GenAI in Figure 5.

We compare the newly generated intelligent attack vector in
Figure 6. In particular, Figure 6a represents the original control
and communication message of a smart grid framework, while
Figure 6b describes the GenAI driven attack vector space.
Further, Figure 6 shows that the GenAI-driven intelligent
attack vector contains a new type of attack signature and has
the capability to mimic the original control message to xerox
the smart grid operation.

We then examine our proposed BBN-based protection
framework by considering the newly generated intelligent
attack vector to justify the efficacy of the proposed model. In
Figure 7 and Figure 8 show how well the Autoencoder model
preserves important message relationships by comparing key
variables in both the original and Autoencoder-generated intel-
ligent attack of control messages. Figures 7 and 8 illustrate that
the mutual information between SrcBytes and TotBytes was
1.236 in the original message and 1.250 in the Autoencoder-
generated message. This small difference demonstrates the
model’s ability to closely replicate the original messages.
Similarly, the dependency between TotPkts and DstPkts re-
mained largely consistent, with values of 0.963 and 0.964,
respectively. These results indicate that the Autoencoder can
create synthetic messages that closely resemble the original
messages.

(a) Original message vector.

(b) GenAI attack vector.

Fig. 6: Correlation analysis between the input feature vector
and the GenAI-induced adversarial attack vector within Smart
Grid communication networks.

In summary, the developed Bayesian Belief Network
(BBN)-based risk explanation and protection framework en-
ables the understanding capabilities of new intelligently gen-
erated cyber attacks such as replay attacks by native GenAI.
The calculated mutual information among the BBN node (i.e.,
smart grid operational parameters) of the BBN to determine
the prominent attack features of a particular native GenAI-
driven attack for protecting the smart grid operation from
attacks.

V. CONCLUSION

In this research, we have developed a new framework
for investigating the potential of intelligent attack generation
capability on smart grid control massage by native generative
AI models such as GAN and Autoencoder while developing
a Bayesian Belief Network (BBN)-based risk explanation and
protection mechanism to enable the understanding capabilities
of such attack. We demonstrate the effectiveness of these mod-
els in simulating various attack scenarios, with Autoencoder
exhibiting superior performance in preserving data accuracy.
By constructing a BBN network using Pearson correlation
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Fig. 7: Mutual information-based trust dependencies for the
original smart grid communication data, representing authentic
network behavior.

Fig. 8: Mutual information-based trust dependencies of GenAI
(i.e., autoencoder) generated intelligent attack vector.

coefficients and calculating mutual information among the
control message parameters, we can effectively detect and
analyze new attack vectors generated by the AI models. This
approach allows for a deeper understanding of the attack’s
characteristics. Overall, our findings highlight the critical need
for advanced AI-based security solutions to protect smart
grids from emerging cyber threats. As a result, the proposed
framework can differentiate between original and generated
data, which is crucial for detecting and mitigating adversarial
attacks and ensuring the safety and reliability of smart grid
operations.
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