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Abstract—Machine learning technologies will enable more in-
telligent network operations in the beyond 5G/6G era. Operators
will provide appropriate network operations that meet service
requirements. Network traffic is one of the most familiar infor-
mation that represents user behavior such as calling, streaming
videos, and exchanging text messages. The traffic is a time
series of the packet captured at a certain collection point, whose
inter-arrival times are unevenly spaced in general. The uneven
inter-arrival times of packets are one of the useful information
representing traffic behavior. However, it is not feasible to collect
a large amount of traffic in terms of operation and storage equip-
ment. Therefore, a method to extract traffic features representing
user behavior from limited amount of traffic, is necessary. This
paper proposes a method to determine sample length, the length
of features per sample representing traffic characteristics, based
on the periodicity analysis of unevenly-spaced packet series. The
periodicity analysis is inapplicable to the unevenly-spaced packet
series. Therefore, we introduce a function to convert unevenly-
spaced packet series into evenly-spaced time series to enable
the periodicity analysis. The proposed method determines the
sample lengths, input to machine learning models, based on
periodicity analysis of the converted evenly-spaced packet series.
We evaluate the accuracy in traffic classification task to compare
the proposed method with the existing method. The evaluation
results show that the classification accuracy trained with the
samples extracted from a part of input traffic is comparable to
the accuracy trained with the samples extracted from all input
traffic, whereas the accuracy of the existing method decreases as
the number of days of input traffic decreases. When training with
the samples extracted from the all input traffic, each traffic type
is classified with 99% accuracy. The proposed method will reduce
the duration of traffic collection for maintaining the accuracy in
the traffic classification.

Index Terms—Traffic feature extraction, periodicity analysis,
machine learning, deep learning.

I. INTRODUCTION

Machine learning technologies will enable more intelligent
network operations in the beyond 5G/6G era. Operators can
provide network connectivity considering user behaviors based
on machine learning models trained with information collected
from networks. For example, in 5G networks, open radio
access networks (O-RAN) [1] introduce an architecture to
control the networks using machine learning and policies
on near-real-time and non-real-time radio access network
(RAN) intelligent controller (RIC). In O-RAN architecture,
operators collect and store information about communication
performance per user and network congestion through base
stations. RIC analyze the information using machine learning
models and optimize resource allocation such as radio resource

and slices to fulfill service requirements per user. Operators
require to collect information representing user and network
behaviors for appropriate network operations.

For network operators, network traffic is one of the most
familiar information that represents user behaviors such as
calling, video streaming, and exchanging text messages. The
traffic is a time series of packets captured at a certain collection
point, such as base stations and gateway routers, whose inter-
arrival times are unevenly spaced in general. The uneven inter-
arrival times of packets are one of the useful information
representing traffic behavior. For example, we can observe the
bursty behaviors and the sparsity behaviors from the uneven
packet inter-arrival times. The observations of the burstiness
and the sparseness help operators to grasp timely behaviors of
users. However, it is impossible to collect and store a large
amount of raw traffic, which flows in real networks, in terms
of operation and storage equipment. Therefore, an efficient
feature extraction method, which extracts features representing
user behavior from limited amount of traffic, is necessary.

A typical method to prepare the input data of machine learn-
ing models is sampling the traffic data by calculating averages
or sums of packets sent during a time window with a certain
length. This method empirically determines a common length
of series, input into machine learning models, in all samples,
regardless of traffic characteristics. A method to determine the
lengths of series per sample includes periodicity and frequency
analysis in signal processing. This method can determine the
length of series per sample considering characteristics of the
original series; however, the periodicity and frequency analysis
methods are inapplicable to the unevenly-spaced packet series.
Therefore, efficient feature extraction from traffic data calls for
a different approach to adaptively determine the sample length
that can be applied to unevenly-spaced time series.

We propose a method to determine the lengths of series per
sample representing traffic characteristics using the periodicity
analysis. This paper defines the sample length as the length
of series per sample input to machine learning models. The
periodicity analysis is inapplicable to the unevenly-spaced
packet series. Hence, we present a function that converts
unevenly-spaced packet series into evenly-spaced time series
to apply the periodicity analysis. The function calculates
evenly-spaced time series using a ratio of the inter-arrival time
between a packet and the previous packet to the inter-arrival
time between the packet and the next packet. We determine the
sample lengths, which is input to machine learning models, as
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the peak value of autocorrelation for the converted evenly-
spaced time series. The proposed method is expected to
shorten the duration of traffic observation required to maintain
the accuracy of machine learning models. We evaluate the
relation between the classification accuracy and the duration
of traffic collection in the traffic classification task. We train
a traffic classification model with the traffic features extracted
by the proposed method. The proposed method determines the
sample lengths input to the classification model considering
the uneven inter-arrival times of packets. The evaluation results
show that the classification accuracy trained with the samples
extracted from a part of traffic is comparable to the accuracy
trained with the samples extracted from the whole traffic.
When training with the samples extracted from the whole
traffic, each traffic type is classified with 99% accuracy. The
experiments show that the proposed method efficiently extracts
features even from traffic collected for short duration in the
traffic classification.

II. RELATED WORK

We summarize methods to extract features from traffic for
analysis using machine learning. H. Zhang et al. studied a traf-
fic classification method using graph neural networks (GNN)
by describing a packet as a graph and each raw byte as a node
of the graph [2]. L. Yu et al. presented a network intrusion
detection method using convolutional neural networks (CNN)
by describing a packet with 256-dimensional one-hot encoding
for each byte [3]. These methods do not take account of
the relation among packets because raw bytes and header
information of each packet are analyzed. A. Sivanathan et al.
presented a method to identify source devices by analyzing
traffic statistics with a random forest classifier [4]. J. Bao
et al. studied a hybrid supervised and unsupervised learning
method using 297 statistic features extracted from traffic to
classify seen and unseen devices [5]. These methods analyze
statistics of packets sent for a period, and the methods do
not consider the temporal change in the statistics. L. Bai
et al. studied a method to classify traffic by analyzing time
series of traffic statistics calculated from packets sent for each
window with CNN and long short-term memory (LSTM) [6].
I. Akbari et al. studied a traffic classification method using
a CNN and LSTM model learned with the combination of
the three types of features [7]. These approaches empirically
determine a common sample length in all samples based on
the fine-tuning of models or the experience regardless of
traffic characteristics. The proposed method extracts effective
features by determining the sample lengths adaptively to input
traffic characteristics considering the uneven inter-arrival times
of packets.

Periodicity analysis and frequency analysis are typically
used to determine the sample lengths input to machine learning
models from time series. Typical methods include Fourier
analysis and Wavelet analysis, which are only applicable
to evenly-spaced time series. Applying the periodicity and
frequency analysis methods to traffic requires converting the
unevenly-spaced packet series into evenly-spaced time series.

One method for converting unevenly-spaced packet series into
evenly-spaced time series is window aggregation. Window
aggregation calculates statistics of packets arriving for a win-
dow, such as the number of packets and the sum and average
of packet lengths. E. Grabs et al. analyzed evenly-spaced
time series generated by window aggregation with Fourier
analysis for the classification of video resolution and frame
rate [8]. T. Zhou et al. studied a traffic feature encoding model
using discrete Fourier transform to map the encrypted voice
traffic features to the frequency domain space for encrypted
voice traffic fingerprinting [9]. It is difficult to determine the
sample lengths in methods that generate evenly-spaced time
series using window aggregation. J. Koumar et al. presented a
method to classify traffic by training periodicity features ex-
tracted using the Lomb-Scargle periodogram [10]. The Lomb-
Scargle periodogram is a method analyzing periodicity for
unevenly-spaced time series, which is used to analyze time
series of discrete events such as astronomical events. The
method does not consider the temporal change in network
traffic behavior because the periodicity feature during a period
are analyzed. The proposed method determines the sample
lengths based on periodicity analysis of evenly-spaced time
series. We address inter-arrival times of packets by introducing
a function converting the unevenly-spaced packet series into
evenly-spaced time series, which has not been considered in
the existing methods that use statistics and periodicity analysis
methods for unevenly-spaced time series.

III. PERIODICITY ANALYSIS METHOD FOR
UNEVENLY-SPACED PACKET SERIES

We propose a method to determine the sample lengths
considering the traffic characteristics. The proposed method
introduces a conversion function to enable the periodicity
analysis for determining the sample lengths, which is inap-
plicable to the raw traffic. The proposed function converts the
unevenly-spaced packet series into hypothetical evenly spaced
packet series by regarding the packet series as a continuous
flow of data. Each value of the evenly spaced time series is
calculated based on the lengths and the inter-arrival times of
a packet, the previous packet, and the next packet. We apply
autocorrelation, one of the periodicity analysis methods, to the
converted evenly-spaced time series, assuming that the traffic
is periodic. The sample length is determined as the peak value
of the autocorrelation of the converted evenly spaced time
series. This section presents the proposed method in terms
of the sample length determination and a function to convert
the unevenly-spaced packet series into the evenly spaced time
series.

A. Proposed sample lengths determination

This section describes the overview of the proposed method
to determine the sample lengths based on periodicity analysis.
The input traffic, unevenly-spaced packet series, is represented
by a set of packets

{p0, p1, · · · , pi−1, pi, pi+1, · · · , pT },
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Fig. 1. Overview of the proposed method to determine the sample lengths.

Fig. 2. Example of the observed packets and the hypothetical packet.

where pi and T are a observed packet at time ti and traffic col-
lection duration, respectively. The size of packet pi is denoted
by li. The proposed method to determine the sample length
are outlined as follows. First, the unevenly-spaced packet
series are converted into hypothetical evenly-spaced packet
series by regarding the packet series as a continuous flow of
data. The converting function is described in Section III-B.
Next, the sample length are determined as the peak values
of the autocorrelation for the converted evenly-spaced packet
series. Figure 1 shows the overview of the proposed method
to determine the sample length. Figure 1(a) shows an example
of a packet series, which is the unevenly-spaced time series.
Each plot represents one packet, whose length and arrival
time are shown in the vertical axis and the horizontal axis,
respectively. The proposed method converts the unevenly-
spaced packet series (Figure 1(a)) into the evenly-spaced
time series (Figure 1(b)) following the proposed function.
The sample length Tsam is determined as the peak value of
autocorrelation of the evenly-spaced time series (Figure 1(c)).
In Figure 1(c)), the lags represent the number of intervals
shifted to calculate the autocorrelation. The input features into
machine learning models are extracts based on the determined
sample lengths (Figure 1(d)).

The proposed method calculates the n-th value of evenly-
spaced time series, bnI , focusing on the last packet pi of arriv-
ing packets by the time nI following the proposed function. I
is the interval of the evenly-spaced time series, determined in
manual. We define the size and the arrival time of the packet
pi as li and ti, respectively. The proposed function calculates a
value with the sizes of the packet pi and the next packet pi+1,
li and li+1, and the inter-arrival times among the previous
packet pi−1, the packet pi, and the next packet pi+1, ti− ti−1

and ti+1 − ti. Figure 2 shows an example of the observed
packets and the hypothetical packets.

B. Proposed function converting unevenly-spaced packet se-
ries into evenly-spaced time series

This section introduces the function converting unevenly-
spaced packet series into evenly-spaced time series. The
evenly-spaced time series are calculated by assuming that the
same amount of data arrives continuously during the time
between the arrival of a packet and the arrival of the next
packet. The evenly-spaced time series represent the hypothet-
ical packets capturing the continuous arriving data at even
interval.

We formulate the proposed function converting the
unevenly-spaced packet series into the evenly-spaced time
series as follows:

bnI = min

(
li, li+1,

li + li+1

2

ti − tt−1

ti+1 − ti

)
. (1)

In the function, I represents the interval of evenly-spaced time
series, and bnI is the n-th value of the time series. li and
ti represent the size and the arrival time of the packet pi,
respectively. The packet pi is the last packet in {pi|(n−1)I <
ti ≤ nI}. We assume that the mean of li and li+1 of signals
arrives during the time ti+1 − ti. We multiply the ratio of
the packet inter-arrival times (ti− ti−1)/(ti+1− ti), assuming
that the arriving signals is in proportion to the inter-arrival
times ti−1, ti, ti+1. In addition, the minimal value is calculated
considering that the calculated value become bigger than the
sizes of the observed packets when the packet arrival time
ti − ti−1 is longer than ti+1 − ti.
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TABLE I
NUMBERS OF DEVICES AND SAMPLES EXTRACTED BY THE PROPOSED

METHOD PER TRAFFIC TYPE.

Traffic type # of devices # of samples
Type 1 2 278,600
Type 2 7 392,295
Type 3 4 81,724
Type 4 2 19,859
Type 5 3 36,868
Type 6 1 22,067
Type 7 3 88,083
Total 22 919,496

Fig. 3. Examples of samples extracted by the proposed method.

IV. EVALUATION

We evaluate the proposed method to determine the sample
lengths in a traffic classification task. We measure the accuracy
in traffic classification of seven types using an open IoT traffic
dataset. In addition, we evaluate the classification accuracy
when training samples extracted from different days of input
traffic to compare the proposed method with the existing
method [11]. The existing method extracts statistical time
series by calculating the sums of packet lengths send per 100
ms for ten minutes. We select the existing method, which
differs from the proposed method in a point using a common
sample length in all samples.

A. Dataset and classification model

We use a dataset presented in the work [12], which consists
of packet captures of 22 devices in seven IoT categories
for 60 days. Table I shows the numbers of devices and the
number of samples extracted by the proposed method per type.
Each sample extracted by the proposed method consists of the
converted evenly-spaced time series divided into the sample
length. The all samples extracted by the proposed method has
the 3,000 length, which is the maximum value in the sample
lengths determined with the proposed method. We set the
interval of time series I to 100 ms. We make a sample by
repeating the series of the sample length Tsam into the 3,000
length because all samples need to have the same length, which
is input into the machine learning model. On the other hand,
each sample extracted with the existing method has the same
6,000 length consisting of the sums of packet lengths send per
100 ms for ten minutes. The examples of samples extracted by
the proposed method and the examples of samples extracted
by the existing method are shown in Figure 3 and Figure 4,

Fig. 4. Examples of samples extracted by the existing method.

Fig. 5. Confusion matrix of traffic classification trained with samples extracted
by the proposed method.

respectively. The examples of the proposed method and the
examples of the existing method are included in the same
set of types, Type A and Type B. The example of Type A
represents a sparsity behavior because a few data points of
large amount are temporally captured at the beginning of the
sample. In contrast, the example of Type B represents a bursty
behavior because multiple data points of similar amount are
continuously captured. The series of the values shown in the
vertical axis are input into the machine learning model. We
use an LSTM and 1D-CNN model consisting of one layer of
LSTM, one layer of 1D-CNN, and one layer of MaxPooling
as the classification model.

B. Evaluation results

First, we evaluate the proposed method in terms of the
accuracy using samples consisting of training samples ex-
tracted from 45 days of packet captures and test samples
extracted from 15 days of packet captures. The numbers of
training samples and test samples are 700,442 and 219,054,
respectively. Figure 5 shows the confusion matrix. The results
show that the test accuracy of all test samples is 99% and the
test accuracy of each traffic type is more than 95%. The loss
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Fig. 6. Loss and accuracy curves of traffic type classification trained with
samples extracted by the proposed method.

TABLE II
CLASSIFICATION ACCURACY OF THE PROPOSED METHOD PER TRAFFIC

DATA DAYS USED FOR TRAINING.

# of days Proposed method Existing method
# of samples Test accuracy #of samples Test accuracy

5 days 107,104 96.2% 9,530 86.3%
10 days 211,776 97.8% 15,449 91.3%
15 days 317,568 98.3% 24,001 92.7%
30 days 640,032 99.1% 50,195 97.1%
45 days 1,019,977 99.2% 76,062 97.6%

and accuracy curves converge at about 30 epochs as shown in
Figure 6.

Second, we compare the test accuracy of the proposed
method with the test accuracy of the existing method when
training the traffic features extracted from packet captures for
5, 10, 15, 30, and 45 days. Table II shows the accuracy and
the number of training samples extracted by the the proposed
method and the accuracy and the number of training samples
extracted by the existing method for different days of input
traffic. The results show that the proposed method outperforms
the existing method, where the proposed method maintains
more than 95% accuracy when training the samples extracted
from packet captures for five days. On the other hand, the
accuracy of the existing method decreases as the number of
days of input traffic decreases, where it is 10% below the
proposed method when training the samples extracted from
packet captures for five days. In addition, the number of
samples of the proposed method is more than ten times as
many as the number of samples of the statistical method.

The evaluation results shows that the proposed method is
effective to reduce the duration of traffic collection for main-
taining the accuracy in the traffic classification. In addition,
the proposed method increases the samples extracted from
the packet capture comparing to the existing method. This
is caused by determining the sample lengths representing
traffic characteristics with the proposed method. Note that the
samples extracted with the proposed method will become less
than the samples extracted with the statistical method when the
sample lengths are not determined due to the low frequency
of captured packets.

V. CONCLUSION

This paper proposed a method to determine the sample
lengths considering traffic characteristics based on the pe-
riodicity analysis. The periodicity analysis is inapplicable
to unevenly-spaced packet series. Therefore, the proposed
method converts unevenly-spaced packet series into hypothet-
ical evenly-spaced packet series by regarding the packet series
as a continuous flow of data. The sample length is determined
as the peak of autocorrelation, one of the periodicity analysis
methods, for the converted evenly-spaced time series. We
evaluated the accuracy when training samples extracted from
different days of input traffic to compare the proposed method
with the existing method in traffic classification. The eval-
uation results show that the accuracy when training samples
extracted from a part of input traffic with the proposed method
is comparable to the accuracy when training samples extracted
from all input traffic. The proposed method is effective to
reduce the duration of traffic collection for maintaining the
accuracy in the traffic classification. A method is left for future
work to improve the function converting the unevenly-spaced
packet series into the evenly-spaced time series.
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