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Abstract—Multi-controller software-defined networks (SDNs)
are an emerging technology that transforms the networking
industries by enhancing the system performance of applications
with massive traffic. Delays due to frequent fractional switch
migrations among controllers are a significant obstacle in the
multi-controller SDN, degrading overall performance. To resolve
the above issue, this paper proposes DSFSM, a delay-sensitive
fractional switch migration approach in multi-controller SDN.
DSFSM aims to minimize delay while performing fractional
switch migrations among controllers. This delay is considered
three-fold: first, the total time taken for a flow request travel from
switches to the controller; second, the time taken by the controller
to the request (i.e., nearest switch selection and fraction ratio
calculation); and third, the time required to respond from the
controller to the switch. We formulate DSFSM as an optimization
problem using a mixed-integer linear program (MILP). When
the network becomes large, or MILP is not tractable, we
present a heuristic approach based on MILP. Numerical results
demonstrate that the performance of the MILP and the heuristic
approach outperforms the conventional scheme that follows the
fractional switch migration approach in terms of delay and
synchronization costs.

Index Terms—Software-defined networks,
controller, fractional switch migration.

delay, multi-

I. INTRODUCTION

Software-defined networks (SDNs) have enormous potential
for enabling programmability and simplified network man-
agement for delay-sensitive applications, such as industrial
automation, face recognition, smart devices, and big data
streaming [1]. Typically, a multi-controller SDN is consid-
ered a well-studied architecture to resolve the challenges of
centralized controllers. SDN requires an efficient management
approach to enhance performance, and researchers are contin-
uously investigating solutions to address the same [2]. Delay
while performing fractional switch migration is an intriguing
problem due to the frequent switch migrations among the
controllers. Such frequent switch migrations can make the
controllers busy processing the migration request, and other
requests have to wait to receive a response [3], [4]. More
specifically, in Fig. 1, if a controller c3 is overloaded and has
to migrate its load to the underloaded controllers, say c¢; and
c9, a suitable switch (a switch with less hop count) selected
from controller c3 and perform the fraction of switch’s flow
that gives minimum delay. Otherwise, it leads to longer delays
and degrades performance by calling the re-migration process.

Several researchers [5]-[9] have considered switch migra-
tion an effective approach for redistributing load from one con-
troller to another, which can be classified into two types, i.e.,
single mapping (SM) and multiple mapping (MM). In the SM
approach, a switch is mapped to a single controller, and all the
requests a switch generates are sent to that controller. In [5],
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Zafar et al. introduced a dynamic switch migration-based load
balancing approach (DSMLB) to efficiently distribute traffic
load by considering the heterogeneous Internet of Things
(IoT). The candidate switches are selected using migration ef-
ficiency constraints and migrated from the overload controller
to the ideal underloaded controller having maximum residual
resource utilization. The work in [6] introduced a greedy-based
load-balancing approach to minimize the number of switch
migrations. The switches are selected for migration based on
the condition that the controller’s load always falls within the
specified range from the average load of the controllers.
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Fig. 1: NSF-NET topology with multi-controllers.

In comparison with SM, the MM approach allows a switch
can be mapped to multiple controllers simultaneously, enabling
more than one controller to access the switch’s flow table.
The work in [7] introduced a dynamic switch-controller map-
ping model for achieving high load balancing by minimizing
the number of switch-controller reassignments. This model
formulated a convex quadratic programming where various
properties and feasibility are analyzed to reduce the control
plane overhead. In [8], the authors presented a fractional
switch migration-based controller load balancing (Fraction-
alLB). FractionalLLB is used to reduce the difference between
the controllers’ load and their corresponding threshold, and
that threshold is used to categorize the overloaded and un-
derloaded controllers. The authors performed a fraction of the
switch’s flow without considering the hop count to select the
nearest suitable switch for migration that directly impacts the
delay. In [9], the authors introduced a time-sharing switch
migration (TSSM) method where a switch’s flow traffic is
shared among multiple controllers simultaneously. Two con-
trollers sequentially control a switch’s flow using time-sharing
by splitting the switch flow table to keep the controllers’ load
within the given threshold.

Although SM approaches provide simplified network man-
agement while balancing the load among the controllers,
MM generally provides superior performance and resource
utilization for delay-sensitive devices. To enhance the perfor-

694



2025 International Conference on Computing, Networking and Communications (ICNC): Next Generation Networks
and Internet Applications

mance and resource management, a fractional switch migration
approach is studied in the context of MM, where a switch’s
flow fractionally migrates to multiple controllers simultane-
ously [7]. However, inappropriate fractional ratios with a high
switch-controller reassignment and a switch with a higher hop
may induce heavy loads and make the controller busy updating
the load information [10]. Therefore, selecting a switch with
an appropriate fractional ratio and lower hop count among
multiple connected controllers is essential to minimize delays
during fractional switch migration. A question may arise:
How to minimize the delay while performing fractional switch
migration among controllers?

To answer the above question, this paper, for the first
time, proposes DSFSM, a delay-sensitive fractional switch
migration approach for multi-controller software-defined net-
works. DSFSM aims to minimize the delay while performing
fractional switch migration among controllers. To achieve
this, we redistribute the switch’s load fractionally from the
highly loaded controller to other underloaded controllers while
assuring that the processing capacity and hop count restrictions
are satisfied. We model DSFSM as an optimization problem
using a mixed-integer linear program (MILP). A heuristic
approach can be considered when the MILP problem is not
tractable for large SDN. We observe that the minimum delay
is achieved through MILP compared to the heuristics approach
and conventional method.

II. DSFSM: PROPOSED APPROACH

The proposed approach, DSFSM, aims to attain the mini-
mum delay while performing the fractional switch migration
among the controllers. This can be achieved by properly
making the fraction of the switch’s flows and migrating it
to the multiple underloaded controllers from an overloaded
controller. This is performed using a fractional migration
approach.

A. Assumptions

We have made the following assumption for DSFSM. (i)
We consider packet_in messages and rule installation as the
load-creating factor for each controller, and all the controllers
have equal capacity. (ii) The network operator can choose a
suitable threshold to determine overloaded and underloaded
controllers. (iii) All controllers can communicate with each
other to share their load information. (iv) The migration
process is atomic, meaning that once it begins, it can not be
interrupted, halted, or reversed until the process is finished. (v)
All controllers can not be overloaded simultaneously. Finally,
(vi) each controller in the network can perform the fractional
switch migration.

B. Problem formulation

In a multi-controller SDN, switches may experience delays
due to inappropriate fractions of a switch’s flow and distant
controller selections. The existing works in the literature
typically execute fractional migration using heuristic and opti-
mization techniques, as discussed in the introduction, without
considering the minimization of the delay while performing
the fraction switch migration. The formal problem definition is
as follows: given a set of switches S with their packet genera-
tion rate, a set of controllers C', the capacity for each controller

(pre-determined threshold), hop count between switches and
controllers, and the switch controllers relationship. We aim
to minimize the delay while performing fractional switch
migration among the controllers.

C. Demonstration

DSFSM is demonstrated with an example. For this purpose,
we consider a network with three controllers and 13 switches,
as shown in Fig. 1. The controllers c;, c2, and c3 are
connected with switches {s1, s2, s3, sS4}, {S5, S¢, S7, Ss}»
and {s9, S10, S11, S12, S13} that are generating packet_in
message rates of {140,220, 150,390}, {290,170, 153,270},
and {170,250,370,110,120} packets/sec, respectively. As
the switches are directly connected with their corresponding
controllers, the hop count between switches and controllers
is 1. We assume that for rule installation, the additional load
added to the corresponding controllers is 0.1 of the total
load on the particular controllers. For example, switch s
generates 140 packets/sec, and the load induced for rule
installation 140 % 0.1 (= 14) is added to the controller ¢;.
Thus, the total load generated by switch s; is 154 packets/sec.
Therefore, the total load at the controllers c¢i, ¢, and c3
are 990, 971, and 1122 packets/sec based on the incoming
packet_in messages and rule installation for that packet_in
messages. Also, we assume that the processing capacities
of the controllers are 1100, 1150, and 980 packets/sec, and
the service rate of all controllers is the same, i.e., 2150
packets/sec.

The controller c3 has a load greater than its processing
capacity; it is considered overloaded. Consequently, it has
to migrate the fraction of the switch’s flow to the nearest
controllers with a lower load, such as the controllers ¢; and cs.
After migration, the delay has to be minimal. Switch s;9 from
controller c3 is selected, with fractions of 0.18 and 0.36 of
switch s1¢ flows migrated to controllers c; and co, respectively.
Migrating the flow of switch s1¢ results in a minimum delay
of 105.04 milliseconds (ms). In contrast, migrating flows from
other switches results in higher delay due to the higher hop
counts between switches and controller c3. After the migration
of switch s1g flows, the load of the controllers ¢y, ¢o, and c3
become 1039, 1070, and 973 packet/sec, respectively. Thus,
with the completion of this process, no further migrations
are required, and the controllers have a lesser load than their
processing capacity.

III. OPTIMIZATION PROBLEM

A Multi-controller SDN consists of a set of controllers,
defined as C, where C' = [1, |C|]. The data plane comprises a
set of switches, denoted by S, where S = [1,|S]]. The given
parameters p;;, hi;, a;, K, 1, B, and p are used in DSFSM
are explained as follows. The number packet_in messages
sent from a switch ¢ € S to controller j € C are denoted
by p;;. These messages are generated by a switch ¢ € S to the
connected controllers j € C only when the table missing entry
is found in the OpenFlow table of that switch. The minimum
number of hops between switch ¢ € S and controller j € C
is represented as h;;. The variable h;; helps to determine
the lower propagation delay. The predefined threshold of the
controller j € C' is denoted as «;, determining the controllers
as overloaded or underloaded. Each switch ¢ € S can be
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connected to a maximum of K controllers in the network. n
denotes the signal propagation speed, which is 2 x 108 m/sec.
The cost of rule installation for each new flow is represented
by S. The service rate of the controllers is represented by p.

o -
The decision variables z, b7, and f}’ are used to formulate

DSFSM are described as follows. A binary variable z; =

denotes the connection between the switches and controllers,
where 7 = 1 if switch ¢ € S is associated with con-
troller j € C, and 0 otherwise. A variable b] € [0,1]
represents the traffic distribution weight between controllers
j € C and switches ¢ € S. Note that the traffic distribution

weight between controllers 7 € C and switches 7 € S is
summed to exactly one. A variable f77 e [0, 1] denotes the
fraction of switch ¢ € S flow migrated from controller j to ;.
When 0 < fijj / < 1, it denotes that a switch ¢ € S flow is

migrated from controller j to j'. Thus, tracing variable f7’ /
and counting the flow migration gives the number of upgrades
that happen for balancing load among the controllers, also
called synchronization cost. Controller j € C' obtains load due
to packet_in messages (or new flows) received from the con-
nected switch i € S and the instantiation of the rules for those
new flows. Thus, the load on controller j € C' is calculated
by using L; :Zpij X x] —i—ZZpij xx] x B, VjedC,
i€S i€S jeC

where [ is a given parameter that represents the cost of rule
instantiation. The first term indicates that controller j € C
receives load due to packet_in messages, and the second term
is due to the instantiation of the rules for those new flows.

The total delay that occurs while performing the fractional
switch migration for distributing load among the controllers
contains three different folds. First, the switch-controller prop-
agation delay (7prop) is estimated based on the shortest path
between the switches ¢ € S and controllers ¢ € C'. Where

hij X J’z
Yprop = ies , V4 € C and 7 denotes the signal prop-
agation speed, which is 2 x 108 m/sec [11]. Second, at each
controller, modeling the queuing of the packets_in messages
generated by switch ¢ € S to the connected controller j € C
is M/M/1 queue [12]. Thus, this process is referred to as the
controller processing delay and is represented as Yproc. Where

Yproc = %, Vj € C and p represents the ser-
p= Zpij X Z;

vice rate of tlffes controller j € C. Last is the synchronization
delay, which occurs when the controllers upgrade their load
information with another controller. Synchronization delay is
represented as Ysync, Where Ysyne = ;e g b x @], Vj € C.
Therefore, the total delay iS Yprop + Yproct Vsync-

To minimize the delay while performing the fractional
switch migration among the controllers is obtained by using
the following optimization problem.

min : Yprop + Vproc + Vsync (1a)

st. Yy xl < K, Vies, (1b)
jec

b <zl VieS jed, (1c)

dbl=1, Vies, (1d)
jecC

F'1—al)>0, vieSjec, (le)
> pi(b] = bl x al) <y, VjeC, (1f)

€S

. . .
Epw)(il,'g+ E Epinfiij,ng
€S j'eC|j#j’ i€S

— Z Zpinfijj/X$gSOéj, VjEC,

' €C|j#i i€S

(1)
el €{0,1}, Vies, jeC, (1h)
bl el0,1], Vies, jed, (1i)
7 elo,1], vies, () eC. (1j)

Equation (la) minimizes delay, where the first term rep-
resents propagation, the second term denotes processing, and
the last represents synchronization delays. Equation (1b) as-
sures that a switch is connected to at most K controllers.
Equation (Ic) indicates that the relationship between traffic
distribution weight b and binary variable x] and ensuring
that b] is non-zero when x] = 1. Equation (1d) denotes that
the traffic from switch ¢ € S is completely distributed to its
connected controllers, and the sum of the traffic distribution
weight of switch ¢ € S to the connected controllers is
one. Equation (le) provides that a fraction of the packet_in
messages from switch ¢ € S is sent to controller j € C
only if the switch is mapped to that controller. Equation (1f)
represents the portion of a switch’s load that has to migrate
from controller j € C to another, and the remaining load
on that controller j € C' can not exceed the pre-determined
threshold of controller j € C. Equation (1g) represents the
load at the controller 5 € C after completion of the migration
process, either receiving or migrating from one controller to
another is less than or equal to the pre-determined threshold
of the controller 7 € C. Where the first term in (1g) denotes
the experienced load from the connected switches, the second
term indicates that the added load at controller j € C' due to
the received migrated switch’s flow from controller j' € C,
and the third term represents reduced (or migrated) load from
controller j € C' due to the migration of the switch’s flows
from controller j € C. Equation (1h) denotes a binary variable.
Equation (1i) is a variable that represents the traffic distribution
weight of switch ¢ € S to controller j € C. Equation (1j)
denotes a variable representing the fraction of a switch ¢ € .S
flow that has to migrate from controller j € C to 5/ € C.

The controller processing delay in (la) ie., Yproc =
%, Vj € C is a non-linear function, as it
J
I Zpij X T3
. ZES . . . .
involves the ratio of binary variable. Thus, we formulate it
as a linear expression by introducing the following variable:

=——F—, Vjel. 2)
= Zpij X T}
=
Equation (2) can further be rewritten as:
mjxu—mijpijxxle, Vj e C. 3)
icS

m;
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The second part in (3) becomes non-linear as the product
of two variables. Thus, we transform it into a linear form by
satisfying (5a) as follows.

ijM—Zpintjzl, V]EC (4)
i€S

Similarly, (1e)-(1g) are non-linear as these equations contain
products of two variables. Thus, we transform these equations
into linear ones with the help of the following variables.

ti=m! A z], VjeC, (5a)
d=b Al VieS jeC, (5b)
e=al A fI7, Vies, (i) e, (5¢)
f=al A f7 vies, (j,j)ecC. (5d)

where A expresses the logical ‘AND’ operation. For example,

let w € [0,1], v € [0, 1], and w is a binary variable. u = v Aw

is linearized by: v < v, u <w, u >v+w—1, and u > 0.
Therefore, (1a) can be expressed by (6).

min : v = Yprop + mj + d. (6)

Equations (1a)-(1j) are transform into following MILP prob-
lem.

min : 7y (7a)
s.t. Egs. (1b) — (1d), Eq. (4) (7b)
9 —d>0, VieSjecC, (7¢)
> il —d) <oy, VieC, (7d)
€S
Dovgxal+ Y Y pyxe
i€S j'eC|j#5 i€S
= Y Spixf<a; Viel, (e
J'€C|j#j" i€S
Eqs.(5a) — (5d) (79)
Eqs.(1h) — (15) (72)
tj,d,e, fel0,1], VjeCl. (7h)

IV. HEURISTIC APPROACH

When the introduced MILP problem in Section III becomes
intractable, a heuristic algorithm is considered to solve the
same. The heuristic algorithm starts by estimating the load
of each controller based on the packet_in messages and rule
installation for each messages. It then determines overloaded
or underloaded controllers by comparing the evaluated load to
a specified threshold, represented by «;. To redistribute load
using fraction switch migration, the selection of the under-
loaded and overloaded controllers is achieved greedily in an
iterative approach employing the introduced MILP formulation
(7a)-(7h). Following each repetition, the controller’s load is
updated, and convergence is obtained when all controllers’
loads fall below the pre-determined threshold. By utilizing a
greedy approach, the introduced heuristic algorithm minimizes
the delay associated with MILP. The detailed steps of the
heuristic algorithm are presented in Algorithm 1.

Algorithm 1: Heuristic algorithm

Input : Same as the MILP problem in Section III.
Output: Same as the MILP problem in Section III.
Estimate each controller’s load L;, V j € C.
2 Determine the controllers as overloaded and underloaded based on
the predefined threshold o, V j € C.
3 Sort the overloaded controllers in a non-increasing order of their
load.
4 for each j in overloaded controllers do
Solve the MILP using (7a)-(7h) following all the underloaded
controllers and return the delay.
Update each controller’s load.
7 end

-

V. PERFORMANCE EVALUATION

The performance of DSFSM is estimated in terms of delay
and synchronization cost (SC). The delay is the summation of
the propagation, processing, and synchronization delays while
performing fractional switch migration among the controllers.
The synchronization cost is defined as the number of upgrades
required to install flow rules in the OpenFlow tables [8].
We assume four networks: the National Science Foundation
Network (NSFNET), ARN, FORTHNET, and TataIND, con-
taining 13, 28, 60, and 140 nodes, respectively, with each
node representing a switch [13]. We use three, five, seven,
and ten controllers for NSFNET. We employ three, five, seven,
ten, and fifteen controllers for the ARN topology. Likewise,
for FORTHNET and TataIND, three, five, seven, 10, 15, and
20 controllers are employed. Due to space and page limit,
we show an ARN topology with 5 controllers as shown in
Fig. 2. Each switch randomly generates packet_in messages
in the range of [50, 500]. Additionally, each controller has a
randomly assigned pre-determined threshold in the range of
[500, 4500] . A controller triggers fractional switch migration
when it exceeds the given threshold. The machine utilized
for simulation is designed with the Intel Core i7 3.20GHz
processor with 16GB RAM. The optimization problem is
solved using PuLP-2.7.0, a Python-based library [14].

ion  Switch to mul

Controller  Switch

Fig. 2: Topology with 5 controllers used for performance
evaluation.

Figure 3 shows delay while performing fractional switch
migrations among the controllers. The flow of packet_in
messages reach to the controller increases as the network
size increases, resulting in higher processing times for that
controllers due to performing the fractional switch migrations.
The delay is comparatively lower when employing the MILP
than the other approaches. This is because MILP can execute
the optimal fractions of switches for migrations to achieve an
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efficient load distribution among the controllers. Additionally,
the heuristics approach gives efficient delay compared to those
of FractioalLB. FractioalLB is used to distribute packet_in
messages of a switch among multiple controllers without
considering the hop count between switches and controllers.
The flow of a switch is migrated to distant controllers, leading
to a higher delay (hop count directly impacts the propagation
delay) as switch-controllers communication increases. It is
noteworthy that the delay positively correlates with the net-
work size.

250 400

Delay (ms)

Delay (ms)

MILP [emermemcm

(d)
Fig. 3: Delay using different topologies for (a) NSFNET, (b)
ARN, (c) FORTHNET, and (d) TataIND.

Figure 4 shows the synchronization costs using different
approaches with various numbers of controllers for numer-
ous network topologies. The synchronization costs are lower
than those of other approaches when utilizing MILP. This is
because MILP can execute the optimal fractions of switches
with a minimum hop count for migrations to achieve an
efficient load distribution among the controllers. The heuristic
approach has effective synchronization costs comparable to
FractionalLB. FractionalLLB is used to distribute the fraction of
packet_in messages of a switch among many controllers with-
out considering the hop count. Migration of a distant switch
directly impacts controller processing, as a higher hop count
requires more flow rule upgrades across the controllers along
the path. It is essential to highlight that the synchronization
cost increases with the network size. Likewise, the possibility
of switch migrations rises as the network grows.

VI. CONCLUSION

The proposed approach is based on the fractional switch
migration, named DSFSM, to redistribute the switch’s flow
among the controllers in the network. DSFSM minimizes the
delay while performing fractional switch migrations among
controllers. To achieve this, DSFSM redistributes the fraction
of a switch’s flow when the controller’s load exceeds its pre-
determined threshold to other controllers while ensuring the
hop count and processing capacity constraint are satisfied.
An optimization problem is formulated for DSFSM using
a mixed-integer linear program (MILP). Numerical results
demonstrated that MILP minimizes the delay with lower
synchronization costs. However, it needs a higher computation
time compared to the heuristic approach. The numerical results

MILP

Number of controllers

Number of controllers

(©) (d
Fig. 4: Synchronization cost using different topologies for (a)
NSFNET, (b) ARN, (c) FORTHNET, and (d) TataIND.

indicated that the delay using MILP in NSFNET, ARN,
FORTHNET, and TataIND are 20%, 25%, 32%, and 37%,
respectively, lesser than that of FractionallLB.

The proposed heuristic approach in Section III, which in-
cludes MILP, can be employed in a dynamic network environ-
ment regarding frequent changes to bursts of network traffic.
The analysis of the fractional switch migration in DSFSM,
considering network dynamics, is left as part of future works.
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