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Abstract—The growing reliance on Cyber-Physical Systems
(CPS) in critical infrastructure heightens the risk of cyber
threats impacting our daily lives. One recent example is the
”FrostyGoop” malware, which targeted district heating systems,
leaving citizens in 600 Ukrainian apartment buildings exposed
to sub-zero temperatures in January 2024. This study advances
CPS threat detection by examining the relationship between
graph density and the performance of Graph Neural Networks
(GNNs) through the addition of virtual Express Edges to a
heterogeneous graph representation of network flow data. Our
findings indicate that the Heterogeneous GNN method with
Express Edges outperforms state-of-the-art detection techniques,
particularly in real-world scenarios characterized by sparse
network flow graphs. This research provides valuable insights for
cybersecurity practitioners seeking to deploy advanced machine
learning methods to protect CPS against threats such as botnets,
reconnaissance, denial of service, information theft, ransomware,
backdoor cracking, and Man-in-the-Middle attacks.

Index Terms—Cyber-Physical Systems, machine learning, in-
trusion detection, graph, neural networks, GNN.

I. INTRODUCTION

Imagine in the coldest month of winter, the central heating
system of your entire city district of 600 apartment buildings
were taken over by adversaries from the cyber space. The
attackers would first cripple the activity monitoring capabilities
of your heating system controllers via a forced firmware
downgrade. Then, they would compromise the temperature
monitoring function of your controllers. This would result
in hundreds of thousands of your citizens unable to keep
themselves warm in sub-zero temperatures for days.

The scenario described above was what a Ukrainian commu-
nity experienced in January 2024. The malware was later iden-
tified as “FrostyGoop” by Dragos, Inc. [1] Dragos claims that
FrostyGoop is the first Cyber-Physical System (CPS) malware
that uses Modbus [2] communications to achieve an impact on
Operational Technology! To further highlight the threat facing
the broader community, a survey conducted by the authors in
2023 using the Shodan platform (www.shodan.io) revealed the
presence of over 300,000 MODBUS devices accessible on the
public internet [3].

Building on existing machine learning approaches for de-
tecting CPS attacks [4], Graph Neural Networks (GNNs) [5]
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have demonstrated promising results by combining the under-
lying system topology (graph relationship structure) with other
relevant attributes of CPS components and their interactions,
including lateral movement attack patterns [6], [7], [3].

In this study, we introduce a novel approach using Flow-
based Heterogeneous Graph Neural Networks (HGNNs) as a
superior NIDS technique. By applying this method to a range
of CPS cyber attack datasets, we demonstrate its effectiveness
against various attack tactics and its resilience to different
degrees of data imbalance.

Additionally, we assess this novel technique across varying
levels of graph density mutations to illurstrate when Express
Edges are most effective in further enhancing HGNN model
performance.

The remainder of this paper is organized as follows: Section
IT reviews related work. Section III outlines the proposed
methodology. Section IV describes the experimental design
and data. Section V presents the experimental results and
the analysis. Finally, Section VI provides the conclusion and
discusses future work.

II. RELATED WORK

Extensive research has been conducted on utilizing tabular
data and machine learning techniques for Network Intrusion
Detection Systems (NIDS) to detect CPS attacks [4]. A
selection of published results for the Ton-IoT dataset [8] is
presented in Table III, and for the NF-BoT-IoT dataset [9],
[10] in Table IV.

Lo et al. [11] generated significant interest in the CPS
NIDS research community by leveraging Graph Neural Net-
work (GNN) algorithms. Their approach involved constructing
homogeneous graphs where network device IP addresses were
represented as nodes and network flows as edges. Typical
tabular flow features were associated with the graph edges, as
illustrated in Figure 1a. Using this E-GraphSAGE modification
of the GraphSAGE algorithm [12], Lo et al. reported gener-
ally improved performance over ensemble tree-based machine
learning models.

A different method for constructing the network flow graph
was proposed by Chang and Branco [13] and Friji et al. [14].
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To leverage existing techniques in node classification, their
approach involved representing the graph as a homogeneous
line graph, where nodes correspond to network flows and
edges represent IP addresses, as shown in Figure 1b.

The ability of GNNs to leverage both spatial features
and typical flow features in resisting adversarial attacks was
demonstrated by Pujol-Perich et al. [15]. Their experiments
showed that GNNs produced more robust results against
simulated adversarial conditions, such as variations in packet
size or inter-arrival times, when compared to ensemble tree-
based models and traditional Neural Networks. For graph data
modeling, they represented both network devices and network
flows as nodes within a heterogeneous graph, as illustrated in
Figure Ic.

Wang et al. [16] utilized a Bi-LSTM with residual con-
nections in their model to capture both long-term and short-
term dependencies in network traffic temporal sequences. This
approach enabled the effective extraction of temporal features,
thereby complementing the graph-based spatial features and
enhancing the model’s overall detection capabilities. Homo-
geneous graphs were used to model the data.

In real-world CPS environments, networks consist of a
diverse array of device types and roles, including servers,
mobile devices, IoT devices, and CPS devices. Communication
patterns, especially for CPS devices in critical infrastructures
such as power or transportation systems, exhibit significant
variability. This diversity renders homogeneous graphs for data
modeling less expressive due to their inability to represent
different node types and edge relations. Consequently, there
is a need for a heterogeneous graph approach that can more
accurately capture the complexities of real-world networks,
providing a robust foundation for GNN-based graph represen-
tation learning.

IIT. PROPOSED METHODOLOGY

A. Heterogeneous Graph Data Modeling with Express Edges

We propose a heterogeneous graph data model to effectively
capture the complexity of real-world CPS networks, which
involve various device types with distinct network behaviors
that homogeneous graphs struggle to represent accurately due
to their inability to differentiate between multiple node and
edge types.

A heterogeneous graph, denoted as G = (V, E), consists of
nodes V' and edges E, with node types A and edge types R.
Each node v € V has a mapping ¢(v) : V — A, and each edge
e € F has a mapping ¢(e) : E — R. A heterogeneous graph
reduces to a homogeneous form when |A| =1 and |R| = 1.

In CPS networks, nodes can represent device roles such as
MTUs, RTUs, HMlIs, and more. Given that specific device
roles are unknown in our data, we use Source (src) and
Destination (dst) IP addresses as proxies. Network flows are
included as node types, with undirected edges connecting
src/dst to flow nodes (Figure 1d).

To improve message passing in the Heterogeneous Graph
Neural Network (HGNN), we introduce Express Edges that

directly connect src and dst nodes (Figure 1d). The effective-
ness of Express Edges is demonstrated in Section V.
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Fig. 1: Different graph data modeling techniques: (a) homo-
geneous graph used by Lo et al. in [11]; (b) homogeneous
line-graph used by Chang and Branco [13]; (c) heterogeneous
graph used by Pujol-Perich et al. [15]; (d) Proposed heteroge-
neous graph with Express Edges.

B. Graph Neural Network Algorithms

The introduction of Graph Convolutional Networks (GCN)
by Kipf and Welling [5] was a key development in Graph Neu-
ral Networks (GNNs), applying spectral convolution methods
to non-Euclidean graph data, inspired by Convolutional Neural
Networks (CNNs).

GNNs generally operate under a neural message-passing
framework where nodes exchange vector messages and update
their states using neural networks, as depicted in Figure 2
adapted from [17]. Given a graph G = (V| E), where V are
nodes and F are edges, and a set of node features X & RExIVI
the message-passing operation from the hidden state h% at
layer k for node u to the next layer h%*+1 is formulated as:

pl+1 UPDATEF (hﬁj,AGGk(hfjm € N(u))) (D)

= UPDATE* (hﬁ,message’fv(u)) , 2)

where UPDATE and AGG are differentiable functions,
and message ) represents the aggregated messages from
node u’s neighbors.

Target Node

() AGGREGATE 4
(AGG)

6605 66

@ ——AGG «-{)

Input Graph

Fig. 2: GNN message passing framework [17].

For the GCN, Kipf and Welling applied symmetric normal-
ization with self-loops in the aggregation function:
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To efficiently train on large graphs, Hamilton et al. [12]
proposed the GraphSAGE algorithm, which incorporates node
neighbor sampling Ny (u) and modifies the UPDATE func-
tion to include a concatenation step:

REHL = o (Wk - CONCAT(RF, messageﬁ,s(u))) @

C. Extensions of Graph Neural Networks to Heterogeneous
Graphs (HGNN)

To extend the Graph Convolutional Network (GCN) frame-
work of Kipf and Welling [5] to heterogeneous graphs,
Schlichtkrull et al. [18] incorporated edge type relationships
R into the GCN equation. This adaptation, known as the
Relational GCN (RGCN), accounts for multiple types of
edges, resulting in the following formulation:

1 .
htt=o Y > WA WERL )
reRveNy T

where N, represents the set of neighbors of node u under
relation r € R, and C,, is a normalization constant, which
can either be pre-defined (e.g., Cy, » = [N |) or learned during
training.

Similarly, the GraphSAGE algorithm [12] has been extended
to heterogeneous graphs, known as Rsage, by accounting for
edge type relationships in the GraphSAGE Equation (4).

Graph Attention Networks (GAT) [19] introduced an at-
tention mechanism initially developed for Natural Language
Processing [20], enabling the model to learn unique attention
coefficients for each neighboring node, thus enhancing in-
formation aggregation. The attention coefficient v, between
nodes « and v is defined as:

exp (o (a” [Whey || Wh)))

> exp (o (al [Why || Wh]))’
kEN,

(6)

Ayy =

where a is a learnable weight vector, W is a shared
weight matrix, o is a non-linear activation function, and ||
denotes concatenation. The updated node representation h!,
is computed by aggregating the embeddings of its neighbors,
weighted by the attention coefficients:

I
hy=o0

> awWhy |- 7
vEN (u)
Following the approach used in RGCN (Equation (5)),

the extension to include edge type relations results in the
Relational GAT (RGAT) model.

Wang et al. [21] further extended this concept by propos-
ing the Heterogeneous Graph Attention Network (HAN),
which adds an additional attention layer to learn differ-
ent weights across various meta-paths. Meta-paths represent
human-curated sequences of meaningful node types within the
graph, such as “Paper-Author-Paper” or “Paper-Term-Paper”
in an academic bibliographic network.

IV. EVALUATION DATA AND EXPERIMENTAL DESIGN
A. CPS Evaluation Data: NF-BoT-1oT dataset

The NF-BoT-IoT dataset [9], [22] contains a rich simulation
of botnet attacks targeting cyber-physical systems, specifically
simulated Internet of Things (IoT) devices such as weather
stations, smart fridges, smart lighting, garage doors, and ther-
mostats. In addition to benign traffic, the dataset includes vari-
ous simulated cyber-attacks, such as reconnaissance (including
service scanning and OS fingerprinting), denial of service
(DoS), distributed denial of service (DDoS), and information
theft attacks (e.g., keylogging and data theft).

Due to the limitations of the simulation lab environment,
the NF-BoT-IoT dataset significantly differs from real-world
scenarios typically with much bigger number of devices; it
includes only a small number of source IP addresses. Among
the 15 distinct source IP addresses in the dataset, only 8§ are
associated with attack traffic, see Figure 3. Furthermore, the
dataset is highly imbalanced, with only 2.3% of the traffic
flows being normal and 97.7% representing attack traffic. A
detailed analysis of the dataset is presented in Figure 4.
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Fig. 3: Distribution of normal and attack flows by source IP
addresses.

The ToN-IoT dataset, developed by Alsaedi et al. [8], is also
widely used in studies focused on Graph Neural Networks
(GNN) for Network Intrusion Detection Systems (NIDS).
The ToN-IoT dataset captures a comprehensive representation
of CPS and Internet of Things (IoT) devices within the
Cyber Range and IoT Labs at UNSW Canberra, Australia.
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Fig. 4: Distribution of network flow types.

It comprises both real devices, such as smartphones and smart
TVs, and simulated CPS devices, including fridges, GPS units,
and thermostat sensors. The dataset includes various types
of cyber-attacks, such as scanning, Denial of Service (DoS),
Distributed Denial of Service (DDoS), ransomware, backdoor
attacks, data injection, cross-site scripting (XSS), password
cracking, and Man-in-The-Middle (MITM) attacks. In the
Train_Test version, the dataset contains 161,043 attack flows
alongside 300,000 normal flows, providing a more balanced
basis for assessing intrusion detection performance than the
BoT-IoT dataest.

B. Additional Evaluation Data

To evaluate the broader applicability of the proposed
methodology, we extended our analysis to include additional
NIDS datasets: CIC-IDS2017 [23] and CIC-Darknet [24]. A
summary of the key statistics for these datasets is provided
in Table 1. Most datasets exhibit a typical class imbalance,
reflecting real-world scenarios where the majority of data
points belong to the "Normal” class. However, the NF-BoT-
IoT dataset shows a significant skew towards the “Attack”
class, with only 2.3% of the data representing the “Normal”
class.

TABLE I: Statistics of Dataset Used in This Study

Dataset Normal Flows | Attack Flows | Normal:Attack Ratio
ToN-IoT 300,000 161,043 65.1% : 34.9%
CIC-IDS2017 1,657,693 443,121 78.9% : 21.9%
CIC-Darknet 117,219 24,311 82.8% : 17.2%
NF-BoT-IoT 13,859 586,241 2.3% : 97.7%

C. Data Processing

To address the limitations of small lab environments, which
typically generate datasets with limited device diversity (as
illustrated in Figure 3), a method was employed to enhance
device diversity simulation by appending a timestamp (accu-
rate to the second) to the source IP addresses. This approach
enables the emulation of a larger number of devices than
those actually present in the dataset. For datasets lacking
explicit timestamps, such as NF-BoT-IoT [22], the source port

is utilized as a substitute, as most new TCP flows select a
different port number at the source.

To manage the bursty nature of the simulation data, a
stratified temporal data split is applied within each day and
for each attack type, maintaining a 70:30 train:test ratio. In
cases where datasets do not include explicit timestamps, the
chronological order of the data, along with sub-experiment
types, is used to achieve the same split.

For feature engineering, common port numbers are treated
as categorical features, while uncommon port numbers are
binned by 1024 to reduce cardinality. One-hot encoding is
used for features with fewer categories, such as protocol and
service, whereas binary encoding is applied to categorical
features with more than 10 categories. For numerical features,
a standard scaler is applied to those with smaller variance,
and a Yeo-Johnson transformation is applied to features with
variance greater than 10, such as those representing flow
duration, total bytes, and the number of packets.

D. Performance Metrics and Hyper-parameters

Due to the imbalanced nature of the dataset, the F1 score
is selected as the performance metric for comparisons across
all four dataset instead of accuracy alone. The F1 score offers
a balanced assessment between predicted and actual positives,
regardless of a potentially high number of true negatives
(TN) or normal samples. The F1 score is computed using the
formula in Equation (8):

2 x Precision x Recall

F1Score = 8)

Precision + Recall

To ensure a fair comparison of model results, the hyper-
parameters for most GNN algorithms in this study are set
as follows: The number of GNN layers is 2, the mini-batch
size is 2048, and the hidden dimension is 64 for the ToN-IoT
and NF-BoT-IoT datasets, and 128 for the CIC-IDS2017 and
CIC-Darknet datasets to accommodate their greater number
of features. The models are trained for 2 or 3 epochs, with a
dropout ratio of 0.3 and a learning rate of Se-3.

Each performance data point is an average of five indepen-
dent runs (n = 5), except for the Rsage algorithm, where
(n = 10) compensates for the inherent randomness in the
neighbor sampling process. The primary software libraries
used were PyTorch, DGL, and OpenHGNN [25].

V. RESULTS AND DISCUSSIONS

A. Graph Density Mutation Study and performance Lift of
Express Edges
In a bipartite graph, the density of the graph G = (U, V, E)
is given by:
Density = ﬂ
Ul- v
where:
e |E| is the number of edges in the graph.
e |U] is the number of nodes in the first set.
e |V| is the number of nodes in the second set.
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Table II presents the densities of the heterogeneous graphs
constructed from each dataset. To prevent target leakage,
these graphs have been diversified by source IP address, as
outlined in Section III, except in cases explicitly noted as non-
diversified in the table. The NF-BoT-IoT dataset, in particular,
stands out not only for its unusual data imbalance but also for
its exceptionally high graph density, nearly 150 times denser
than the other datasets, even after source diversification.

To evaluate the impact of the proposed modeling technique
across graphs with different densities, we provide the average
results of 10 random mutations with varying seeds for the
NF-BoT-IoT dataset in Table II and Figure 5, alongside
results from the other three datasets. The Express Edge
technique demonstrated performance improvements in most
of the sparser graphs, including ToN-IoT, CIC-IDS2017, CIC-
Darknet, BoT-IoT 10X reduction, and BoT-IoT 30X reduction,
with an average performance lift of 2.3% in these cases.

In contrast, at higher graph densities, such as those in the
NF-BoT-1oT dataset and the 3X edge reduction scenario, the
introduction of Express Edges did not lead to improvement
in model performance. Moreover, in scenarios with extreme
edge reductions of 100X or more, over 90% of the 64,488
diversified source nodes became isolated, having no connec-
tions to the remaining 6,001 edges. This severe sparsity likely
explains the minimal impact observed in the 100X and 300X
edge reduction scenarios.
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Fig. 5: Performance lifts from Express Edges across multiple
datasets. Notations such as "BoT-IoT 30XX” represent average
performance lifts of 10 random-seeded 30X edge reduction of
NF-BoT-IoT datasets.

Another notable observation from Table II is that there was
no single HGNN algorithm that dominates all other tested
algorithms. While the RSAGE and RGCN models with the
Express Edge technique achieved the best results for most of
the datasets, other models, such as RGAT and HAN, occasion-
ally outperformed their counterparts in different scenarios.

B. Comparison of Model Results with State-of-the-Art Studies

To facilitate direct comparison with other state-of-the-art
(SOTA) studies on machine learning-based NIDS, we report
binary classification results. Tables III and IV present findings
from recent publications.

For the ToN-IoT dataset, our proposed methods, the RSAGE
and RGCN algorithms with the Express Edge technique,
achieved the highest performance among models with compa-
rable experimental setups. One can observe that GNN-based
models outperform other models for this representative dataset,
while HGNN models demonstrate superior performance com-
pared to homogeneous graph models.

For the NF-BoT-IoT dataset, two of our methods ranked
among the top-performing models, placing within a group tied
for 4th to 8th positions. Due to the unique data imbalance,
characterized by a predominance of attack data and a very
limited number of unique device IP addresses, there are more
modeling methods clustered at the top. Notably, 4 of the top
8 results are achieved by GNN-based models.

VI. CONCLUSION

With the ever-increasing role of Cyber-Physical Systems
(CPS) in our daily lives, the likelihood of threats originating
from cyberspace affecting physical systems is also rising.
Consequently, the impact of cyber threats is becoming more
severe, as demonstrated by incidents like the “FrostyGoop”
attack on Urkranian power facility. In this study, we expanded
upon our previous research on Heterogeneous Graph Neural
Networks (HGNN) with Express Edges, providing valuable
guidance to cybersecurity researchers on the effective use of
this technique for detecting cyber threats.

Using four cybersecurity datasets, NF-BoT-IoT, ToN-IoT,
CIC-IDS2017, and CIC-Darknet, we demonstrated that the
proposed NIDS detection method is effective against a wide
range of cyber threats, including reconnaissance, Denial of
Service (DoS), Distributed Denial of Service (DDoS), ran-
somware, cross-site scripting (XSS), password cracking, Man-
in-the-Middle (MITM) attacks, keylogging, data theft, and
botnet attacks. Our results also show that the method performs
well under various conditions of data imbalance, whether
benign or attack traffic predominates.

Additionally, our results demonstrate that the proposed
method, leveraging HGNN with Express Edges, outperforms
other state-of-the-art detection techniques, particularly in real-
world scenarios where network traffic is distributed across a
wide variety of source and destination devices, resulting in
relatively sparse network flow graphs.

Building on this work, future research will focus on incorpo-
rating temporal signals to enhance NIDS capabilities, aiming
to improve the detection of both known and unknown threats,
thereby providing stronger protection for Cyber-Physical Sys-
tems (CPS).
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