
A Benchmark for DDoS Attacks Detection in
Microservice Architectures

M. Ficcoa, P. Fuscoa, A. Guerrierob, R. Pietrantuonob, M. Russoa, F. Palmieria, and S. Russob
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Abstract—Microservices have become increasingly popular in
modern software architectures due to their scalability and flex-
ibility. However, this architectural paradigm introduces unique
security challenges, particularly in the detection and mitigation
of cyberattacks. This paper presents a collection of datasets
designed to benchmark and evaluate attack detection strategies
in microservices applications. The datasets include normal and
malicious traffic patterns simulating real-world scenarios and
attacks, such as classic DDoS, Slow DDoS, Syn Flood, GET
Flood. Data was collected from experiments with a popular
benchmark microservice system with diverse services interacting
via standard protocols and API gateways. Each entry is labeled to
distinguish between benign and malicious activities, providing a
robust foundation for training and evaluating machine learning
models aimed at intrusion detection. In addition to raw data,
the dataset includes metadata detailing the configuration of
microservices, the nature of simulated attacks, and the temporal
sequence of events. This level of detail ensures that researchers
and practitioners can reproduce experiments and gain deeper
insights into the behavior of attacks in microservice contexts.
By offering these datasets, we aim to facilitate the development
of advanced detection algorithms and promote more effective
security measures in microservice environments.

Index Terms—Data collection, Machine Learning, Intrusion
Detection, Denial of Service, Security benchmark.

I. INTRODUCTION

Microservices architectures (MSA) are increasingly adopted
due to their loosely coupled services, each running in its own
process and interacting via lightweight mechanisms [1]. This
architecture allows for independent development and deploy-
ment of services. However, the highly distributed nature of
these systems makes them particularly vulnerable to security
attacks. In particular, MSA are vulnerable to threats result-
ing from malicious load fluctuations and resource-exhausting
attacks, whose goal is to overwhelm the target, rendering it
unavailable to the users by exhausting its resources or band-
width [2]. Anomaly detection techniques, including Machine
Learning (ML)-based strategies, are commonly adopted in
intrusion detection and prevention systems for such malicious
behaviors [3]–[5]. While ML is indeed a valuable tool for
anomaly detection, the most advanced strategies, e.g., based
on deep learning, require representative datasets to be properly
trained and compared against each other. The generation of
most current open datasets focused on collecting the sequences
of API calls produced by microservices, as well as on the
internal and external network traffic [6].

This paper contributes to the lack of datasets for network
security research and practice for MSA, by presenting a
collection of datasets that include a set of features useful
for detecting resource-exhausting attacks. They are generated
using a realistic microservices-based framework emulating
train ticket reservations - TrainTicket [7], a well-known
benchmark microservices system.

The TrainTicket framework has been extended with
tools to generate and collect the datasets. In particular, the
nominal load is generated using the Locust workload gener-
ator [8], while the attacks are conducted via the MHDDoS
attack suite [9]. Data is collected using CAdvisor, a tool
providing container-level resource usage metrics [10], and ex-
ported by Prometheus, a state-of-the-art monitoring tool [11].

The datasets include examples of normal data flow and of
various types of DDoS attacks – Classic DDoS, Slow DDoS,
Syn Flood, and GET Flood - recorded under different system
conditions (idle and load scenarios). Overall, we provide 11
datasets: 2 representing normal conditions, 8 representing
attack scenarios, and 1 unified dataset created by merging the
previous 10. Each dataset is characterized by the following
feature sets1: Container Usage, CPU Usage, Memory Usage,
Network I/O, Resource Limits, CPU Throttling, Pod Restarts,
and Pod Status. The unified dataset captures 494 features, rep-
resenting the intersection of all features across these scenarios.
Data collection for each scenario was conducted over a 30-
minute period, with metrics sampled at 5-second intervals.

An example of use of the datasets is presented, in which
several ML algorithms used to implement an Intrusion De-
tection System (IDS) are compared. To allow researchers and
practitioners to work with these datasets and generate new
ones, we provide data and code in an online repository2.

The rest of the paper is structured as follows. Sec. II presents
the current state of the art. The TrainTicket microservices-
based framework is described in Sec. III. Sec. IV presents the
implemented monitoring framework. The generated datasets
are described in Sec. V. A use case is shown in Sec. VII.
Sec. VIII is devoted to conclusion and future work.

1Each set comprises multiple features; some features are shared among sets.
2Available at:https://github.com/iotresearchunisa/MicroservicesDDoS.
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II. RELATED WORK

Researchers are proposing various techniques for detecting
DDoS attacks in microservices architectures. These techniques
are based on anomaly detection methods [12] and machine
learning models, employing both supervised [13] and unsu-
pervised [14] approaches. This trend highlights the increasing
need for extensive datasets to facilitate the development of
novel DDoS detection strategies.

Castro et al. [4], [5] generated their own dataset using
TeaStore [15], an application featuring six services and a
database, in conjunction with JMeter3. They utilized the Hulk4

and Torshammer5 tools to perform attacks under four different
attack profiles.

Similarly, Jacob et al. [6] employed a distributed tracing
tool to monitor a microservices application and detect cyber
attacks using a Diffusion Convolutional Recurrent Neural
Network (DCRNN). The monitored microservices application
was a Social Network consisting of 36 microservices, taken
from DeathStarBench [16], an open-source benchmark suite
comprising six microservice-based applications.

Gupta et al. [17] introduced HONEYKUBE, a microser-
vices architecture designed to collect interaction data from
real-world attacks. They provided a dataset of approximately
850 GB, including system trace files, network traces, and
additional log files.

In line with current literature, we provide a new collection
of datasets, which includes features useful to detect resource-
exhausting attacks against MSA, generated using a realistic
microservices-based application. These datasets are designed
to assist researchers in experimenting with IDS for various
types of DDoS attacks, providing the capability to replicate
and potentially expand the attack types with new ones.

III. MICROSERVICE SYSTEM FOR DATASETS GENERATION

The TrainTicket booking system, developed by Fu-
danSeLab, represents a microservices-based framework for
train ticket reservations, designed to benchmark and test within
the software engineering domain. This initiative addressed
the scarcity of benchmark systems that accurately reflect the
intricacies of industrial microservices ecosystems [7]. This
system emerges as a quintessential model of microservices
architecture, showcasing over 40 distinct microservices each
dedicated to fulfilling a specific role to ensure seamless
operation of the application. Its design facilitates performance
testing and experimental research, particularly focusing on
metrics such as latency and throughput.

The architecture of TrainTicket encompasses a diverse
array of components, including databases, web applications,
and Java applications, highlighting its complexity and ver-
satility. TrainTicket distinguishes itself by addressing
several critical gaps identified in prior benchmark systems,

3https://jmeter.apache.org
4https://github.com/R3DHULK/HULK
5https://github.com/Karlheinzniebuhr/torshammer

Fig. 1: The proposed monitoring architecture.

including limited interaction modes, inadequate scale and com-
plexity, and the underutilization of core microservices design
principles. Designed with a commitment to these principles,
TrainTicket incorporates a variety of interaction modes
and boasts a significant codebase with 61,136 lines of code,
encompassing both Java and Node.js.

IV. MONITORING FRAMEWORK

During the analysis phase aimed at establishing an efficient
data collection environment for monitoring and metrics anal-
ysis, various technological solutions were carefully evaluated.
The objective was to design a system capable of simulating
a distributed environment, collecting and storing performance
metrics, and providing insightful visual feedback on the mon-
itoring system’s efficacy. The selected environment comprises
a synergistic integration of several key technologies, each
chosen for its specific strengths in facilitating a comprehensive
monitoring solution.

Figure 1 depicts the architecture of the framework devel-
oped for monitoring and data collection for the microservices-
based system; it includes the following tools:

• Minikube [18]: Chosen for its ability to replicate a Ku-
bernetes distributed environment locally, Minikube stands
out as a pivotal tool. It enables the simulation of a dis-
tributed system on a single machine, offering a practical
and cost-effective solution for development and testing
purposes.

• CAdvisor (Container Advisor) [10]: Integral to the moni-
toring framework, CAdvisor is tasked with the collection
of performance metrics from containers.

• Prometheus [11]: Serving as the cornerstone for metrics
storage, Prometheus is deployed to aggregate and store
the metrics harvested by CAdvisor.

• Grafana [19]: To complete the monitoring solution,
Grafana is incorporated for the preprocessing and visual
representation of the collected metrics. It transforms
raw data into meaningful insights through its advanced
data visualization capabilities by providing a real-time
overview of the system’s health and performance.
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Finally, Locust is an open-source load testing tool utilized
for simulating users (or “locusts”) and for generating traffic
needed to evaluate the performance of web applications and
systems [8]. It empowers developers and testers to script
test scenarios in Python, thus providing the flexibility to
program complex behaviors and interactions that real users
might exhibit with the system.

V. DATA GENERATION

To accurately simulate and analyze the performance and
security of the environment, particularly in the context of
potential threats and operational demands, it became crucial
that the framework for data generation encompasses both the
attack surface and the system’s standard behavioral patterns.
This approach aimed to ensure comprehensive coverage of
scenarios that the system might encounter, thereby enabling a
thorough assessment of its resilience and performance under
various conditions.

A. Defining Standard Behavior

Standard behavior within the environment was conceptual-
ized through two distinct cases, which serve as benchmarks
for assessing system performance and security posture:

1) Idle State: The system is in a state of minimal activity,
not processing any external requests. This baseline sce-
nario is critical for understanding the system’s resource
footprint in the absence of operational load.

2) Under Load: The system processes a continuous flow
of requests, distinctively different from its idle state,
reflecting a scenario where the system is actively utilized
but not overwhelmed.

This bifurcation simulates two different states of a dis-
tributed system’s operation, facilitating the differentiation of
performance and security metrics under varied conditions.

B. Simulating System Load

We considered Locust to generate the load concerning the
standard behavior. We exploited advanced algorithms designed
to dynamically adjust the load by increasing and decreasing the
number of requests. This approach simulates an approximation
of the system’s behavior under typical operational conditions,
offering insights into performance bottlenecks and resilience
under stress. However, it’s important to note that real-world
traffic patterns may be more erratic and complex than those
simulated during testing [20].

C. Addressing the Attack Surface

In addressing the system’s attack surface, a multi-faceted
approach was designed to cover an extensive spectrum of
potential threats that could compromise system integrity and
security. The strategy pivoted towards an in-depth focus
on identifying, simulating, and analyzing various forms of
DDoS attacks. DDoS were prioritized due to their notable
detectability through observable changes in system behavior
and resource consumption patterns, which could be more

readily monitored and analyzed compared to the subtler indi-
cators of other forms of attacks. This strategic shift involved
the development and implementation of advanced simulation
models and analytical tools designed to accurately mimic the
dynamics of DDoS under various scenarios and conditions.

Utilizing MHDDoS [9], a comprehensive suite of DDoS at-
tack simulations was conducted on the microservices systems.
The simulations encompassed a range of attack methodologies,
each chosen for their prevalence in real-world attack scenarios
and their relevance to the security landscape faced by contem-
porary microservices architectures. The attack types included,
but were not limited to, the following:

• Classic DDoS: This form of attack floods the target
system with an overwhelming volume of traffic, aiming to
exhaust network bandwidth or system resources, thereby
rendering the service unavailable to legitimate users.

• Slow DDoS: Unlike the classic DDoS, Slow DDoS attacks
are characterized by sending traffic at a slow rate. This
method is insidious as it aims to open and maintain
as many connections as possible over a long period,
gradually depleting server resources without triggering
rate-based defense mechanisms.

• Syn Flood: A specific type of DDoS attack that exploits
the TCP handshake process. Attackers send a flood of
TCP/SYN packets, often with a spoofed source IP ad-
dress, to overwhelm the target’s ability to respond to new
legitimate connections.

• Get Flood: This attack targets web servers and appli-
cations by flooding them with a massive number of
HTTP GET requests. The goal is to exhaust the server’s
resources and bandwidth, leading to denial of service.

These attack types were chosen based on their representa-
tiveness of common threats faced by microservices systems,
with the premise that simulating these attacks would account
for a significant portion of real-world scenarios.

D. Data Collection and Metrics

For each simulated attack scenario, datasets were generated
under both idle and loaded system states using Locust. The
study encompassed a total of 10 scenarios (5 under load and 5
in idle conditions) with data collection spanning 30 minutes for
each scenario and metrics sampled every 5 seconds. The col-
lected metrics for each container within the TrainTicket
application are gathered in the following feature sets:

• Container Usage (128 features): Tracks the number of
containers in use, providing insights into the overall
utilization and potential scaling requirements.

• CPU Usage (64 features): It measures the percentage of
the allocated CPU resources being utilized by the con-
tainer. High values suggest need for optimization or scal-
ing, whereas low usage may refer to over-provisioning.

• Memory Usage (151 features): It monitors the amount of
memory consumed by the container. Similar to CPU us-
age, this metric helps in identifying memory bottlenecks
and optimizing resource allocation.
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• Network I/O (296 features): It quantifies the amount of
data being sent to and received from the network. This
metric is useful for detecting bottlenecks and understand-
ing the performance of the application as for data I/O over
the network.

• Resource Limits (116 features): It defines the maximum
amount of CPU and memory resources that a container
can consume. Monitoring these limits against actual usage
can prevent resource contention and ensure fair resource
distribution among containers.

• CPU Throttling (68 features): It indicates the extent to
which CPU has been throttled for a container, revealing
if the application is hitting its CPU usage limits. Frequent
throttling can degrade performance and may necessitate
adjustment of resource allocations.

• Pod Restarts (68 features): The number of times a pod
has restarted can indicate instability or issues within
the application. High restart counts necessitate a deeper
investigation into logs and system events.

• Pod Status (168 features): It shows whether a pod is ready
to serve requests. Monitoring pod readiness helps ensure
that the application remains available to end-users and
operates efficiently.

The reported sets overlap because some features may appear
multiple times. This comprehensive data collection strategy
captured a detailed performance profile of the system in
various operational and attack scenarios, providing valuable
insights on the resilience and efficiency of the distributed
environment. Figure 2 shows Network I/O during a DDoS
attack, highlighting spikes at the start and end of the attack.

Fig. 2: Network I/O snapshot showing DDoS attack spikes at
start and end.

VI. DATA COLLECTION AND PREPROCESSING

To effectively visualize and analyze the extensive metrics
collected from CAdvisor and exported by Prometheus, a
comprehensive set of dashboards was created in Grafana.
These dashboards played a crucial role in organizing the data,
enabling a clear and intuitive representation of the system’s
performance under various conditions.

A. Dashboard Configuration in Grafana

Grafana’s versatile dashboard creation tools facilitated the
development of custom views for collected metrics. Figure
3 displays two examples views of the dashboard, concerning

Fig. 3: CPU Usage and CPU Throttling Dashboards.

CPU usage and CPU Throttling. The key features of the
dashboard setup include:

• Time Queries: Grafana allows us to formulate time-
based queries we used to isolate data corresponding to
the TrainTicket application’s namespace pods. This
feature allowed for precisely selecting the time window
associated with each simulated scenario, ensuring accu-
rate visualization of the relevant metrics.

• Data Export: the “Export as CSV” functionality offered
by Graphana was utilized to export the data. This step
enabled the extraction of metric values into a structured
format, suitable for further analysis.

B. Data Processing

The exported CSV data files were aggregated into a single
Pandas DataFrame for analysis. This consolidation step was
crucial for creating a unified dataset that encompasses all
scenarios, facilitating comprehensive analysis. The subsequent
data processing steps involved:

• Data Cleaning: The DataFrame was scrutinized for
“dirty” samples, characterized by missing or null met-
ric values. These samples were removed to ensure the
integrity and reliability of the dataset.

• Normalization: The metrics in the DataFrame were nor-
malized using the MinMaxScaler from Scikit-learn. This
process adjusted data to a common scale, enhancing the
comparability and effectiveness of subsequent analyses.

VII. EXAMPLE OF USE

We discuss the use of the unified dataset, created by merging
data from 10 scenarios, to compare the different machine
learning algorithms used to implement an IDS.

A. Dataset preparation

An important aspect was ensuring a balanced data set to
prevent the IDS model from being biased. We identified the
set of characteristics with the fewest samples, which was
17,494. This minimum number was used as a reference for
each feature set, ensuring that both idle and loaded states had
an equal number of samples. In particular, Each set comprises
a different number of features, and the final dataset includes
the intersection of all these feature sets. Considering four types
of attacks and normal data flow, a total of 87,470 samples
were used. Each block of 17,494 samples, derived from the
same set of features, was labeled with a unique identifier. The
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final dataset includes a column titled “label”, containing label
numbers ranging from 0 to 4 (0 means normal behavior, 1
Classic DDoS, 2 Slow DDoD, 3 Syn Flood, and 4 GET Flood).

B. ML models for IDS experiments

As an example of usage of the provided merged datasets, we
implemented an IDS with three ML models: Support Vector
Machine (SVM), Random Forest (RF), and KNeighborsClas-
sifier (KNN). All models are available through the Scikit-learn
library [21]. The SVM classifier is configured using a linear
kernel in its definition. The RF classifier is configured with the
number of trees in the forest equal to 100. The KNN classifier
is configured with the number of neighbors equal to 7.

C. Results

Each of the 87,470 samples in the dataset has 494 features.
The shuffled data set was divided into two parts: a training set
with 69,976 samples and a testing set with 17,494 samples.

Table I shows the accuracy of the three ML algorithms
experimented on the proposed dataset. It is worth noting
that all algorithms provide comparable results in both the
training and testing steps. This similarity suggests investigating
more sophisticated algorithms, like neural networks, ensemble
models, or transformers, to determine if the data reveals deeper
correlations among features. The use of cross-validation and
hyperparameter tuning is crucial for optimizing model perfor-
mance. The experimented models accurately predict the label
of the input sample, whether it is a normal data sample or
an attack sample. The accuracy achieved witnesses the good
balance of the dataset.

TABLE I: Machine Learning algorithms accuracy.

SVM RF KNN

Training 0.8018 0.8082 0.8062
Test 0.7929 0.7670 0.7705

VIII. CONCLUSIONS AND FUTURE WORK

Datasets are valuable resources for experimental research.
We have presented the design of a dataset for experimenting
with attacks detection for microservice applications. We have
made it available on a publicly repository.2

In the future, we plan to expand the dataset by incorporating
a broader range of attack types and additional detection
features. Moreover, other microservice-based applications will
be considered to make the framework more generic. Finally,
we aim at implementing anomaly detection solutions based
on advanced AI models, like transformers and ensemble
models, to achieve superior results in detecting and mitigating
microservices security threats.
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