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Abstract— The Internet of Things (IoT) has rapidly become a
ubiquitous aspect of modern society, intertwining with our daily
lives in many ways; while these advancements provide several
beneficial effects, they also bring forth significant security concerns
that must be addressed to safeguard sensitive data, ensure privacy,
and prevent potential cyber threats. While security by design
will undoubtedly help in hardening systems, security is and will
remain an arm-race between attackers and defenders, hence,
a most important feat in the field of security for networked
systems is the capability to model traffic and provide predictions
capable of identifying suspicious behavior. This task becomes
more challenging when handling overdispersed data where the
dataset variance is significantly greater than what is expected
by the adopted model. In this paper we model the overdispersed
traffic of data collected from a device belonging to an IoT system
using the Dirichlet Multinomial distribution and use that model to
forecast the device traffic for the next 24 hours. Also, we compare
the efficiency and accuracy of some state of the art techniques in
generating traffic predictions. In terms of building the forecast
model, our experiments utilized the LM technique and showed
its superiority against the widely-used YS technique, in terms of
speed and model accuracy. OQur experiments also showed that the
forecast model we built was capable of accurately predicting the
traffic forecast for the next three days.

Index Terms— Internet of Things, Forecast, Pattern analy-
sis, overdispersed data, Dirichlet Multinomial distribution, log-
likelihood function.

I. INTRODUCTION

HE Internet of Things (IoT) has rapidly become a

ubiquitous aspect of modern society, from smart home
devices and wearable technology to industrial machinery and
healthcare systems, IoT technologies offer immense conve-
nience, efficiency, and connectivity. However, this widespread
integration of IdT also brings forth significant security concerns
that must be addressed to safeguard sensitive data, ensure
privacy, and prevent potential cyber threats. As IoT devices
continue to proliferate and collect vast amounts of personal
and organizational data, the importance of security measures
becomes increasingly paramount [13]. The interconnected
nature of these devices creates an intricate web of vulnerabilities
that malicious actors can exploit, leading to potential breaches,
unauthorized access, and data manipulation. In fact, the
implications of compromised IoT security extend beyond
individual privacy concerns to encompass broader societal
implications [12]. Vulnerabilities in critical infrastructure, such
as energy grids, transportation systems, and healthcare facilities,
could have far-reaching consequences, disrupting essential
services and potentially endangering lives. Therefore, a robust
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approach to IoT security is imperative to mitigate risks and
foster trust in the continued proliferation of IoT technologies
in everyday life.

While ensuring robust security protocols is crucial to harden
the system against possible attacks and safeguard the integrity
of IoT ecosystems, it is not possible to achieve static security;
security is and will remain an arm-race between attackers and
defenders [9]. One technique that proved to be effective in this
context is traffic forecast. A reliable model for predicting traffic
shape and structure would trigger early-alarms when incoming
traffic appears to deviate from the prediction. This would
allow a sufficient time window for proactive countermeasures
to be implemented. Besides, a robust framework for traffic
predictions would also provide the basis for the optimizations
of resources, something that is of paramount importance in a
resource-constrained environment such as the IoT. However,
when the traffic exhibits overdispersion characteristics, building
a reliable forecast model that is efficiently computable becomes
a daunting task. The aim of this study is to accurately and
efficiently forecast overdispersed IoT traffic modeled using
Dirichlet Multinomial (DM) distribution. To achieve this goal,
historical IoT device traffic data was utilized to estimate the
DM parameters and build the corresponding model that will
be used to predict the traffic for the next 24-hours.

In our work, we adopted the dataset available at
https://data.mendeley.com/datasets/S4cc8grtkt/1 that has the
characteristic to be overdispersed. The Dirichlet Multinomial
distribution plays a crucial role in modeling overdispersed
count data by providing a flexible framework that captures the
variability and dependencies among multiple counting variables.
In situations where traditional models such as the Poisson or
Multinomial distributions fail to account for the overdispersion
observed in the data, the Dirichlet Multinomial distribution
offers a more realistic and robust alternative. Overdispersion
in count data arises when the variance of the observed counts
exceeds the mean, indicating additional sources of variability or
correlations that are not adequately captured by simpler models.
To address this, we used the Dirichlet Multinomial distribution
since it models the underlying distribution of probabilities of
the counts. This allows for the incorporation of shared and
individual parameters to account for both the variability within
each count variable and the interdependence among them. By
capturing the complex relationships and dependencies present in
overdispersed count data, the Dirichlet Multinomial distribution
enables more accurate inference, prediction, and modeling of
such data. In this paper we adopt the fixed-point iteration
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algorithm described in [8], and show how it is possible to
generate accurate forecasts of the traffic parameters adopting
the Dirichlet Multinomial distribution; furthermore, we evaluate
different techniques performing such an estimation in terms
both of time and accuracy. The paper is structured as follows,
in Section II, we describe the estimation of the Dirichlet
Multinomial distribution parameters. In Section III, we describe
the experiments and their results, while some related work is
summarized in Section IV. Finally, Section V provides some
concluding remarks and highlights potential future work.

II. THE ESTIMATION OF THE DIRICHLET MULTINOMIAL
DISTRIBUTION PARAMETERS

The fixed-point iteration algorithm requires an initial guess
for the he Dirichlet distribution parameter . It also utilizes
a maximum number of iterations and an upper limit (i.e., a
threshold) on the acceptable difference between two consecutive
estimates of c, denoted by A. In each iteration a new estimate
for the parameter o, denoted by o, is generated. This is
achieved by scanning the input data in order to calculate two

paired differences of the digamma function as described in Eq.

(55) in [8]. These two quantities are then used to estimate a
new a (i.e., ap). Next, the absolute paired difference of the
log-likelihood of the DM distribution at both o and o is
calculated and compared to the threshold A; if that difference
is less than A, then the algorithm is assumed to have converged.
In this case, it returns o and the accompanying parameter
1. However, if no such convergence is reached after a certain
number of iterations, the algorithm is assumed to have failed
and the value o 1S returned.

The soundness of the fixed-point iteration is jeopardized
when the data is overdispersed since the paired difference
comprises not one, but two calls to the DM log & function.
Each such call is prone to the lack-of-accuracy problem detailed
in [5]. Two possible solutions are described in detail in [5]
and [14].

III. EXPERIMENTATION AND RESULTS

The experiments were carried out in two stages: the first
aimed at building models that capture the nature of the
device traffic using historical data, while the second aimed at
evaluating the forecast accuracy of the models built in the first
stage.

The fixed-point iteration technique described in [8] is
employed in the first stage to estimate the parameters of the
device traffic model. As stated in Section II, the difference
between the log-likelihood of two consecutive estimates of
the model parameter o is used to decide if convergence is
achieved.

In this context, two techniques to calculate this difference are
contrasted in this stage, namely: LM [5], YS [14] with respect to
speed and goodness of fit. To evaluate the speed of the modeling
process, both the number of iterations and time to converge were
evaluated. The goodness-of-fit, was assessed through several
distance metrics that measure the deviation of the estimated
model from the real one. These metrics include: Total Variation

Distance (tvd), the Kullback—Leibler divergence Distance (KL-
D), Euclidean Distance (D), and the Mean-Square-Error (MSE).
Additionally, two statistical goodness-of-fit tests were applied to
assess whether the estimated parameters produce a model close
enough to the original. In the second stage, the forecast models
generated in the first stage were compared to the actual models
of each of the next 3 days. Here, we included Python’s default
implementation (Igam-std) of the log-likelihood function.

The experiments in this stage aimed at measuring forecasting
speed, in terms of execution time, and accuracy in terms
Brier Score (BS), and Jensen-Shannon Divergence (JSD). The
results of the experiments of the first stage showed that LM
outperformed YS in terms of all speed and goodness-of-fit
metrics. The results of the second stage showed the superiority
of LM in terms forecasting accuracy.

A. The Dataset

In the first stage of experiments, packet traces collected
from an IoT device, namely Camera 5, of the D-Link IoT
devices public dataset were aggregated into 10-minute count
vectors, spanning seven workdays in the interval between
Thursday, October 8", 2020, and Friday, October 16", 2020.
Each vector featured the number of TCP (Transmission Control
Protocol), UDP (User Datagram Protocol), SSDP (Simple
Service Discovery Protocol), and ARP (Address Resolution
Protocol) packets observed during 10 minutes. In a similar
fashion, packet traces from the days Monday, October 19",
2020, Wednesday, October 21%, 2020, and Thursday, October
22" 2020, were aggregated and used in the second stage
of experiments. Table I summarizes the main aspects of the
dataset used in this study which comprises 10 files (i.e., sub-
datasets), each featuring the aggregates of a designated day.
The sub-datasets corresponding to the seven days of traffic used
in the first stage of experiments are referred to as “training”
sub-datasets, whereas the ones used in the second stage are
referred to as “testing” sub-datasets. In the context of this study,
a dataset is overdispersed if ¢ < 0.05. Thus, all sub-datasets
employed in these experiments are overdispersed as illustrated
in Table 1.

Table 1
THE SUB-DATASETS
[ Sub-Dataset [ Type [ Instances | W |
October 8 Training 196 0.004493
October 9" | Training 143 0.004342
October 12" | Training 143 0.003408
October 13™ | Training 78 0.003327
October 14™ | Training 143 0.008205
October 15™ | Training 143 0.004914
October 16™ | Training 143 0.006185
October 19™ | Testing 124 0.008430
October 21 Testing 143 0.004099
October 22" Testing 143 0.007148

As described in Algorithm 1 in [8], the fixed-point iteration
continued until either the maximum number of iterations
was reached, or until the difference between two consecutive
estimates for v was less than the tolerance value A. Equation
(1) illustrates the formula used for calculating A:

10—prec—2

K+1 ~° M
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where prec denotes the level of accuracy of the log-likelihood
value using the LM procedure, in terms of the decimal digits
of the mantissa, and K designates the number of categories.
Accordingly, the value of A in this study is equal to 2.00-107°.
The number of categories, K, is equal to 4 for all “training”
and “testing” sub-datasets.

B. Experimentation Setup

A script that implements the fixed-point iteration algorithm
was developed using both LM and YS in Python (3.10.2) with
numpy (1.22.2), mpmath (1.2.1), and scipy (1.8.0) packages.
The script also utilized Python’s math math . 1gamma function
in order to calculate the lgam-std log-likelihood values. The
paired differences of the F function in the original Algorithm
in [8] were computed using the C-compiled digamma (x)
function implementation provided in the scipy package. The
experiments were executed on an Intel Core i5 computer with
8 GB of RAM. The Euclidean distance metric, denoted by D,
was calculated using the LA .norm function from the numpy
package, whereas the y>-test was calculated using the scipy.stats
chisquare function. Each test was repeated three times and
its results were averaged.

C. The First Stage of Experimentation: Modeling

In the first stage of experiments, a DM model for each
“training” sub-dataset was built using random samples of each
of the designated “training” sub-datasets with varying sizes:
10%, 15%, 20%, and 25%. The number of iterations and time
to converge corresponding to the LM and YS techniques', are
depicted in Figures 1 and 2, respectively. Next, the goodness-
of-fit metrics, illustrated in Table II, and the /\(2-test and Z-
test were applied using only the LM technique, since the YS
technique failed the J-barrier test several times, which hindered
the accuracy of its estimates. The results are depicted in Tables
III and IV, respectively.

1) Iterations to converge: Figure 1 compares LM and YS in
terms of the number of iterations to converge (denoted by /C),
and shows that the numbers of iterations consumed by both
techniques are rather close. For example, the traces collected
on October 9™ and 13t took the most IC, in the order of
20k, to converge for both techniques when 10% of the sub-
dataset was used. On the other hand, these two sub-datasets
required almost 7K and 13K iteration to converge for 25% of
the input, respectively. It is worth noticing that almost 65%
of the YS tests depicted in Fig.1-3, failed due to the ¢-barrier
problem described in [1, §II-A]. This resulted in by-passing
this issue to get the code to execute and return an estimate
of the corresponding model parameters. As Figure 1 shows,
the number of iterations per se is not enough to differentiate
the performance, and a further metric is required. Next, we
contrast the performance of these techniques using the time to
converge, i.e., execution speed.

2) Time to Converge: Figure 2 shows that the LM technique
significantly outperforms YS in terms of the time to converge,

'In this stage, lgam-std was not included as its speed and model goodness-
of-fit are comparable to those of LM.
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Figure 1. Percentage of Dataset Utilized Vs. The Number of Iterations to
Converge (IC) for LM and YS (seconds).
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Figure 2. Percentage of Dataset Utilized Vs. The Time to Converge (T°C) for
LM and YS (seconds).
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Figure 3. Percentage of Dataset Utilized Vs.The Speedup of LM over YS.
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denoted by TC. For each sub-dataset and across all sample
sizes, it is obvious that the LM converged much faster than YS.
It is worth noticing that YS took extremely longer to converge.
For example, YS needed almost 8 minutes to converge for the
October 13™ sub-dataset with a 20% sample size, while it took
LM only 6 seconds using the exact input. To further illustrate
the superiority of LM over YS in terms of time, Figure 3
depicts the speedup LM achieved over YS, for each of the
“training” sub-datasets. The highest speed up was achieved for
the October 13™ subset at 20% of the input size, which was
about 80. If this extreme speedup is excluded, the average
speedup in Fig. 3 is 14. The lowest speedup, which is equal
to 9.11, was reported for the October 8" subset at 20% of the
input.

3) Goodness of Fit: A set of distance metrics was employed
to evaluate the goodness of the estimated o and ¥y DM
parameters, that includes: Total Variation Distance (tvd),
the Kullback-Leibler divergence Distance (KL-D), Euclidean
Distance (D), and the Mean-Square-Error (MSE). Table II
illustrates the distance metrics evaluated in this study.

Where:

« P and Q denote the real and expected probability vectors,
respectively;
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Table 11
Distance AND GoODNEss-OF-FiT FuncTioNs

Function Description

tvd(P, Q) = § XK, |P[k] - Q[K]|
KL-D(P, Q) := XK, (P[] - log(SH)
D(P,Q) = (X5, (P[k] - Q[k])*)'/?
MSE := & 28, (P[k] - Q[k])?
x>test (O,E) := Zkl»(:l 7“7“';5“)

Z-test (O, E) := X4

o

Total Variation Distance (tvd)
KL-Distance (KL-D)
Euclidean Distance (D)
Mean-Square-Error (MSE)

Chi-squared Test (y>-test)

The Z-test (Z-test)

e O and E denote the real (i.e., observed) and expected
counts vectors, respectively;

« X denotes the mean of the expected counts vector, while u
denotes the mean of the real counts vector, and o denotes
its standard deviation.

The distance functions in Table II were computed for each
of the experiments of the first stage resulting in the estimates
illustrated in Table III. The table shows that the tvd values
ranged between 0.004393 and 0.053707, while the KL-D
values ranged between 0.000073 and 0.012963. Table III also
shows that the values of D ranged between 0.005111 and
0.062229, while the values of MSE ranged between 0.000007
and 0.000984. The results of applying the y’-test and Z-test
are presented in Table IV, and they confirm that the estimated
models managed to capture the real ones, as both tests were
passed in all 14 experiments, except for one.

Table III
ERROR ESTIMATES IN

[ Dataset | tvd [ KL-D ] D [ MSE |
October 8T 0.053707 | 0.012963 | 0.062229 | 0.000984
October 9™ 0.009424 | 0.000551 | 0.011645 | 0.000039
October 12 | 0.008008 | 0.000309 | 0.009234 | 0.000023
October 13™ | 0.004393 | 0.000073 | 0.005111 | 0.000007
October 14T | 0.011128 | 0.000776 | 0.013238 | 0.000052
October 15™ | 0.009806 | 0.000533 | 0.011855 | 0.000037
October 16™ | 0.013229 | 0.001066 | 0.016108 | 0.000072

Table IV

THE STATISTICAL TESTS XZ-TEST AND Z-TEST RESULTS

Dataset
October 8™
October 9™
October 127
October 13™
October 14T
October 167
October 16T

‘ )(z-test ‘ Z-test ‘
fail
pass
pass
pass
pass
pass
pass

pass
pass
pass
pass
pass
pass
pass

D. The Second Stage of Experimentation: Forecasting

In the second stage of experimentation, the models developed
in the first stage for each of the “training” sub-datasets were
sampled 1000 times, and these samples were averaged resulting
in a prediction (i.e., forecast) model that was used to predict the
traffic for the next 24 hours. In this stage, the three techniques:
LM, YS, and Igam-std were employed to build the prediction
models. To evaluate the forecast accuracy, Brier Score (BS)
and Jensen-Shannon Divergence (JSD) were employed. More
precisely, these two metrics were used to measure the distance
between the model predicted by LM, YS, and Igam-std, and
the real model for each of the three “testing” sub-datasets. The
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Figure 4. Percentage of Dataset Utilized Vs.The Brier Scores using the LM
prediction model for the testing subsets.
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results of initial experiments, as illustrated in Figure 4, show
that the prediction accuracy increases as the size of the input
used in building the prediction model increases. Thus, both BS
and JSD were measured using models built with 25% of the
input. Table V shows the time it took the designated techniques
to produce their models for the seven training sub-datasets in
the experiments carried out with 25% of the input sizes to
measure the BS and JSD values. It shows the superiority of
Igam-std and LM compared to YS in terms of speed as its
TC was more than 20-fold that of the other two techniques.
Table V also shows that the 7C of LM is within 10% of lgam-
std, thus, there is no significant difference in speed between
both techniques. It is worth noticing that unlike LM which is
developed purely in Python, the Igam-std loggamma function
is C-optimized. Therefore, LM has the potential to execute
significantly faster than Igam-std in case its Python code was
C-optimized, too. As Table VI shows, the best BS for almost
all the “testing” sub-dataset was achieved by the LM technique.
Moreover, the smallest BS value is 1.11 - 107> achieved for
the October 19™ sub-dataset. Similarly, LM achieved the best
JSD values for all three “testing” sub-datasets; the smallest
JSD value is 1.65 - 107> achieved also for the October 19
sub-dataset. Table VI shows in a bold-face the best BS and
JSD for each “testing” sub-dataset.

Table V
TC VALUES FOR LGAM-STD, LM, AND YS

Igam-std 10.923
LM 11.083
YS 264.075
Table VI
SCORES
LM Igam-std YS
BS JSD BS JSD BS JSD
October 19" | 1.11-1075 | 1.65-1075 | 1.36- 107> | 1.99-107> | 1.24-107° | 1.78-107°
October 21% | 5.09-107 | 6.70-1075 | 5.31-107° | 7.13-107 | 4.98-10"5 | 0.000197
October 22" | 6.30-1075 | 9.09-1075 | 6.72-107% | 9.74- 107 | 6.34- 1075 | 0.000148

IV. RELATED WORK

Forecasting count data by building next-day prediction
models has been explored in recent studies. For example, the
study in [2] introduced a novel class of dynamic state-space
models for univariate count time series data. Experiments, in the
context of consumer sales forecasting, showed the superiority
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of the proposed models when compared to baseline models,
in terms of scaled mean squared error (SMSE), mean absolute
deviation (MAD), and mean ranked probability score (MRPS).
The work in [4] proposed a Bayesian optimization-based
dynamic ensemble, that combined forecasts from ten different
models (statistical, machine learning, and deep learning).
combination for better adaptability and generalization. The
model was compared to state-of-art models using datasets with
seasonal patterns that illustrated its superiority. A similar study
is depicted in [7], where a probabilistic forecasting method
for hourly-load time series based on an improved temporal
fusion transformer (ITFT) model was introduced. The model
utilized both statistical and machine learning techniques in
order to build compact prediction models and learn long-
term dependence efficiently. The work in [11], introduced
an autoregressive recurrent neural network model trained on
several time series. Experiments showed the superiority of
this approach compared to traditional methods, and with less
manual setup. A similar approach was employed in [10] which
proposed an autoregressive model for multivariate probabilistic
time series forecasting. This model sampled from the data
distribution by estimating its gradient which the model learned
by optimizing a variational bound on the data likelihood. The
study compared the performance of the proposed model to
other state-of-the-art models, and showed its superiority using
several real-world datasets. The reader is referred to [6], [15],
and [3] for other recent studies.

V. CoNCLUSIONS AND FUTURE WORK

In this study, we have compared the computational effi-
ciency of different methodologies to compute the Dirichlet
Multinomial distribution and we have tested its efficacy in
modeling and forecasting overdispersed IoT network traffic
data. The technique is based on the maximization of the DM
log-likelihood function using the fixed-point iteration algorithm
presented in [8]. More in details, we have evaluated three
different methodologies to compute the paired differences of the
loggamma function values that are used in the cited technique.
The three methodologies evaluated are the ones described
in [5] (LM), [14] (YS) and the default approach (Igam-std)
that uses the functions of the math package released with the
Python programming language. The modeling experiments were
used to compare the performances of the LM and YS techniques
in terms of time to converge, number of iterations, and goodness
of fit, and established the superiority of LM. Another set
of experiments compared the three techniques in terms of
forecasting efficiency and accuracy, and showed the superiority
of LM with respect to YS for both characteristics and, in terms
of accuracy, with respect to the Igam-std technique. Regarding
efficiency, we have to remark that the difference between the
execution time observed for LM and the one for Igam-std was
always less than a 10% factor. However, the LM technique
is implemented purely in Python while the core of the math
package used in lgam-std is a Python wrapping of a highly
optimized C-code. Thus, there is room for improvement by
porting LM to the C language and wrapping it in Python.
Another aspect to be explored is the impact of employing
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approaches other than the fixed-point iteration to help estimate
the DM model parameters and compare their performances in
terms of efficiency and accuracy.
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