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Cloud Application Landscape

UCloud application is expanding from consumer services
to enterprise and to society
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http://www.redhat.com/

3.11 Tohoku Earthquake and Tsunami
I O vl

v Communication services were down Moblle service map
1,000,000 landlines outage . (3/12) e ]
14,800 mobile base stations damaged \ p L

 Internet was not completely dead, but 1;“*\”"?/,«,5%2

at a very limited quality »,55\1 5 ‘\.L

v Google: fGoogl e Per s din F!;{ld{;er(;j

Safety check service was launched in
1h 46min after the earthquake
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w Twitter 40
. Played a critical role in sharing local I f"’“-J iy {
Info (food, doctor, blackout, etc.) j
., New registration world-wide jumped up Service outage
by 25% on 3/12 l Service available
. Local governments relied on twitter for = Source: NTT docomo
Info transmission
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3.11 Impact on Enterprise / Public IT systems

M P AW

customer 60s mindset was
before: On premise In convenient large cities

after: Cloud in remote / distributed data centers

\/ Electricity saving became more important in view of power shortage
and rise in electricity price

\/ Disaster recovery / BCP was revised to be viable

C

¥ Government started twitter information services as a social
Infrastructure
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Big Data, IoT/CPS as booming trend in IT Apps

¥ Discovering value from Big Data is becoming the mainstream
e.g. CDO (Chief Data Officer) as an emerging trend

v IT app. of loT/Cyber-Physical System. is also increasing rapidly

12x growth from 2009 to 2020, $300B in 2020
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Data technology and services revenue

12 times growth

2.5B

2009 2020

The # of connected 10T devices

(Source: IDC 2013, Gartner 2013)
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21st Century is the Age of Cities

UCities are swelling, with rapidly increasing populations and
problems.

Hal f o f t In 2050, 70% of the

7 billion people worl déos 9 O

|, .. 04N 0 e. ..
live in cities will live in cities Wiy 48 peBpie’ghithet in cities?

Job and Infrastructure

Where people gather, industries
prosper, economy grows, allowing
Investment in social infrastructure,

————————— attracting more people and more
.@ |l ndustryé

—
_——
—o—
—

rural population

If such a positive spiral fails,

Growth of worldoés ur ban apeopleileaw angd the aityat i on
(UN statistics) decay.
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Perspective | want to share is on collaboration

Today, |l mportance of ncol
for innovation, and not new

Still, I think it makes sense for ICNC colleagues
to take a | ook at NECOs |
of ncol |l aborati on for 11

because ¢éé.

I
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Comparing NECOs IBNCsear

There Is a similarity in the broad coverage of technical
areas, IT and NW, from PF to APP.

Sianal Processina for Communications Video / SpeeCh SEEEE U

_ _ Signal Processing, Vibration Sensor

Application|  |nternet Services and Applications - -
Machine Learning

Natural Language Processing

LZAUALAA 7\ TAaarytltivo

Data Storage Technologies and Applications
Cognitive Computing and Networking

T S T ) Qpe 0 allzatlo
Cloud & ' \wireless Ad Hoc and Sensor Networks ale Ontics
Networking Mobile Computing and Vehicle Communication
her Se
platform Communications and Information Security Driva Drotectio Nt
Network Algorithms and Performance Evaluation 2 S i
Communication QoS and System Modelling ud Se . S

Thermal Management,
Battery, EMS

Smart Energy
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NEC Mid-term Management Plan 2015

Realization of an affluent and equitable society which makes efficient use of resources
and whose members are safe and personally secure

Soelutions for society.

A Supporting the advancement of social infrastructure and systems throughout the
A world via ICT

Create new business models with the understanding that social problems provide
an opportunity for growth

£

Transformation into Social Value Innovator

© NEC Corporation 2014

Empowered by Innovation N E‘



Social Value Creation via ICT

Collection of Analysis and Solution of social
large-scale data prediction ISsues

Diverse sensors and High-performance/high-reliability
human interface technologie$ core IT technologies

ADiverse sensors A ' Alnvarlant analysis el
From the seafloor o v _ : .
%‘ AHeterogeneous mixture learning
ASurveiIIance cameras I( /4,”’ *AFaciaI image analysis
) .
A _ iy oo s
Smart devices Behavior analysis

Aaccumulated data - . m/i\Textual entailment recognition

Next-generation network @
e - _
T — Network virtualization
e r—— information system

SDN : Software-Defined Networking

Leveraging information captured by our unique and highly competitive ICT assets

to become a social value innovator

* Rated as No. 1 among organizations participating in an evaluation task organized by the U.S. National Institute of Standards and Technology (NIST)

%
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https://www.intra.nec.co.jp/istorage/sites/www.intra.nec.co.jp.istorage/files/webfm/picture/a/n3780_6s.gif

Perspective | want to share is on collaboration

Today, |l mportance of ncol
for innovation, and not new

Still, I think it makes sense for ICNC colleagues
to take a | ook at NECOs |
of ncol |l aborati on for 11

because ¢éé.

I
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ICT Trend Summary

NECO6s direction has a | ot t o

A Technology evolution becoming more innovation-driven
(i.e. app driven) than performance driven

A IT apps expanding from consumer to enterprise, and to
society

A For IT apps, central value to users is migrating towards
value extraction from Big Data (by analytics)

A Another booming app field is for real world/physical
Issues (Cyber Physical Systems, Internet of Things)
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Focused Area of NEC Research

Focused area

Real World
Recognition

Data Analytics

Big Data
Processing

SDN

(Software-Defined Networking)

Security
S| Engineering

Smart Energy

© NEC Corporation 2014

Video / Speech Recognition
Signal Processing

Machine Learning
Natural Language Processing

Parallel / Distributed Processing
Data Management

Open Flow,
Network Virtualization

Cyber Security
Privacy Protection, Encryption

Model-based System Integration
Cloud Service Management

Thermal Management,
Battery, EMS

Vibration Sensor
Natural Ul

Storage
Embedded System

Wireless Network
Optical Network

Human Centered
Design

Low Power Circuit
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R&D directions for future social value innovation

Focus on seven research areas towards

it ~
3 --‘
Energy/ Climate

P ok L
\ Vo 2,
7
¥

Logistics

Security

Optimization & Control

Real World Expansion of scope
Recognition for visualization
Data Analytics Prediction and forecasting
Big Dat.a Real-time
Processing
SDN Individualized optimization

Global optimization

Measures to reduce

ri : . )
Security information leakage risks

Defense from unknown
attacks

Customization and

S| Engineering downsizing

Facilitation of global
deployment

Smart Energy Energy use optimization

Shift to convenience for
individuals/ society
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Real World Recognition

Real World Recognition
Data Analytics
Big Data Processing
D
Security
S| Engineering
Smart Energy
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Face Recognition / Behavior Recognition

UNECOs technol ogi oublicsafety fofutton musiniess a

Global No.1 face recognition technology ~ Human trajectory analysis using multiple cameras
NECE 0.3% Source: MBE report issued by NIST Surveillance video Results of person

X - 2504 Achieved about one-tenth area extraction

- the error rate of

Y 3.4% competitors.

W I 4.1%

T i 4.4%

Z 7 7.1%

P 9.2%

T —

0% 2% 4% A% RO 10% 12%  14% Person trajectories

Good «—— Match error rate projected on the floor map
(False rejection rate @ 0.1% of false acceptance rate)

V Achieved high recognition rate for even faces VEsti mates personds real wi
with shadows in bad illumination conditions accuracy (about 25 cm)

V Won the first prize with a significant difference V Makes it possible to analyze person behavior, to detect
from others in the NIST global bench mark (MBE) intrusions and suspect behaviors
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Automatic Vehicle Clearance in Hong Kong

UBenefits:
Face recognition Implemented at the driving
lanes to streamline operation procedures and
minimize manual operations

te_ﬁage 18 © NEC Corporation 2014 Empowered by Innovation N E‘



http://upload.wikimedia.org/wikipedia/commons/5/5b/Flag_of_Hong_Kong.svg

Universal Studios Japan

Your Face can be a pass : An ultra user friendly entry system

Uni ver sal St u ddcess Cohtaogp Syst&n Japan

Provide a way to prevent spoofing of annual pass
Cost reduction of pass card issuing process
. Visitors enjoy It as a new entertainment

T = ,
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Real World Recognition: Research Direction

UTech Challenge: Acquisition and analysis of real-world data
through the understanding of diverse meanings

Visualization of signs of future events New business creation

Depth of o
. s\%\ : -
understanding R — City wide-area

\
& .
| S /J surveillance
Emotion o)

understanding and management

Intention

Efficient social
Behavior
recognition

infrastructure
maintenance

. : Recognition of
Appearance entire scenes Smart store
Scale of management
understanding

Individual Entirety

Behavior
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Crowd Behavior Analysis for Anomaly Detection

UEarly abnormal event detection of crowd in a dense situation
UAnalysis by using crowd patches without individual recognition

Incidents and
their signs

Over-crowding
O

|
I
—_— & Security cameras

@ Spread out over surrounding

crowds as abnormal crowd
behaviors

Crowd running Surrounding

BT 0

Staying crowd

© NEC Corporation 2014
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[Video demo] Crowd Behavior Analysis (1)

UDetection of people rushing

UDetection of overcrowding

gy B
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Demo_iExpo_UnusualCrowdRunningDetection.wmv
Demo_iExpo_OvercrowdingDetection.wmv

[Video demo] Crowd Behavior Analysis (2)

UDetection of people
stopping and hanging out

UDetection of people
surrounding an accident
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Demo_iExpo_StayingCrowdDetection.wmv
Demo_iExpo_CrowdingRoundDetection.wmv

Singapore Safe City Test Bed

EDB Supported by Singapore government, Economic Development Board (EDB)
singap@re

N ACity of the Future, ALivingL a b o r alt

Intent of Test Bed

To develop new capabilities to
keep Singapore safe and secure.

Scope

Setting up test beds to enable
different government agencies to
integrate and analyze data
collected from existing sensors
and network systems using
advanced analytic and information
sharing tools.

Source: E D B 6lame Page
http://www.edb.gov.sg/content/dam/edb/en/resources/pdfs/brochures/Alternative%20Energy%20Brochure.pdf
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NECO s

Sol ut 1 oBed:ilnter-Agercy doBabdration

To build a complete, end-to-end inter-agency collaboration infrastructure
that uses cutting-edge technologies, such as advanced data analytics, risk
analysis and relationship modeling, to help multiple agencies understand
and correlate information from various sources as well as to optimize
resource deployment on the ground.

System concurrently tries to detect
EDB
Economic L
Development Board Fighting Overcrowdlng ﬁ SCDF _
Singapore Civil
SPE m Crowd dlspersal Defence Force
Singapore Police |
: lgorce B A ‘ ? = Hl LTA
e incident Intrusion Lo rranepor
7 ! 1 y
Nation!l}IEEvfc\mment ﬁ peteetion boundary S
ollapsed »
Agerey S P MHA
& Minitsty of Home
PUB ﬁ %ﬁi _____ . .,, ﬂ‘ & Affairs
Public Utility Board —“PL—M. b t m @Qak;é_d@?ed : i
2013 2014
4 6 4 10 12 1 4 / .
Evaluation &

Reé?#:;’:fm> System Development & Integration Live Testing

Reporting

World Cities Summit 2014

- Page25
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Data Analytics

Real World Recognition
Data Analytics

Big Data Processing

Security
S| Engineering
Smart Energy
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R&D Direction to Maximize Value for Society/Customer

3. Scaling beyond human capability

1. Visualization of data 2. Finding rules that
that human cannot see human cannot capture
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Data Analytics Engines for Complex Systems

A L : ~ = Physical System  Apalytics Engines
«* Abnormal - Anomaly Detection - for Complex Systems
(&) Am—— Behaylor ”
é xar e Trend - Detection SIAT \
331 .
nalysis - (9)
g = RH71 N ARH, Dos:!min:l b "K\G H ete roge neous
= Change 004 ((\'\(\Q Mixture Demand
) will_crun Finding \ o2 Deep Learning Lt
— | 2001 0\({\(\6 Learning
TSRS tlier \h@ . Network Linkag
O Information - :
E ~w, / B — - Analysis 2009
200 on-linear

+ Learning Structure Analysi il
—_ Topic 2008 i
(q0] SVM \__Analvsi /9 “
GJ Neural Free Text w R = SNSSHE. -;za-
e Network N Analysis_2e02— ws ;,

g{\‘"" l 2 ﬁi&éﬂi‘&kb&i%mcm&

s ARE E= T4 e
. ﬁvn F/hEOFLLVEBORRRR >

Heterogeneous
Science-based approach to create state-of-the-art analytic

engines enabling real-world analysis from complex and huge-
volume data
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Data analytics engines for
sustainability of social
Infrastructure
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Heterogeneous Mixture Learning

UAutomaticallydi s cover s n hyfohding the optuimbl e s
way to partition data without experts' hypotheses

A

**k
**
**

**
*kkk k%

*x Heterogeneous

*% Data
*%* *%*

**
*Hk k%
ke Rk
**

»
»

ow many ki ndsiHoofw dsahtoau | ndi xw?e0

A H
A Wh at mo d e | does each data hayv

x Conventional methods needed a lot of trial & error and
reli ed upon on the experts

& Heterogeneous Mixture Learning (NEC original)

KDD 200111 [AISTATS 2012] [ICML 2012
I[nzfoe”rencé[o !

Usi ng nNFAB

FAB: Factorized Asymptotic Bayesian Inference

v

Particularly useful for social solutions due to
V suitability to real-world problem (i.e. mixed data)
V applicability to wide range of problems (i.e. versatility)

© NEC Corporation 2014
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Customer Collaboration: Predict Power Consumption of Building

Heterogeneous MixtureLearning (Based on 3 patterns prediction)

oooooo

lecric engrgy [Wh]

Average error 2.7%

| - - hybrid gate pred. |

uondwnsuod A1191109|13

l R R s he
| - i TJ y i { Y #’1 i
10000 | | | I I‘
% % N .
BO0O ;: ‘i .._"E . i X ! 1',1-' ___,.\.‘IH 4 Ry
: : Predicting period
Leammg pem)d Sat. Sun. Mon. Tue. Wed. Thu Fri. .

time

A large margin of error

~Average error 5.8%

¢,

HH

m . .

9 B occurs whenever rules Sl e

S R b

5 ' |

& _ -lxl | .-ill

g il | YAVAVAYR |

= I | | Y N Y\
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Customer Collaboration: Sales Prediction at Retail Stores

UHML automatically extracts various factors affecting sales of each item
. The days of the week, weather, temperature, popularityt r end, &
UMakes highly accurate sales forecast and optimizes the ordering work

mem=  Actual === Prediction

Learning Prediction

Data driven approach

Human driven approach
- Depend on past human » - Taking into account various data

experiences and knowledge

>
@ Unbiased by human factor

Biased by human factor
Applicable to all items in all stores

Applicable to limited items

Minimizes both abandonment loss and opportunity loss
Empowered by Innovation N Ec
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Detecting Anomalies in Large Physical Systems

Plant

Factory

Airplane

Bridge/Tunnel

Electricity/Water

Abnormality?

Thousands of observation points Time series observation data

. Risk of infrastructure deterioration becomes more serious
Before

After

Abnormality detection relies on experts

SIAT System Invariant Analysis Technology

[G.Jiang, H.Chen et al, IEEE Trans. 2007]

Rapid abnormality detection and prevention of failure by SIAT
Earlier detection than expert

5
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SIAT: System Invariant Analysis Technology

UJAutomatic modeling of the entire physical system from correlations among
the sensor data by wusing Al nvari anc

. Just from the observed data. Domain-specific knowledge not required!

UEarly anomaly detection achieved by comparing current data with the ones
predicted from the model to determine if unusual event is occurring

. Much earlier than threshold-based detection

Unusual movement Anomaly

: : detection
Visualize

normal

- “="Two observation data =
in theinvariant relationship

.

Automatic visualization of Detection time shorter by
the invariance relationship 1/20 than human (expert) ability

© NEC Corporation 2014 Empowered by Innovation N E‘



Customer Collaboration: Resiliency in Power Plant

¥ At the Shimane Nuclear Power Station, we confirmed the
effectivenesesabé pl aharfgei |l ure

using Invariant AnaIySIS (with The Chugoku Electric Power Co.,Inc.)

Gathering diverse data

- Number of sensors per reactor: 3,500
- 100 pcs. of data per sensor per second

Advanced analysis

Discovering anomalies from correlations in 3,500 x
3,499 sensor combinations

Collaboration between experts

- Improved the accuracy of warning sign

monitoring through close collaborations between
the customersodo power pl a
and N EnGlgis experts
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Data analytics for improving
Internet services

--- REAL TIME predictive analytics for real time services
( of real time video streaming )

,u""Hu"“"

I
(i
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Research Background

URapid growth of mobile data traffic (CAGR 66%)

UKeeping the quality of communication services under the
explosive increase in network traffic is a big challenge

Mobile data traffic [1] Mobile application traffic share [2]
12
o | EB/montr]
6 1 YouTube 31%
5 2 HTTP 14%
s 3 SSL 9%
l 4 MPEG 9%
2 B
L I 5 Facebook 7%
2012 2013 2014 2015 2016 2017
[ 1] Cisco, ACisco visual net wor Kin
[2] Sandvine, A G| obal |l nternet Phenomena
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Conventional Approach

UNetwork-layer approach
. Each network operator controls its own network T QoS

. End-to-end quality is, however, uncontrollable
because the Internet is a cluster of various networks.

— " TheInternet
=-a cluster of multlple networks

O 4 C i
v /f&\ TS --=" ;-;; ﬂ
A OUUS INIRXL end quallty
FAS ; | x . ) 7 kk/:;. [ 3 %g \ 7

€ _
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Service-level Communication Optimization

UEnd-to-end approach [K.Satoda, H.Yoshida, IEEE GLOBECOM 2012, 2013]
. Understanding end-to-end network conditions and improving
t he communi c antheapplicgiondalyerot y 0

. Communication control based on prediction and estimation of
t he network characteristics

Adaptlve communication control based on
prediction and estimation )

Application Effective and high-qualit Application

on a server e2e communications on a client

Application layer Network layer Application layer




Core Technologies

UPrediction, estimation, and adaptive communication control
using a set of REAL TIME analytics

Network and traffic estimation<--- Rheology and hydromechanics

------- Robust and optimal control

Financial engineering

Prediction & Estimation Adaptive communication control

5

Throughput , Packet loss NS .
. : . Apply to application requirements
Bandwidth . Congestion I > : N
. 33 . Adaptive to network conditions
. Terminal condition, Delay

y

Communication control

Monitoring

——

B EEE—

~=-Mobile=="~

g the Internet (black box) >_3'
/ —— —
\\ ’ -"‘“; \\ 'I’

o 4 e -
S =Fixed==~ ~ Public WizFi

Ph)‘/s\ical network

kS
%":z_ﬁage 40 © NEC Corporation 2014
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Need for Estimation and Prediction

Need for estimating Need for predicting fluctuating
parameters that cannot be parameters for proactive
observable at an end host communication control

Estimate unobservable

future variation

worl|l dos top est

3 40x quicker, 100x lighter, and 3x more accurate end-to-
end available bandwidth estimation

53The worl dos first practical
accuracy for the next 1 minute

© NEC Corporation 2014 Empowered by Innovation N E(
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[Video demo] Throughput Prediction



prediction_demo.avi

